BO THONG TIN VATRUYEN THONG ~ CQNG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Poc lap - Tw do - Hanh phuc

Sé: 3 /IBC-CATTT Ha Ngi, ngay 27 thang 02 nim 2024

BAO CAO KY THUAT
“Tinh hinh an toan thong tin thang 01/2024
va thong ké két noi chia sé dir li€éu ve ma doc, giam sat

1. Canh bao an toan thong tin da phat hanh trong thang

Vin ban so6 66/CATTT-NCSC vé
viéc 16 hong bao mat anh huong

= Microsoft cac3 va nghiém trong trong’céc san
pham Microsoft cong bo thang
01/2024phat hang ngay
17/01/2024.

2. Tinh hinh trién khai céng tac phong chéng phan mém doc hai va
chia sé dir liéu ma doc theo Chi thi 14/CT-TTg nam 2018

Thuc hién Chi thi s6 14/CT-TTg ctia Thi tuéng Chinh phi ban hanh ngay
25/5/2018 vé viéc nang cao niang luc phong, chéng phan mém doc hai, Cuc An
toan thong tin di giao Trung tim Giam sat an toan khong gian mang québc gia
(NCSC) hd trg 15 doanh nghiép c6 giai phap phong chdng ma doc thuc hién két
ndi chia sé¢ dir liéu ma doc theo van ban 2290/BTTTT-CATTT ngay 17/7/2018
vé viéc hudng dan két néi, chia sé thong tin vé ma doc gitta cac hé thong ky
thuat. Danh sach san pham phong chdng ma doc ¢ kha ning két ndi chia sé dix
liu cap nhat tai: https://ncsc.gov.vn/alert/danh-sach-san-pham-phong-chong-
ma-oc-co-kha-nang-ket-noi-chia-se-du-lieu.81/

Pén hét thang 01/2024 di c6 88 don vi (63 Tinh/Thanh, 25 Bo/Nganh)
trién khai giai phap phong chéng ma doc tap trung va thuc hién két ni chia sé
thong tin vé ma doc vai Trung tm Giam sét an toan khong gian mang qudc gia
(NCSC).

Trong thang 01/2024, thong qua két néi chia sé dir liéu vé ma doc tir 88
don vi, Hé thong ky thuat cia Trung tdm Giam sat an toan khong gian mang
qudc gia (NCSC) ghi nhan 85/88 don vi ¢6 két nbi thuong xuyén. Trong cac don
vi két ndi thuong xuyén c6 85/85 don vi chia sé vé hé diéu hanh cac may (tong
s6 may la 275.169).
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Tinh dén thang 01/2024 c6 03 don vi bao gom: B Gido duc va Dao tao,
B Nong nghiép va Phat trién ndng thon, Uy ban Dan toc chua thuc hién
chia sé dir liéu md doc vé Hé théng ki thuat cia Trung tm Giam sat an toan
khong gian mang quéc gia (NCSC). Vi vay, dé nghi cac don vi thuc hién chia sé
day du théng tin dir liéu ma doc nham ning cao ning lyc phong, chong phan
mém doc hai va thuc hién danh gia chi sé lay nhiém phan mém doc hai ¢ céc bo,
nganh, dia phuong, coi day la mdt trong nhitng tiéu chi danh gia muc do bao
dam an toan théng tin ctaa cac bd, nganh, dia phuong.

M@t s6 don vi co sé lwong may chia sé trong thang twong déi diy di:

60000
Vin phong Chink phi [ 664

50000
Bj Ké hogeh va Dau tw [l 73
40000

Ngin hing Nhi nuie Vigt Nam  [JI 1726 30000 27618

o To iy I

10000 537

———
Ghi_chu: Hién trang trién khai gidi phap phong chong ma déc dap img
yéu cau cua Chi th sé 14/CT-TTg ndm 2018 tai Phy luc | kém theo.

3. Tinh hinh trién khai cong tac giam sat an toan thong tin va két noi
chia sé dir ligu giam sat theo Chi thi 14/CT-TTg niam 2019

Thuc hién Chi thi sé 14/CT-TTg cta Thu tuéng Chinh phua ban hanh ngay
07/6/2019 vé viéc tang cudng bao dam an toan, an ninh mang nham cai thién chi
s xép hang cua Viét Nam, Cuc An toan thong tin di giao Trung tdm Giam sat
an toan khdng gian mang qudc gia (NCSC) hd tro 15 doanh nghiép co giai phap
gidm sat an toan thong tin thuc hién két ndi chia sé¢ dir liéu theo vin ban
2973/BTTTT-CATTT ngay 04/9/2019 vé viéc hudng dan trién khai hoat dong
giam sat an toan thdng tin trong co quan, t6 chirc nha nudc. Danh sach nén tang
dich vu SOC dap tng yéu cau két ndi, chia sé¢ théng tin cap nhat tai:
https://khonggianmang.vn/alert/danh-sach-nen-tang-dich-vu-soc-ap-ung-yeu-
cau-ket-noi-chia-se-thong-tin.150/

Pén hét thang 01/2024 da c6 87 don vi (63 Tinh/Thanh, 24 Bo/Nganh)
trién khai cong tac giam sat an toan thong tin va thuc hién két ndi chia sé dix lidu
gidm sat v&i Trung tm Giam sat an toan khdng gian mang quéc gia (NCSC).

Trong thang 01/2024, thdng qua két ndi chia sé dir liéu giam sat tir 87 don
vi, Hé thdng ky thuat cua Trung thm Giam sat an toan khdng gian mang quéc gia
ghi nhan 72/87 don vi c6 két ndi chia s¢ dit liéu twong ddi day du, 15/87 don vi
bi mat két ndi chia sé dit liéu.



3

Mt s6 don vi c6 két ndi chia sé dir liéu giam sat trong thang twong
déi day du:

Binh Duong [l 70330

B§ Tii nguyén vi Mai trwimg | 571927

Longan [ 134562

B{ Thing tin va Truyén thong || 636141

Tra Vinh [ 154444

B{ Nong nghip vi Phit trién néng thén | 512630

Ngin hing Nhi nwée Vigt Nam
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] 5000000 10000000 15000000 20000000 25000000 30000000

Ghi chu: Hién trang két noi chia sé di liu giam sat tai Phu luc 11 kém
theo.

4. Tinh hinh 1ay nhiém ma dgc trén ca nuéc

Trong thang, Hé théng k¥ thuat caa Trung tdm Giam sat an toan khong
gian mang quoc gia (NCSC) da ghi nhan 495.503 dija chi IP caa Viét Nam nam
trong mang botnet (giam 8.6% so vai thang 01/2024), trong d6 ¢6 134 dia chi IP
cia co quan, t0 chirc nha nudc (15 dia chi IP Bo/Nganh, 119 dia chi IP
Tinh/Thanh).

Bi Ké hogch vi Piiu tur 1
Bj Khoa hoc vi Cong nghé 2
Do hiém X3 bl Vigt Nam |
Nam) ;
0 1 2 3 4 5 6

=

2 4 6

=

Ghi _chl: Danh sdch cdc don vi ¢6 dia chi IP nam trong mang botnet
Trung tam NCSC phat hién co tai Phu luc 111 kem theo.

Théng tin chi tiét vé cac dia chi IP nam trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai Bo/Nganh, Tinh/Thanh c6 thé tra ctu, cap nhat thong
tin thuong xuyén thdng qua tai khoan da co trén Hé théng giam sat tir xa do
Trung tdm Giam sat an toan khdng gian mang qudc gia (NCSC) cap. Thang tin
tr Hé thong ciing co thé tham khao, str dung dé danh gia hiéu qua giai phép
giam sat, phong chong ma doc tap trung dang trién khai.
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5. Ra soat ngi dung quang cao khéng phu hop trén website cia co
quan nha nwéc (.gov.vn)

Trong thot gian vira qua, c6 rat nhiéu website ctia co quan nha nudc bi loi
dung dé cai cam, dang tai, chuyén hudng hoic lién két voi ndi dung quang cao
khong phu hop nhu: game bai, co bac....

~ Ngay 19/12/2022, By Thong tin va Truyén thong di phat hanh canh bao
s0 6327/BTTT-CATTTT vé viéc ra soat ndi dung khong phu hop trén website
cua co quan nha nudc (.gov.vn).

Cuc An toan thong tin phat hanh canh bao dién rong s6 381/CATTT-
NCSC ngay 17/3/2023 va canh bao dién rong so 972/CATTT-NCSC ngay
19/6/2023 vé viéc ra soat ndi dung khong phu hop trén website ciia co quan nha
nudc (.gov.vn).

Tuy nhién dén thoi diém hién tai, Trung tm Giam sat an toan khong gian
mang quoc gia (NCSC) tiép tuc ghi nhan c6 19 don vi (9 Tinh/Thanh, 10
Bo/Nganh) con ton tai cac website caa don vi bi loi dung dé tai 1&n sé luong 16n
tép tin ¢6 ndi dung doc hai. Nhiing tép tin nay xuat hién trong két qua tim kiém
ciia Google va thuc hién chuyén hudéng ngudi ding sang website khac khi nguoi
ding truy cap duong dan. Diéu nay sé tré nén nguy hiém va nghiém trong néu bi
loi dung dé ding tai, phat tan nhitng nodi dung xau doc, xuyén tac vé chu quyeén,
chu truong cua Pang va chinh sach, phap luat ciia Nha nuac.

Ghi ch: Danh sich cdc don vi ton tai cac website chiza ngi dung qudng
cédo khdng phu hop tai Phu luc IV kém theo.

6. Tinh hinh trién khai cong tac dan nhan Tin nhiém mang cho cac
trang, cong thong tin dién tir theo Quyét dinh s6 17/QP-UBQGCPS nim
2023

Thuc hién nhiém vu duoc giao tai Quyét dinh s6 964/QD-TTg ngay
10/8/2022 ctia Thi tuéng Chinh phu vé phé duyét chién lugc An toan, An ninh
mang qudc gia, cha dong Gmg phod vai cac thach thic tir khéng gian mang dén
nim 2025, tam nhin 2023.

Thuc hién muc tiéu theo diém h muc L1 tai Quyét dinh sé 17/QDb-
UBQGCDPS ngay 04/4/2023 ciia Uy ban Qudc gia vé Chuyén ddi s6 vé viéc Ban
hanh Ké hoach hoat dong ctia Uy ban Qudc gia vé chuyén doi sé nam 2023, céc
hoat dong d trién khai dé thuc hién muc tiéu “7100% cdc trang, cong thong tin
dién tir ciia co quan nha nuéc dwoc danh gid an toan thong tin va dan nhan tin
nhiém mang”.

Pén hét thang 01/2024 di c6 82 don vi (61 Tinh/Thanh, 21 Bo/Nganh)
trién khai cong tac dan nhan Tin nhiém mang cho céc trang, cong thong tin dién
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tar. Tong sb trang, cong thong tin dién tir cia cac don vi co quan nha nudc da
dugc cap nhan Tin nhiém mang 4.659 website (557 website caa 21 Bo/Nganh,
4102 website cta 61 Tinh/Thanh).

Ghi chi: Hién trang trién khai cong tac dan nhan Tin nhiém mang theo
Quyét dinh sé 17/0D-UBQGCPHS nam 2023 tai Phy luc V kém theo.

7. Piém yéu, 16 hong ton tai trén may tinh ciia cac co quan té chirc

Trong thang, Hé théng ky thuat cia NCSC da ghi nhan c6 71.877 diém
yéu, 16 héng an toan thong tin tai cac hé théng thong tin cua cac co quan to chirc
nha nudc. S6 luong diém yéu, 16 hong néu trén 1a rat 16n, do d6 Cuc ATTT da
chi dao Trung tam Giam sat an toan khéng gian mang quédc gia trién khai danh
gia, xac dinh céc 16 hong nguy hiém, ¢6 anh hudng trén dién rong va huéng dan
cac Bo/Nganh khic phuc. Dac biét c6 mot sé 16 héng di va dang duoc cac nhom
tan cong loi dung dé thyuc hién cac cudc tan cong APT. Dudi day 1a mot sd 15
hong van con ton tai trén nhiéu may chua dugc xir 1y.

Mi diémyéu/  SL may bi

TT .. Ghi chu
lo hong anh huwéng
https://nvd.nist.gov/vuln/detail/CVE-
1 CVE-2022-26809 18411
2022-26809
https://nvd.nist.gov/vuln/detail/CVE-
2 CVE-2024-0814 9905
2024-0814
https://nvd.nist.gov/vuln/detail/ CVE-
3 CVE-2023-21716 8406
2023-21716
https://nvd.nist.gov/vuln/detail/ CVE-
4 CVE-2024-0519 8301
2024-0519
https://nvd.nist.gov/vuln/detail/CVE-
5 CVE-2022-35737 5040
2022-35737

Bén canh cac diém yéu/ld héng ghi nhan, Hé thng ky thuat cia NCSC
con phan tich va phat hién nhiéu may tinh cta co quan nha nudc c6 két néi dén
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dia chi IP/Domain nghi ngd doc hai do cac phan mém phong chéng ma doc da

ghi nhan. Théng k& TOP 2 két néi nghi ngd phét sinh trong thang:

STT IP/Domain nghi ngo IP/Domain nghi ngo

1 differentia[.]Jru atomictrivia[.]ru

Nhim dam bao an toan hé théng, d& nghi don vi chuyén trach vé
CNTT/ATTT tai co quan, té chirc phdi hop véi cac don vi thuc hién ra soat xac

dinh va tién hanh “V&” cac 16i trén hé théng dac biét 1a cac 15 hdng néu trén./.

Not nhan: KT. CUC TRUONG
- Thr truong Pham Bric Long (dé b/c); LT -
- Pon vi chuyen trach vé ATTT/CNTT ciia Van PHO CUC TRUONG

phong Trung wong Pang, Van phong Quéc hoi,
Vin phong Chu tich nuée, Toa an Nhan dan tdi
cao, Vién Kiém séat nhan dan tdi cao, Kiém toan
Nha nudéc;

- Pon vi chuyén trach vé ATTT/CNTT cua cac by 4
co quan ngang bo, co quan thuoc Chinh phua; |
- S& TT&TT céc tinh, thanh phé truc thudc TW; & \
- Céc Cuc: Vién thong; Buu dién Trung wong;
- Cac Trung tdm: TTTT, VNNIC;

- Cuc trudng (dé b/c);

- Céc Pho Cuc truéng;

- C&c phong: ATHTTT, TT&HTQT;

- Trung tdm VNCERT/CC,;

- Luu: VT, NCSC.LTqQ.

n Dang Khoa
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Phu luc |

TINH HINH TRIEN KHAI GIAI PHAP PHONG CHONG
MA PQC PAP UNG YEU CAU CUA CHI THI SO 14/CT-TTG NAM 2018
(Kém theo B4o caos6  /BC-CATTT ngay thing ndm 2023
cua Cuc An toan thong tin)

1. Danh sach Bo/Nganh

S6 lrgng may

B6/Co quan ngang Bo/ Co quan | chia sé dir li¢u

U truc thugc Chinh phua trong thang Sinl gl
01/2024
1 B Cong Thuong 93
2 Bo Giao duc va Pao tao 0 Chuwra chia sé
3 Bo Giao thong van tai 39
4 B¢ Ké hoach va Pau tu 873
5 B Khoa hoc va Cong nghé 495
Bo Lao dong - Thwong Binh va Mat két ndi 01
6 X LA 0 , 2 1A
Xa hoi thang tré Ién
7 Bo Ngoai giao 7
8 Bo Noi vu 71
9 B6 NOng ngAhle;p va Phat trien 0 Chua chia sé
ndng thon
10 Bo Tai chinh 149
11 Bo Tai nguyén va Moi truong 94
12 B6 Thong tin va Truyén thong 191
13 Bo Tu phéap 10408
14 | B Vin hoa, Thé thao va Du lich 94

15 Bo X4y Dung 26




16 Bo Y té 62
17 Ngan hang Nha nudc Viét Nam 1726
18 Thanh tra Chinh phu 100
19 Uy ban Dan toc 0 Chuwra chia sé
20 Van phong Chinh phua 664
21 Ban Quan 1y Lang Chu tich Ho A
Chi Minh
22 Bao Hiém X& Hoi 13682
23 Pai tiéng noi Viét Nam 31
24 Pai Truyén hinh Viét Nam 347
25 Théng tan x& Viét Nam 250
26 Vién Han Lam KHCN 141
27 Vién Han Lam KHXH 139
28 Kiém toan Nha nudc Viét Nam 559




2. Danh sach Tinh/Thanh

S6 lwong may
chia sé dir li¢u

Tinh/Thanh trong thang Ghi chu
01/2024

1 An Giang 524

2 Bic Giang 3234
3 Bic Kan 3839
4 Bac Liéu 21

5 Bic Ninh 5694
6 Ba Ria - Viing Tau 3619
7 Bén Tre 33

8 Binh Dinh 9

9 Binh Duong 2134
10 Binh Phudc 3613
11 Binh Thuan 2902
12 Ca Mau 16982
13 Céan Tho 1711
14 Cao Bang 1844
15 Pik Lak 6321
16 Pk Nong 1575
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17 Pa Nang 27618
18 bién Bién 4030
19 Pdng Nai 2572
20 DPong Thép 8444
21 Gia Lai 33
22 Ha Giang 7
23 Hai Duong 4246
24 Hai Phong 19
25 Ha Nam 892
26 Ha Noi 196
27 Ha Tinh 2464
28 Hoa Binh 890
29 H6 Chi Minh 11425
30 Hau Giang 960
31 Hung Yén 380
32 Khanh Hoa 2541
33 Kién Giang 6125
34 Kon Tum 2997
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35 Lai Chau 34

36 Lam Ddng 2590

37 Lang Son 281

38 Lao Cai 3

39 Long An 2739

40 Nam Dinh 48

41 Ngh¢ An 6881

42 Ninh Binh 13

43 Ninh Thuan 874

44 Pha Tho 18

45 Pha Yén 35

46 Quang Binh 0 Mat ké":rrg'é:é(r)]l thang
47 Quang Nam 242

48 Quang Ngai 4187

49 Quing Ninh 0 Mat ké:rréé:é?]l thang
50 Quang Tri 285

51 Soc Trang 42

52 Son La 4342
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53 Tay Ninh 1403
54 Théi Binh 4040
55 Théi Nguyén 2092
56 Thanh Hoa 1169
57 Thira Thién Hué 5633
58 Tién Giang 52420
59 Tra Vinh 1173
60 Tuyén Quang 6694
61 Vinh Long 8107
62 Vinh Phuc 8547
63 Yén Bai 1138
Ghi chu:

- S6 lwong may cia mdi don vi dugce tinh dya trén sb lwgng may chia sé thong
tin vé hé diéu hanh (truong “OS” trong vin ban 2290/BTTTT-CATTT ngay
17/7/2018 vé viéc hudng dan két ndi, chia sé théng tin vé ma doc giita cac hé
thong ki thuat phat hanh).
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Phu luc Il

TINH HINH KET NOI, CHIA SE DU LIEU GIAM SAT
THEO YEU CAU CHI THI SO 14/CT-TTG NAM 2019
(Kém theo B4o caos6  /BC-CATTT ngay thing ndm 2023
cua Cuc An toan thong tin)

1. Danh sach B§/Nganh

Thoi gian gan nhat

B6/Nganh/Co quan  Thoi gian bat diu n S
truc thugc Chinh phu chia sé dir li¢u nhan dwge du ligu
- - ' (tinh dén 31/01/2024)
1 B Cong Thuong 09/08/2020 20/04/2023
2 | Bo Gio duc va Do tao 31/08/2020 09/01/2024
3 | Bj Giao thong van tai 15/05/2020 26/07/2023
4 | B Ké hoach va Pau tu 20/11/2020 31/01/2024
5 | BO Khoang%‘:é"a Cong 19/11/2020 31/01/2024
g |BoLaodong-Thwong | .15 0545, 03/10/2023
Binh va Xa hoi
7 Bo Ngoai giao 24/07/2020 22/01/2024
8 B Ni vu 30/07/2020 10/11/2022
g |BoNOngnghicpvaPhat | ,q,09,09 31/01/2024
trién ndng thon
10 B Tai chinh 15/12/2020 31/01/2024
17 | BO Tainguyen va Mol 03/10/2020 31/01/2024
truong ‘
1 | BO Thong tin va Truyen 11/02/2022 31/01/2024
thong
13 B Tu phap 18/03/2023 04/01/2024
14 | B Vén héa, The thao 20/06/2020 06/12/2023
va Du lich
15 Bo Xay Dung 23/07/2020 30/01/2024
16 BoY té 17/07/2020 14/08/2020
17 | Neénhang Nha nuée 02/07/2020 31/01/2024
Viét Nam
18 | Thanh tra Chinh pha 10/11/2020 01/10/2023
19 Uy ban Dan toc 08/10/2020 30/01/2024
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20 | Vin phong Chinh phii | 22/09/2020 06/10/2022

21 | Bao Hiém Xa Hoi 08/11/2020 20/01/2024

9p | DaiTruyén hinh Vit 14/09/2020 31/01/2024
Nam

23 | Vign Han Lam KHCN | 22/09/2020 27/07/2023

pg |Klémtodn NhanudC VICt) g 3/5594 31/01/2024

Nam
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2. Danh sach Tinh/Thanh

TT  Tinh/Thanh  Thoigian bat diu chia Tlllll?ngcll?rl(l)’f 2:11:1’1;11;?:
s¢ dir licu (tinh dén 31/01/2024)
1 An Giang 30/09/2020 31/01/2024
2 Bic Giang 21/08/2020 31/01/2024
3 Bic Kan 01/09/2020 31/01/2024
4 Bac Liéu 09/10/2020 19/07/2023
5 Bic Ninh 23/07/2020 31/01/2024
6 | B2 Ria - Ving 20/07/2020 31/01/2024
7 Bén Tre 10/08/2020 31/01/2024
8 Binh binh 05/06/2020 31/01/2024
9 Binh Duong 24/04/2020 31/01/2024
10 Binh Phudc 23/04/2020 31/01/2024
11 Binh Thuan 31/08/2020 31/01/2024
12 Ca Mau 15/05/2020 31/01/2024
13 Cén Tho 13/04/2020 31/01/2024
14 Cao Bing 14/08/2020 31/01/2024
15 Pak Lak 17/06/2020 31/01/2024
16 Pk Nong 31/08/2020 31/01/2024
17 Pa Ning 09/06/2020 31/01/2024
18 Pién Bién 02/06/2020 31/01/2024
19 Pdng Nai 15/06/2020 31/01/2024
20 Pong Thap 14/07/2020 31/01/2024
21 Gia Lai 14/09/2020 31/01/2024
22 Ha Giang 18/08/2020 31/01/2024
23 Hai Dwong 04/09/2020 12/05/2022
24 Hai Phong 28/07/2020 31/01/2024
25 Ha Nam 22/09/2020 31/01/2024
26 Ha Noi 30/06/2020 17/01/2024
27 Ha Tinh 06/10/2020 31/01/2024
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28 Hoa Binh 13/05/2020 31/01/2024
29 | Ho Chi Minh 26/06/2020 31/01/2024
30 Hau Giang 02/10/2020 31/01/2024
31 Hung Yén 22/05/2020 31/01/2024
32 Khéanh Hoa 21/09/2020 31/01/2024
33 Kién Giang 24/09/2020 31/01/2024
34 Kon Tum 28/09/2020 31/01/2024
35 Lai Chéu 26/09/2020 31/01/2024
36 Lam Pong 22/10/2020 26/01/2024
37 Lang Son 08/10/2020 31/01/2024
38 Lao Cai 09/07/2020 31/01/2024
39 Long An 22/07/2020 31/01/2024
40 Nam Dinh 21/09/2020 31/01/2024
41 Nghé An 09/09/2020 31/01/2024
42 Ninh Binh 28/07/2020 31/01/2024
43 Ninh Thuan 01/09/2020 31/01/2024
44 Pht Tho 01/10/2020 04/07/2023
45 Phi Yén 30/11/2020 31/01/2024
46 Quang Binh 01/07/2020 31/01/2024
47 Quang Nam 14/09/2020 31/01/2024
48 Quang Ngéi 12/08/2020 31/01/2024
49 | Quang Ninh 12/09/2020 18/11/2023
50 Quang Tri 24/12/2020 31/01/2024
51 Séc Tring 12/08/2020 01/12/2023
52 Son La 13/07/2020 31/01/2024
53 Tay Ninh 08/07/2020 24/01/2024
54 Théi Binh 25/06/2020 31/01/2024
55 | Thai Nguyén 19/11/2020 09/12/2023
56 Thanh Héa 29/09/2020 31/01/2024
57 | Thura Thién Hué 29/07/2020 31/01/2024
58 Tién Giang 24/09/2020 31/01/2024
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59 Tra Vinh 29/07/2020 31/01/2024
60 Tuyén Quang 19/11/2020 31/01/2024
61 Vinh Long 25/06/2020 31/01/2024
62 Vinh Phtic 30/06/2020 31/01/2024
63 Yén Bai 26/08/2020 31/01/2024




18

Phu luc Il
DANH SACH CAC PON VI
CO PIA CHI IP NAM TRONG MANG BOTNET
(Kémtheo Bao caos6 ~ [BC-CATTT ngay thing ndm 2023
cua Cuc An toan thong tin)

1. Danh sach Bg/Nganh

S6 lwong S6 lwong
IP botnet IP botnet Loai ma

thang thang doc/botnet
12/2023 01/2024

Vién Han lam Khoa
1 hoc va Cong ngh¢ 5 5
Viét Nam
2 bai Tiéng noi Viét 3 3
Nam
Bo Khoa hoc va
3 Cong nghé 6 2
Bao hiém X4 hoi
4 Viét Nam 3 2
5 B6 Tu Phap 1 1
Bo Ké hoach va
6 DPau tu 0 1
7 Bo Thgng tln va 0 1
Truyén théng

2. Danh sach Tinh/thanh

S6 lwong IP - S6 lwong IP
botnet botnet
thang thang

12/2023 01/2024

STT Tén don vi

1 Ha Noi 11 13 Andromeda
2 Dbik Néng 11 13 Gamut

3 Lai Chau 14 12 Andromeda
4 Nam Dinh 7 8




19

3) Thanh Hoa Stealrat
6 Long An

7 Ha Nam

8 Lao Cai

9 Ha Giang

10 bién Bién

11 Gia Lai

12 Ninh Binh

13 Tuyén Quang
14 Can Tho

15 Quang Ninh

16 Thai Binh

17 Ba Ria - Viing Tau
18 Kon Tum

19 Lang Son

20 Béc Kan

21 Bén Tre

22 Hung Yén

23 Vinh Long

24 Vinh Phuc Mirai
25 Dik Lak

26 Lam DBong

27 bdng Thap

28 Ha Tinh

29 Hai Phong

30 Nghé An
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31 An Giang
32 Quang Tri
33 Pong Nai
34 Binh Duong
35 Quang Ngai
36 Binh Thuan
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Phu luc IV

DANH SACH WEBSITE CO QUAN NHA NUOC (.gov.vn) BI CHEN NOI
DUNG QUANG CAO KHONG PHU HQP
(Kém theo B4o cd0s6  /BC-CATTT ngay thdng ndm 2023
cua Cuc An toan thong tin)

1. Danh sach B§/Nganh

Website/Duong Pon vi
TT = 2 °z
dan chuyén trach
1 www.Investvietna X
m.gov.vn
9 chopghanggla.onl X
ine.gov.vn
3 nhanhle\lljr\]net.gov. Bo Céong Thuong X
4 narime.gov.vn X
5 | www.vcca.gov.vn X
6 | m.viwa-n.gov.vn BO Glaottér:ong van X
7 | file.most.gov.vn Bo Khoa ho(i va Cong X
nghé
3 dleutratg\;\fnawapl X
-gov. B6 Tai nguyén va
tapchimoitruong.v Mot truong
9 X
n
ba gui
cong van
10 colab.gov.vn Bo Lao dong - X canh béo
Thuong binh va Xa truc tiep
ctnxh.molisa.gov ho
11 | PRI X
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12

media.molisa.gov.

vn
13 baocaobnv.moha.
gov.vn
B6 N6i Vu
14 | dvc.btgcp.gov.vn
ba gui
15 www.nafigad.gov. | B¢ Nong nghi¢p va cong van
vn Phét trien ndng thon canh bao
truc tiep
16 thu(;nen.klnhtexay Bo Xay dung
ung.gov.vn
ba gui
17 | dmec.moh.gov.vn CcOng van
canh bao
truc tiep
chuyentrang.vien BoY Te

18

dinhduong.vn

19

vienduoclieu.org.
vn

20

thuvien.truongcan
bothanhtra.gov.vn

Thanh tra Chinh phu
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2. Danh sach Tinh/thanh

TT

Website/Duwong

dan

Don vi
chuyén trach

o py
ton i IY Ghi chu
tai y

1 khuyencongbinhp X
huoc.gov.vn S& Thong tin va
. Truyén théng Binh
5 vhttdlbinhphuoc.g Phude X
ov.vn
3 hotrodoanhnghiep S¢ thong tin va X
.cds.hanoi.gov.vn | Truyen thong Ha Noi
nsdeahb.thuvienh S0 tkhongAtln VE{.
4 . Truyén thong Hai X
aiduong.gov.vn
Duong
ba gui
gdnn.tphcm.gov.v cong van
5 X . .
n canh bao
truc tiep
soxaydungtructuy Pa gul
L2 cong van
6 | en.hochiminhcity. X . .
canh bao
gov.vn 9
truc tiep
LA s ba gui
tandphunhuan.hoc S({Tho[lg tin va cong van
7 I Truyén thong Ho Chi X X .
himinhcity.gov.vn . canh bao
Minh X
truc tiép
ba gui
tandthuduc.hochi cong van
8 L X . .
minhcity.gov.vn canh bao
truc tiep
ba gui
tandthuducts3.hoc cong van
9 N X i .
himinhcity.gov.vn canh bao
truc tiep
ba gui
tandcuchi.hochim cong van
10 o X i .
inhcity.gov.vn canh bao
S¢ Thong tin va truc tiep
vpdt- Truyén théng Ho6 Chi
11 | hepza.tphcm.gov. Minh X
vn
geoportal-
12 stnmt.tphcm.gov. X
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vn

13

tandnhabe.hochim
inhcity.gov.vn

14

chicucttbvtvhcm.
gov.vn

thutuchanhchinh.

15 | hochiminhcity.go
v.vn
www.tkcdongnai So Thong tin va

16 ' gnat. Truyén thong DBong

gov.vn Nai
17 campha.gov.vn

pb' g S¢ Thong tin va
18 | uongbl.govvn | 1yyvan thang Quang
19 hatu.halongcity.g Ninh

ov.vn

ehtx.soctrang.gov.

S& Thong tin va

20 Truyén théng Soc
vn <
Trang
21 lethuy.gov.vn
ba gui
gltt.quangbinh.go cong van
22 i .
v.vn canh bao
truc tiep
ba gui
23 trungtamnuoc.qua L cong van
ngbinh.gov.vn S¢ Thong tin va canh bao
Truyén thong tinh truc tiép
Quang Binh P gui
Idld.quangbinh.go cong van
24 . .
v.vn canh bao
truc tiep
ba gui
thidoanbadon.qua cong van
25 : . .
ngbinh.gov.vn canh bao
truc tiep
vksquangnam.gov S Thong tin va clf;)r? gu’gn
26 quang 9 Truyén thong tinh NE Ve
vn Quang Nam canh bao
g truc tiep

Ghi ch: Mot s6 ngudn thong tin cong khai can bo chuy@n trach tai cac don vi

c6 thé chii dong theo ddi dé co phuong an xu ly sém nhat gom:

- http://www.zone-h.org

- http://phishtank.org



http://www.zone-h.org/
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Phu luc V

TINH HINH TRIEN KHAI DAN NHAN TIN NHIEM MANG TREN CAC
TRANG, CONG THONG TIN PIEN TU CUA CO QUAN NHA NUOC

(Kém theo B&o céo so

IBC-CATTT ngay thang nam 2023

cua Cuc An toan thong tin)
1. Danh sach Bo/Nganh

S6 lwong

S6 lwong

B§/Co quan ngang website duoc website chwa
Bo/ Co quan truc X < 1% thwc hiéngan  Ghi chu
A 7 . cap nhan deén ok
thugc Chinh phi thana 01/2024 nhan den
g thang 01/2024
1 Bo Ngoai giao 96 9
2 B6 Noi vu 10 6
3 B6 Tu phap 55 6
4 Bo Ké hoach va bau 1 0
tu

5 Bo Tai chinh 135 6
6 Bo Cong Thuong 13 3

B Nong nghiép va
! Phat trién néng thon 1 4
8 Bo Giao thong van tai 6 2
9 Bo Xay dung 0 0 Ch“’alq,/da“g
10 Bo Tai nguyén va 0 0 Chwa dang

Mobi trudng Ky
11 Bo Thgng tln va 16 5
Truyén thong
Bo6 Lao dong - Thuong
12 binh va X hoi . 0
13 Bo Van\ hoa, The thao 1 0
va Du lich
14 Bo Khoa hQCi va Cong 19 0
nghé
15 Bo Giao duc va bao 7 9
fao
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16 Bo Y té 11
17 | Uy ban Dan téc 0 Ch“’iyda“g
18 Ngan hang Nha nudc 5
Viét Nam
19 | Thanh tra Chinh pha 0 Chu’iydang
20 | Van phong Chinh phu 1
21 Pai Tiéng nai Viét 0 Chura diing
Nam ky
99 Ban Quan ly Lang Chu 9
tich H6 Chi Minh
23 Bao hiem Xa hoi Viét 75
Nam
Thong tan xa Viét Chua diing
24 0 ,
Nam ky
o5 bai Truyén hinh Viét 1
Nam
Vién Han lam Khoa Chua din
26 hoc va Cong nghé 0 Ky &
Viét Nam
57 Vién Han lam Khoa 5
hoc X&a hoi Viét Nam
Uy ban quan ly vén §
28 nha nwéc tai doanh 0 Chlrawdang
nghiép
29 Toa An nhan dan toi 84

Ccao
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2. Danh sach Tinh/Thanh

S6 lwong
website chwa

S0 lugng website
dwoc cap nhan

Tinh/Thanh dén thang th}rc hjén ngm Ghi chu
01/2024 nhan deén thang
01/2024
1 An Giang 201 0
2 Ba Ria — Viing Tau 124 15
3 Bac Giang 37 0
4 Bic Kan 48 8
5 Bac Liéu 5 0
6 Bac Ninh 64 0
7 Bén Tre 36 2
8 Binh Dinh 35 8
9 Binh Duong 30 11
10 Binh Phudc 44 19
11 Binh Thuén 73 20
12 Ca Mau 43 0
13 Can Tho 28 1
14 Cao Bing 201 0
15 DPa Ning 122 27



https://luatsubaoho.com/phapluat/dich-vu-cong-ty-tu-van-luat-tai-bac-giang/
https://luatsubaoho.com/phapluat/cong-ty-tu-van-luat-tai-bac-ninh/
https://luatsubaoho.com/phapluat/luat-su-tu-van-luat-tai-cao-bang/
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16 Pk Lik 6 4

17 Dik Nong 26 2

18 bién Bién 40 10

19 Dong Nai 40 1

20 bong Thap 70 18

21 Gia Lai 77 16

22 Ha Giang 0 0 Chu’iydﬁng
23 Ha Nam 28 24

24 Ha Noi 280 133

25 Ha Tinh 0 0 Chua ,dﬁng

Ky

26 Hai Duong 14 3

27 Hai Phong 8 0

28 Hau Giang 33 17

29 Hoa Binh 168 y)

30 Hung Yén 30 30

31 Khanh Hoa 178 38

32 Kién Giang 70 8

33 Kon Tum 11 1



https://luatsubaoho.com/phapluat/luat-su-tu-van-luat-tai-ha-giang/
https://luatsubaoho.com/phapluat/tu-van-luat-ha-noi/
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34 Lai Chau 3 1
35 Lam Ddng 60 0
36 Lang Son 4 2
37 Lao Cai 56 0
38 Long An 47 0
39 Nam Dinh 243 6
40 Nghé An 7 2
41 Ninh Binh 24 3
42 Ninh Thuan 30 0
43 Pha Tho 40 5
44 Pha Yén 1 0
45 Quang Binh 33 12
46 Quang Nam 1 0
47 Quang Ngai 254 66
48 Quang Ninh 28 2
49 Quang Tri 1 1
50 Séc Trang 65 0
51 Son La 39 2



https://luatsubaoho.com/phapluat/cong-ty-tu-van-luat-tai-lao-cai/
https://luatsubaoho.com/phapluat/tu-van-luat-phu-tho/
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52 Tay Ninh 45 0
53 Thai Binh 26 0
54 Thai Nguyén 1 0
55 Thanh Hoa 175 114
56 Thtra Thién Hué 285 70
57 Tién Giang 34 2
58 TP Ho Chi Minh 73 17
59 Tra Vinh 92 30
60 Tuyén Quang 8 2
61 Vinh Long 168 10
62 Vinh Phuc 52 8
63 Yén Bai 37 13



https://luatsubaoho.com/phapluat/tu-van-luat-thai-nguyen/
https://luatsubaoho.com/phapluat/cong-ty-tu-van-luat-tai-tp-ho-chi-minh/
https://luatsubaoho.com/phapluat/tu-van-luat-tai-tuyen-quang/
https://luatsubaoho.com/phapluat/cong-ty-tu-van-luat-tai-vinh-phuc/
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