BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péc lap - Tu do - Hanh phiic

S6: 11 /BC-CATTT Ha Noéi, ngay 7/ thang 06ndam 2024

BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Thang 5/2024)

Thuc hién chirc nang quan 1y nha nudc va to chirc thuc thi phap luat vé an
toan thong tin mang, Cuc An toan thong tin phat hanh Bao cdo An toan thong tin
dinh ky hang thang.

B4o c4o cung cap thong tin vé cac sy kién an toan thong tin mang, xu huéng
tan cong mang, cac 16 hong an toan thong tin méi duoc cong bd ... Thong tin nay
gitip cac co quan, té chirc ndm bat kip thdi cac van dé an toan thong tin mang
dang dién ra tir d6 co6 thé chu dong trién khai kip thoi cac bién phap (con ngudi,
quy trinh, cong nghé) dé bao dam an toan thong tin cho co quan, té chtrc minh.

Trong thang 5/2024, Cuc An toan thong tin (Bo Thong tin va Truyén thong)
da phat hanh cac van ban canh bao lién quan dén mot s6 16 hong mai dang ton tai
trong thuc té, canh bao vé chién dich tan cong ma doc dén céc co quan, td churc,
doanh nghiép.

Trong thang 5/2024, hé thong giam sat, canh bao som rui ro cta Trung tim
Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin di
ghi nhén hang trim tén mién gia mao cac co quan, t6 chirc tai chinh, cic ngan
hang nham muc tiéu lira ddo nguoi dan trén khong gian mang. Vé nguy co, rii ro
m&i, Trung tdm NCSC ghi nhan 12 18 hong méi c6 thé gay ra cac nguy co Nghiém
Trong dén hé thong thong tin. Trung tdm NCSC ciing di phan tich va cong bd
danh sach cac chi bao tdn cong mang (IoC) lién quan dén cac chién dich tan cong
c6 thé anh huong dén Viét Nam tai cac don vi.

Dé nghi cac don vi, t6 chirc, doanh nghiép nghién ciru cac thong tin vé cac
nguy co rui ro trong bao cdo, thuc hién ra soat hé théng, xu ly cac van dé vé an
toan thong tin mang trong hé théng va guri két qua bao céo ra soat vé dia chi thu
dién tir nesc@ais.gov.vn chim nhat truéc ngay 25/6/2024.
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1. Canh b&o an toan thong tin da phat hanh trong thang

= Microsoft

Vin ban s6 764/CATTT-NCSC
vé viéc canh bao chién dich tin
cong moi nham vao céc thiét bi
mang Cisco phat hanh ngay
03/5/2024.

Vin ban s6 995/CATTT-NCSC
vé viéc canh bao 16 hong an
toan thong tin CVE-2024-
24919 ton tai trén cac san pham

cua hang Check Point phat
hanh ngay 31/5/2024.

Vin ban so 884/CATTT-NCSC
vé viéc 16 hong bao mat anh
hudng cao va nghiém trong trong
cac san pham Microsoft cong bd
thang 4/2024 phat hanh ngay
16/5/2024.

NIy
CISCO.

Vin ban s6 950/CATTT-NCSC
vé viéc canh bao chién dich tin
cong st dung ma doc RAT dé
thuc hién hanh vi trdi phép phat
hanh ngay 27/5/2024.

G.

CHECK POINT
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2. Phat hién va ngan chan Iira ddo trén khong gian mang

Thue hién cong tac kiém tra, ra soat an toan thong tin trén khong gian mang,
Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC) di ghi nhan
124.775 dia chi website gid mao co quan, t6 chirc. Cac d6i tugng st dung website
gia mao nay dé lira dao, gay thiét hai cho ngudi dan trén khong gian mang, dong
thoi gay thiét hai nghiém trong dén uy tin, thuong hiéu cta chinh co quan, t6 chirc
bi giad mao.

Muc tiéu hudng dén cta ciac doi tugng ltra ddo 1a ltra ddo nguoi dan thong
qua gia mao cac website cia co quan chirc nang, cac to chire tai chinh — ngén hang,
cac san thuong mai dién tir, cac cong ty 1on...

Trong thang 5/2024, hé théng ciia NCSC da phat hién 71 website gia mao
thuong hiéu voi muyc dich Ira ddo duoc phat tan trén khong gian mang. Dé nghi
cac don vi, to chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia minh nham
ngin chan cac hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho
nguoi dung, bao vé chinh thuong hiéu cia to chirc.

Phat hién 100 + website gid mao thuong hiéu véi myc dich Iira ddo tryc tuyén trén khdng gian mang trong thang

WEBSITE DjACHIP GIA MAO T6 CHUC

-llca- - {
https://ca-nhan-vpb[.Jcom Website gid mao Vpbank

https://ebayasean[.Jcom Website gid mao san TMDT Ebay

https://vn-ebay[.Jquxipujl.Jen Website gid mao san TMDT Ebay

https://lazd8[.Jcom Website gid mao san TMDT Lazada

https://lazada[.]bbc6666[.Jcom Website gid mao san TMDT Lazada

Danh sach cac website lia dao dwoc cap nhat tai
https://alert.khonggianmang.vn/

Ghi chu: Danh sach cac website gia mao da phat hién tai Phu luc I kem theo.

3. Phat hién va canh bao sém cac 16 hong ciia cic hé thong thong tin trén
khong gian mang

Thue hién nhiém vu thu thap thong tin, tong hop, phén tich, theo déi va du
bdo, canh bao sém xu hudng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, Hé théng giam sat k¥ thuat cia NCSC di ghi nhan c6
89.351 diém yéu, 16 hong an toan thong tin tai cic may chii, may tram, hé thong
thong tin clia cac co quan to chirc nha nudc.


https://alert.khonggianmang.vn/
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Ghi chii: Danh sach TOP 10 diém yéu, 16 hong ton tai phé bién trén cdc mdy
cla co quan, 16 chire tai Phu luc I kém theo.

Trong thang 5/2024, hé thong giam sat, ra quét tir xa ca Trung tim NCSC
d3 phat hién hon 1600 13 hong trén 5000 hé théng dang mé cong khai trén Internet.
Trung tam NCSC ciing d3 ghi nhan 12 16 hdng méi duoc cong b, cbé mirc dd anh
huong Nghiém trong/Cao co thé bi loi dung dé tan cong, khai thac vao cac h¢
théng ctia cic co quan, t6 chirc. Céc 16 hong nay 1a cac 16 hong ton tai trén cac
san pham pho bién ctia nhiéu co quan, to chirc, doanh nghiép. Pé nghi cac don vi
can thuc hién kiém tra toan dién va ra soat hé théng cua minh giup xac dinh h¢
théng ctia minh c6 st dung cc san pham bi anh huéng bai cac 16 hong khong,
nhanh chéng dua ra bién phap khic phuc kip thoi dé bao vé an toan thong tin.
Pong thoi, lién tuc cap nhat thong tin vé cac 16 hdong méi, cac xu hudng tan cong
trén khong gian mang.

Phét hiégn 1600 + 18 hdng tir SO0 0 + hé thdng dugc gidm sat trong thang

‘ 500+ ‘ 500+

Apache Log4Shell RCE detection via callback correlation (Direct Check HTTP)

T6 CHUC B) ANH HUONG LO HONG

Apache Solr 7.4.0 <= 7.7.3 / 8.0.0 <= 811.0 RCE

Microsoft Exchange Server RCE

Sophos XG Firewall User Portal and Webadmin Authentication Bypass (CVE-2022-1040)
Oracle Weblogic Java Object Deserialization RCE

Apache mod_proxy Content-Length Overfiow

Microsoft DNS Server Remote Code Execution (SIGRed)

Danh sdch cdc 16 hcfng moi dwoc cdp nhdt tai https.//alert.khonggianmang.vn/

Thong ké cac 18 hong dang chi ¥ dwoc ghi nhin trong thang 5/2024:

- Piém CVSS: 9.6 (Nghiém trong)

- M6 ta: L hong cho phép d6i tuong
tan cong st dung trang HTML doc hai | https://nvd.nist.gov/vul
1| CVE-2024-4671 | 3 khai thac 15 héng use after free | n/detail/CVE-2024-
trong Visuals cua Google Chrome, 4671

qua d6 c6 thé thoat khoi méi trudng
phéan tich sandbox.



https://alert.khonggianmang.vn/
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- Anh huéng: Google Chrome

- L) hong da c6 mi khai thac va dang
bi khai théac trong thuc té.

CVE-2024-
32002

- Biém CVSS: 9.0 (Nghiém trong)

- M6 ta: L hong cho phép d6i tuong
tan cong truy cdp va thuc hién céc
hanh vi trai phép.

- Anh huong: Git.

- L) hdng di c6 ma khai thac va dang
bi khai thac trong thyc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
32002

CVE-2024-4761

- Piém CVSS: 8.8 (Cao)

- M6 ta: Lo hong ghi out-of-bounds
cho phép ddi twong tin cong truy cip
va thuc hién cac hanh vi trai phép.

- Anh huéng: Google Chrome.

- L) hong da c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
4761

CVE-2024-4040

- Piém CVSS: 10.0 (Nghiém trong)

- M6 ta: L hong cho phép d6i tuong
tAn cong thyc thi ma tir xa, truy cip
va thuc hién cac hanh vi trai phép.

- Anh huong: CrushFTP

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thyc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
4040

CVE-2024-
21187

- Piém CVSS: 9.1 (Nghiém trong)

- M6 ta: Ivanti Connect Secure, Ivanti
Policy Secure.

- Anh huéng: LS hong cho phép d6i
tugng tan cong thuc thi ma tir xa.

- L) hong da c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
21887
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- Piém CVSS: 10.0 (Nghiém trong)

- M6 ta: L hong cho phép d6i tuong
cong thuc
injection, tir d6 dan t&i thyc thi ma tir

tan hién command

https://nvd.nist.gov/vul

6 | CVE-2024-3400 | Xa. n/detail/CVE-2024-
- Anh huéng: Palo Alto Networks 3400
PAN-OS
- L) hdng di c6 ma khai thac va dang
bi khai théac trong thuc té.
- biém CVSS: 8.8 (Cao)
- M6 ta: L3 hong cho phép ddi twong
tan cong thyc thi ma tuy y trong moi | hitps://nvd.nist.gov/vul
7 | CVE-2024-4947 | trudng phan tich sandbox. n/detail/CVE-2024-
- Anh huéng: Google Chrome. 4947
- L) hong da c6 ma khai thac va dang
bi khai thac trong thuc té.
- Piém CVSS: 7.8 (Cao)
- M6 ta: LS hong cho phép d6i tuong
CVE-2004 tan truy cdp va thuc hign cdc hanh vi https://nvd.nist.gov/vul
8 5 1'1 " - | trai phép. n/detail/CVE-2024-
- Anh huéng: Oracle VM VirtualBox 21111
- L3 hong dang bi khai thac trong thuc
té.
- Piém CVSS: 8.8 (Cao)
- M6 ta: L hong cho phép d6i tuong
CVE-2004 tan cong thuc thi ma tor xa. https://nvd.nist.gov/vul
9 21683 - Anh huéng: Confluence Data | n/detail/CVE-2024-
Center, Confluence Server 21683
- L) hong da c6 ma khai thac va dang
bi khai thac trong thuc té.
- Biém CVSS: 7.5 (Cao) https://nvd.nist.gov/vul
10 | CVE-2024-4367 | - M ta: L hdng cho phép ddi tuong | 1/detail/CVE-2024-

tan cong thuc thi ma JavaScript tir xa.

4367
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- Anh huong: Mozilla Firefox,
Mozilla Firefox ESR, Mozilla
Thunderbird.

- L) hong da c6 mi khai thac va dang
bi khai thac trong thuyec té.

- Piém CVSS: 7.8 (Cao)

- M6 ta: L hong cho phép d6i tuong
tan cong leo thang dic quyén.

CVE-2024- https://nvd.nist.gov/vul
1 - Anh huéng: Microsoft Windows 10, | n/detail/CVE-2024-
30051 |
Windows 11. 3005

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thuc té.

- Piém CVSS: 8.8 (Cao)

- M6 ta: L hong cho phép d6i tuong httos. /vt el
LA P ttps://nvd.nist.gov/vu
-2024- tan cong thuc thi ma tuy y.
12 CVE-20 , n/detail/CVE-2024-
27322 - Anh huong: Ngon ngtr 1ap trinh R 27322
- L6 hong di c6 ma khai thac va dang
b khai thac trong thuc té.

4. Phan tich rii ro va cinh bao sém cac nguy co tan cong c¢6 chua dich

Thuc hién phan tich, theo ddi va du bao, canh bao sém xu hudng vé tan cong
mang, Cuc An toan thong tin (Bo Thong tin va Truyén thong) phat hién xu hudéng
tan cong ma hoa tdng tién (ransomware) ting cao trong thoi gian gan day. Pa co
mot s6 hé théng thong tin cua co quan, to chirc, doanh nghiép tai Viét Nam bi su
cd thn cong, gay gian doan hoat dong va thi¢t hai vé vét chét, hinh anh cua céac co
quan, t6 chirc, doanh nghiép, cling nhu hoat dong bao dam an toan khong gian
mang qudc gia. Cuc An toan thong tin da phat hanh Cong vin s6 764/CATTT-
NCSC ngay 03/5/2024 vé viéc canh bao chién dich tdn cong mdi nham vao céc
thiét bj mang Cisco; Cong van sb 950/CATTT-NCSC ngay 27/5/2024 vé viéc canh
bao chién dich tin cong str dung ma doc RAT dé thyc hién hanh vi trai phép; Cong
van s6 995/CATTT-NCSC ngay 31/5/2024 vé viéc canh bao 16 hong an toan thong
tin CVE-2024-24919 ton tai trén cac san pham cta hing Check Point.

Trung tam NCSC d tién hanh thu thap, phén tich va phat hién nhiéu chi bao
(Indicators of compromise) vé tan cong mang c6 thé anh huéng dén co quan, t6
chtrc, doanh nghiép Viét Nam. Cac don vi can chii dong ra soat cdc may chil, may
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tram, ra soat toan bo cac hé théng giam sat theo cac chi bao ma Trung tam NCSC
cung cap trong bao cdo nham xir 1y sém céc rui ro trong hé thong, lién tuc cap
nhat céc chi bo vé tin cong mang, dac biét 1a cac chi bao da duoc chia sé tir hé
thdng ctia Trung tim NCSC.

Phét hién 439 IoC c6 lién quan dén cac chién dich tan cong vao Viét Nam trong thang

oc NHOM TAN CONG APT
payroll.mywire[.Jorg Nhém APT Unfading Sea Haze
message.ooguy[.Jcom Nhém APT Unfading Sea Haze
newy.hifiliving[.Jcom Nhém APT Unfading Sea Haze
mail.simpletral.Jcom Nhém APT Unfading Sea Haze
183[.1136[.]225[.14 Nhém APT Muddling Meerkat
183LJ136[.1225[.145 Nhém APT Muddling Meerkat

456113701109 Nhém APT Unfading Sea Haze

Théng tin I0C dwoc cung cdp tai https://alert.khonggianmang.vn/

Ghi chii: Danh sach cdc IOC c6 thé anh hwéng t6i co quan, t6 chire doanh
nghiép Viéet Nam ghi nhan tai Phu luc III kem theo.

5. Phat hién va canh b4o s6m cac nguy co botnet trong hé thong

Thure hién viéc phén tich va phat hién sém cac nguy co tir bén trong hé thong,
dic biét 1a cac nguy co may cha, may tram trong hé thong nhidém ma doc, trd thanh
botnet. HE théng giam sat cia NCSC da thyc hién thu thap chia sé thong tin vé
cac mbi de doa trén khong gian mang véi cac to chirc qubc té, giam sat lién tuc
cac mang ludi botnet.

Trong thang 5/2024, Trung tim NCSC phat hién 09 hé thong cua cic don vi
¢ két ndi dén ha t?mg botnet. Trung tam NCSC da thuc hién chia sé cac thong tin
botnet ndy dén cac don vi thong qua hé thong phat hién canh bao sém botnet.

Phét hién 100 + hé thdng bj I8y nhiém ma ddc botnet trong thang

TO CHUC 8] ANH HUONG DIACHIP CaC CONG KET NOI CAC
216.218.185.162 80
216.218.185.162 80
216.218185.162 80

216.218.185.162 80

216.218.185.162 80

Xem thém

Théng tin cdc hé thong ghi nhdn nhiém botnet trén hé thong phdt hién canh bdo sém.

Ghi chii: Danh sdch cac don vi ¢é dia chi IP nam trong botnet ghi nhan tqi
Phu luc IV kem theo.


https://alert.khonggianmang.vn/
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Pé nghi cac don vi, t6 chitc, doanh nghiép nghién ctru cac thong tin vé cac
nguy co rii ro trong bao cdo, thuc hién ra soat hé thdng, xur Iy cac van dé vé an
toan théng tin mang trong hé thng. Trong qua trinh thuc hién, néu c6 thong tin
can hd trg dé nghi lién hé v6i Trung tim Giam st an toan khong gian mang qudc
gia, Cuc An toan thong tin, B Thong tin va Truyén thong, dién thoai:
024.3209.1616 hoic s6 dién thoai truc duodng day nong ho tro gidm sat, canh bao
som 0961.405.333, thu dién tir: ncsc@ais.gov.vn./.

Noi nhén: KT. CUC TRUONG
- N trén: , PHO CUC TRUONG
- Thtr truéng Pham Duc Long (dé€ b/c); 7

- Pon vi chuyén trach v& ATTT/CNTT ctia: Van - \
phong Trung wong Pang, Vin phong Qudc hoi,
Vin phong Chu tich nude, Toa an Nhan dan toi
cao, Vién Kiém sat nhan dan tbi cao, Kiém toan
Nha nudc;

- Bon vi chuyén trach vé ATTT/CNTT cua céc bo,
co quan ngang bd, co quan thudc Chinh phu;

- SO TT&TT céc tinh, thanh phd truc thudec TW;

- Céc Tap doan kinh té va Téng cong ty nha nuéc;
- Céc T chire tai chinh, Ngan hang thuong mai nha nudc;
- Ngan hang Chinh sach xa hdi;

- Ngan hang Phat trién Viét Nam;

- Ngan hang Hop tac xa Viét Nam;

- Céc T6 chirc, doanh nghiép hoat dong trong linh vuc
thuong mai dién tur;

- Cac to chirc, doanh nghiép cung cip dich vy trung gian
thanh toan, vi dién tir;

- Cac Cuyc: Vién thong, Buu dién Trung uong;

- Cac Trung tam: TTTT, VNNIC;

- Céc doanh nghiép: VNPOST, VTC;

- Cuc truong (dé b/c);

- Ph6 Cuc truong Tran Dang Khoa;

- Cac phong: ATHTTT, TT&HTQT;

- Trung tam VNCERT/CC;

- Luu: VT, NCSC.L10.
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Phu luc |

DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN

TRONG THANG
(Kém theo Bdo cdo s6 /BC-CATTT ngay  thang  nam 2024
cua Cuc An toan thong tin)
TT Website gia mao Ghi chu
Website gid mao san TMDT
1 https://www][.]amazonlO[.]com/ 8 '
Amazon
Website gid mao san TMDT
2 https://miaoniter|.]com/ 8 '
Amazon
Website gia mao san TMDT
3 https://amazonl3[.]com/
Amazon
, Website gia mao san TMDT
4 https://www|.]Jamatvip36sc][.]cc/
Amazon
. Website gia mao Bao hiém Xa
5 https://vssid[.]Jcc/ o
ho1 Viét Nam
Website gia mao Cong ty co
6 https://bachoaxanhh[.]Jcom phan Thuong mai Bach Hoa
Xanh
Website gid mao Cong ty Tai
7 https://homecreditvn[.]net chinh TNHH MTYV Home Credit
Viét Nam
Website gid mao Cong ty TNHH
8 https://aeeonmaili[.]shop/ 8 o sy
Acon Viét Nam
9 https://dienmayxanh542[.]com Website gia mao Pién may xanh
10 | https://dich-vu-dien-mayxanh[.Jcom | Website gia mao Dién mdy xanh
11 | https://trungtam-dienmayxanh[.]Jcom | Website gid mao Di¢n may xanh
, Website gid mao san TMDT
12 https://c[.]vn-ebayn][.]vip

Ebay
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Website gid mao san TMDT
13 https://ebayasean[.]Jcom
Ebay
) Website gia mao san TMDT
14 https://vn-ebay][.]quxlpuj[.]Jcn/
Ebay
Website gid an TMDT
15 https://lazd8[.]Jcom COSIIE Bld THao San
Lazada
Website gid mao san TMDT
16 https://lazada[.]bbc6666[.]Jcom
Lazada
17 https://www|.]hethongdonhang[.]co Website gid mao san TMDT
m/ Lazada
Website gia mao san TMDT
18 https://1a7890[.]cc/
Lazada
Website gia mao san TMDT
19 https://da6555[.]com/
Lazada
Website gia mao san TMDT
20 https://da2323[.]com
Lazada
https://khoi-khach-hang-ca-nhan-uu-
21 b 01_ ac ) ang-ca-nfian-ud Website gia mao Mbbank
tien-vni[.]com/
22 https://mbfn-fic[.]Jcom/ Website gid mao Mbbank
23 https://mbcanhan-cskh[.]com/ Website gia mao Mbbank
24 https://www].]mbdkb][.]com/ Website gia mao Mbbank
25 https://phattai247[.]com/ Website gia mao Mbbank
Website gia Ngan Ha
26 http://vieetcombiank[.]com eOSIE gla. mao gari e
TMCP Ngoai thuong Viét Nam
Website gia mao Ngan hang
27 https://tinchaphd[.]com/ TMCP Phét trién Thanh phé Ho
Chi Minh
Website gid mao Ngan hang
28 | hdb[.]Jvntanghanmucvisadebit[.Jcom | TMCP Phét trién Thanh ph6 Ho

Chi Minh
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hdb[.]tang-han-muc-tin-dung-

Website gid mao Ngan hang

29 TMCP Phat trién Thanh phd Ho
vn[.]com o
Chi Minh
30 https://ocb|.]chamsocthekhachhang- Website gia mao Ngan hang
uudai-tructuyen|.]com/ TMCP Phuong Dong
Website gid Ngéan hé
31 https://finacehoisomb[.]Jcom eostie gla maoA ga}I_l ane
TMCP Quan doi
Website gid Ngan ha
32 https://mbdkb[.]Jcom eOSTE £ld maoA gair.l e
TMCP Quan doi
Website gid Ngan ha
33 https://visa-mb|[.Jcom eoere gl maoA géit.l e
TMCP Quan do1
34 https://khoi-khach-hang-ca-nhan-vni- Website gia mao Ngan hang
diamon[.]Jcom TMCP Quéc té Viét Nam
Website gia mao Ngan han
35 http://vib[.]tanghanmuc-vn[.]Jcom 8 L 2 % 8
TMCP Quodc té Vit Nam
Website gid Ngan ha
36 http://vib[.]hanmucvn[.Jcom EOSIIE 814 THAG TEAn hang
TMCP Quodc t€ Viét Nam
37 https://han-muc-khcn-uu-tien- Website gid mao Ngan hang
vnal[.Jcom TMCP Qubc té Viét Nam
18 khen-my-diamon-han-muc-uu- Website gid mao Ngan hang
tien[.Jcom TMCP Quéc té Viét Nam
19 vib-mydiamon-khcn-uutien- Website gia mao Ngan hang
vncl[.Jcom TMCP Quéc té Viét Nam
40 https://mydiamon-han-muc-ca-nhan- Website gia mao Ngan hang
vni[.]com/ TMCP Qudc té Viét Nam
a1 vib[.]Jchamsocuudaithekhachhang- Website gid mao Ngan hang
tructuyen[.]Jcom TMCP Québc té Viét Nam
4 vib[.]chamsockhachhangtheuudai- Website gid mao Ngan hang
tructuyen[.]com[.]vn TMCP Qudc té Viét Nam
Website gid Ngan ha
43 https://khvib-canhan][.]com/ cosTe 8l fIla(z %an e
TMCP Quodc té Viét Nam
Website gid Ngan hé
44 kh-vibquocte[.Jcom COSTIC 1A THA0 eah Iang

TMCP Quéc té Viét Nam
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Website gid mao Ngan hang

45 http://mail[.]labtpb[.]onli
pi//matl].Jlabtpb. Jonline TMCP Tién Phong
Website gia mao Ngan han
46 https://canhantpb[.]Jcom 8 N 8 8
TMCP Tién Phong
47 https://tpbank][.]chamsockhachhang- Website gia mao Ngan hang
uudaitructuyen|.Jonline TMCP Tién Phong
Website gid Ngan ha
48 kh-cn-mrd-f5-tpbank[.]Jcom eostie 81a 1’1’.1?,0 san g
TMCP Tién Phong
Website gia mao Ngan hang
49 | https://tpbankvn[.]workplace[.]com N
TMCP Tién Phong
Website gid Ngan ha
50 https://tpb-vayuudai[.]com/ eOSIte £IA rr.12;10 san ang
TMCP Tién Phong
51 https://vpbl[.]tanghanmucvisa- Website gia mao Ngan hang
vn[.]Jcom TMCP Vi¢t Nam Thinh Vugng
55 http://vpb|[.]tang-han-muc-the-visa- Website gia mao Ngan hang
vn[.]Jcom TMCP Viét Nam Thinh Vuong
, Website gid mao Ngan hang
53 vpb[.]Jnanghanmucvisa-vn[.]Jcom . ,
TMCP Viét Nam Thinh Vuong
Website gid mao Ngan han
54 https://miles-card-vpbank[.]Jcom 8 1078 8

TMCP Vi¢t Nam Thinh Vuong

https://shinhan[.Jchamsocthekhachha

Website gid mao Ngan hang

55
ng-thang4[.]online TNHH MTYV Shinhan Viét Nam
_ Website gia mao Ngan hang
56 | https://shinhanbank].]vnfiba[.]com , L
TNHH MTYV Shinhan Viét Nam
Website gia mao san TMDT
57 https://vnsendo].]shop/
Sendo
Website gid mao san TMDT
58 https://vnsendo].]info 8 '
Sendo
Website gid mao san TMDT
59 https://vnsendo][.]net/ 8 '
Sendo
Website gid mao san TMDT
60 https://www|.]Jvnsendo[.]net/
Sendo
. Website gid mao san TMDT
61 https://investshopeemall].]net/

Sendo
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Website gia mao san TMDT
62 https://sp56788][.]com/
Shopee
Website gid an TMDT
63 https://sp5188[.]Jcom eOSITE 814 mao sS4l
Shopee
Website gid an TMDT
64 https://www|.]shopeel23[.]vip COSIIE B1a Tt San
Shopee
Website gid an TMDT
65 https://soppe68[.]shop/ eOSIIE BId A0 San
Shopee
Website gid an TMDT
66 https://sp15569p[.]com/ eOSIIE BId A0 San
Shopee
67 https://tdkdO8].]com/ Website gia mao san TMPT Tiki
68 https://tdktO1[.]com/ Website gia mao san TMDBT Tiki
69 https://vntikil1[.]com/ Website gia mao san TMDBT Tiki
70 | https://dich-vu-kh-vip-vpbank|[.Jcom/ Website gia mao Vpbank
71 https://ca-nhan-vpb[.]Jcom/ Website gia mao Vpbank
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Phu luc 11
MOQT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUC
(Kém theo Bdo cdo s6  /BC-CATTT ngay  thing  ndm 2024
cua Cuc An toan thong tin)

Ma diém yéu/ | SL may bi

X 3 R & > Ghi Chﬁ
10 hong anh huong
| https://nvd.nist.gov/vuln/detail/ CVE- |
1 | CVE-2022-26809 16246 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2024-4060 9950 2024-4060
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2023-21716 6822
2023-21716
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2024-25938 5672
2024-25938
s CVE-2004-4950 1287 https://nvd.nist.gov/vuln/detail/ CVE-
2024-4950
6 | cvVE2004.4671 5588 https://nvd.nist.gov/vuln/detail/ CVE-
2024-4671
https://nvd.nist.gov/vuln/detail/ CVE-
7 | CVE-2024-4559 1661 2004-4559
https://nvd.nist.gov/vuln/detail/ CVE-
8 | CVE-2024-4778 1407 2004.4778
o | CVE2024.4368 1404 https://nvd.nist.gov/vuln/detail/ CVE-
2024-4368
10 | eVE-2024-30051 1219 https://nvd.nist.gov/vuln/detail/ CVE-
2024-30051
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Phu luc 111
THONG KE CAC THONG TIN CHI BAO (INDICATORS OF
COMPROMISE)

(Kém theo Bdo cdo s6  /BC-CATTT ngay thang  nam 2024
cua Cuc An toan thong tin)

Indicators of compromise

1 45.33.24[.]145
2 65.109.179[.167
3 82.165.158[.]186
4 139.162.23[.]113
5 161.97.74[.1237
6 212.57.35[.]174
Nhom APT Turla

7 45.79.93[.187
8 74.50.80[.]35
9 82.223.55[.]220
10 158.220.102[.]80
11 176.57.150[.]252
12 212.57.35[.]176
13 fc.adswt[.]Jcom
14 api.simpletra[.Jcom

Nhom APT Unfading Sea Haze
15 auth.bitdefenderupdate[.Jcom
16 dns-log.d-n-s.org[.Juk
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17 mail.theworkguyoo[.]Jcom
18 payroll.mywire[.]org
19 cdn.g82[.]net

20 message.ooguy|[.]com
21 newy.hifiliving[.]Jcom
22 provider.giize[.Jcom
23 upupdate.ooguyl[.]Jcom
24 159.223.78[.]147

25 192.153.57[.124

26 193.149.129[.1128

27 139.59.107[.149

28 mail.simpletra[.]Jcom
29 bit.kozow[.]com

30 mail.pcygphil[.]Jcom
31 linklab.blinklab[.]Jcom
32 sopho.kozow[.]com

33 employee.mywire[.]org
34 manags.twilightparadox[.]com
35 spcg.lunaticfridge[.]Jcom




18

36 images.emldn[.Jcom
37 rest.redirectme].|net
38 167.71.199[.1105

39 128.199.166[.1143
40 209.97.167[.1177

41 128.199.66][.]11

42 152.42.198[.]152

43 mail.adswt[.Jcom

44 bitdefenderupdate|.]org
45 mail.bomloginset[.]com
46 link.theworkguyoo[.]Jcom
47 news.nevuer|.]Jcom

48 airst.giize[.]com

49 dns.g8z[.]net

50 helpdesk.fxnxs[.]Jcom
51 word.emldn[.]Jcom

52 api.bitdefenderupdate[.]org
53 188.166.224[.1242
54 164.92.146[.1227

Nhom APT Unfading Sea Haze
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55 112.113.112[.]5
56 45.61.137[.]109
57 183[.]136[.]225[.145
Nhom APT Muddling Meerkat
58 183[.]136[.]225[.]14
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Phu luc IV
DANH SACH CAC PON VI CO PIA CHI IP NAM TRONG MANG

BOTNET
/BC-CATTT ngay

(Kem theo Bdo cao so

thang  nam 2024

cua Cuc An toan thong tin)

1. Danh sach Bo/Nganh

S6 luong
IP botnet
thang
05/2024

Loai ma

doc/botnet

So lwong
Tén don vi IP bf)tnet
: thang
04/2024
Vién Han lam Khoa
| hoc va Cong ngh¢ 1
Viét Nam

2. Danh sach Tinh/thanh

S6 lwong IP  S6 hrong IP

botnet

botnet

STT Tén don vi i thang Ghi chu
04/2024 05/2024

| Lai Chau | 4 Andromeda
2 Ha Nam 0 3 Andromeda
3 Thai Binh 1 2 Andromeda
4 Gia Lai 0 1 Andromeda
5 Ha Giang 0 1 Nymaim, Ranbyus
6 Ha No1 0 1 Andromeda
7 Lang Son 0 1 Andromeda
8 Nam Dinh 0 1 Andromeda
9 Thanh Hoéa 0 1 Andromeda
10 Ba Ria Viing Tau 1 0

11 Pik Nong 1 0
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Phu luc V
TINH HINH KET NOI, CHIA SE DU LIEU GIAM SAT
THEO YEU CAU CHI THI SO 14/CT-TTG NAM 2019
/BC-CATTT ngay thang nam 2024
cua Cuc An toan thong tin)

(Kem theo Bdo cdo so

1. Danh sach B§/Nganh

Bo/Nganh/Co quan \e e 2, X . Thoi gian gin nhét nhén
TT trwe thuoc Chinh Thot g;znd?ra]tiguau chia dugc dir li€u
phi : (tinh dén 31/05/2024)
1 | B¢ Cong Thuong 09/08/2020 31/05/2024
o | B Giao t‘;‘-(‘f va bao 31/08/2020 09/01/2024
3 | BO Giao tgi“’“g van 15/05/2020 26/07/2023
4 |BOKS hof‘lfh va Dau 20/11/2020 25/05/2024
5 | BOKhoahocva 19/11/2020 30/05/2024
Cong nghé
Bo Lao djng -
6 | Thwong Binh va Xa 11/12/2020 03/10/2023
hdi
7 Bo Ngoai giao 24/07/2020 22/01/2024
8 B6 Noi vu 30/07/2020 31/05/2024
B¢ Nong nghiép va
9 | Phat trién nong 28/09/2020 23/02/2024
thon
10 B6 Tai chinh 15/12/2020 31/05/2024
17 | Bo Tainguyénva 03/10/2020 01/03/2024
Moi treong
12 | BO Thongtinva 11/02/2022 31/05/2024
Truyén thong
13 Bo Tu phap 18/03/2023 31/05/2024
Bo Vin héa, Thé
14| hao va Du lich 20/06/2020 19/03/2024
15 B¢ X4y Dung 23/07/2020 29/05/2024
16 By Y té 17/07/2020 14/08/2020
17 |Ngan hang Nha nuée 02/07/2020 31/05/2024
Viét Nam
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Thanh tra Chinh

18 ! 10/11/2020 01/10/2023
phu
19 | Uy ban Dan toc 08/10/2020 31/05/2024
20 | Van ph{‘)’l‘:g Chinh 22/09/2020 06/10/2022
21 | Bao Hiém Xa Hoi 08/11/2020 30/05/2024
9 | Pai Truyén hinh Vigt 14/09/2020 31/05/2024
Nam
Vién Han Lam
23 KHON 22/09/2020 14/05/2024
94 | Kiém todn Nha muée 09/03/2021 25/05/2024

Viét Nam
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2. Danh sach Tinh/Thanh

Thoi gian gan nhat nhén
dugc dir liéu (tinh dén

Thoi gian bit dau chia

TT Tinh/Thanh

i SIS 31/05/2024)
1 An Giang 30/09/2020 29/05/2024
2 Bic Giang 21/08/2020 31/05/2024
3 Bic Kan 01/09/2020 31/05/2024
4 Bac Liéu 09/10/2020 19/07/2023
5 Bic Ninh 23/07/2020 31/05/2024
g | BaRia-Ving 20/07/2020 31/05/2024

Tau
7 Bén Tre 10/08/2020 31/05/2024
8 Binh Dinh 05/06/2020 31/05/2024
9 Binh Duong 24/04/2020 31/05/2024
10 | Binh Phudc 23/04/2020 31/05/2024
11 Binh Thuan 31/08/2020 31/05/2024
12 Ca Mau 15/05/2020 31/05/2024
13 Cén Tho 13/04/2020 31/05/2024
14 Cao Béng 14/08/2020 31/05/2024
15 Pik Lak 17/06/2020 31/05/2024
16 Pik Nong 31/08/2020 31/05/2024
17 Pa Ning 09/06/2020 31/05/2024
18 bién Bién 02/06/2020 31/05/2024
19 Ddng Nai 15/06/2020 28/05/2024
20 Pdng Thap 14/07/2020 31/05/2024
21 Gia Lai 14/09/2020 31/05/2024
22 Ha Giang 18/08/2020 31/05/2024
23 Hii Duong 04/09/2020 12/05/2022
24 Hai Phong 28/07/2020 31/05/2024
25 Ha Nam 22/09/2020 31/05/2024
26 Ha Noi 30/06/2020 31/05/2024
27 Ha Tinh 06/10/2020 31/05/2024
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28 Hoa Binh 13/05/2020 31/05/2024
29 Ho6 Chi Minh 26/06/2020 31/05/2024
30 HAau Giang 02/10/2020 02/11/2024
31 Hung Yén 22/05/2020 31/05/2024
32 Khéanh Hoa 21/09/2020 31/05/2024
33 Kién Giang 24/09/2020 31/05/2024
34 Kon Tum 28/09/2020 31/05/2024
35 Lai Chau 26/09/2020 31/05/2024
36 Lam Dong 22/10/2020 31/05/2024
37 Lang Son 08/10/2020 31/05/2024
38 Lao Cai 09/07/2020 31/05/2024
39 Long An 22/07/2020 31/05/2024
40 Nam Dinh 21/09/2020 31/05/2024
41 Nghé An 09/09/2020 31/05/2024
42 Ninh Binh 28/07/2020 31/05/2024
43 Ninh Thuan 01/09/2020 31/05/2024
44 Phu Tho 01/10/2020 07/04/2023
45 Pha Yén 30/11/2020 31/05/2024
46 Quéng Binh 01/07/2020 31/05/2024
47 Quang Nam 14/09/2020 31/1/2024
48 Quéang Ngai 12/08/2020 31/05/2024
49 Quaing Ninh 12/09/2020 18/11/2023
50 Quang Tri 24/12/2020 31/05/2024
o1 Soc Trang 12/08/2020 31/05/2024
52 Son La 13/07/2020 31/05/2024
53 Téay Ninh 08/07/2020 31/05/2024
o4 Thai Binh 25/06/2020 31/05/2024
55 Thai Nguyén 19/11/2020 19/04/2024
56 Thanh Hoa 29/09/2020 05/05/2024
57 | Thira Thién Hué 29/07/2020 31/05/2024
58 Tién Giang 24/09/2020 31/05/2024
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59 Tra Vinh 29/07/2020 31/05/2024
60 Tuyén Quang 19/11/2020 20/05/2024
61 Vinh Long 25/06/2020 31/05/2024
62 Vinh Phiic 30/06/2020 23/04/2024
63 Yén Bai 26/08/2020 31/05/2024
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Phu luc VI
TINH HINH TRIEN KHAI GIAI PHAP PHONG CHONG MA PQC DAP
UNG YEU CAU CUA CHI THI SO 14/CT-TTG NAM 2018

/BC-CATTT ngay nam 2024
cua Cuc An toan thong tin)

1. Danh sach Bo/Nganh

(Kém theo Bdo cdo s6 thang

S6 lwong may
chia sé dir li€u

B¢/Co quan ngang B¢/ Co

quan truc thu¢c Chinh phu trong thang Ghi chu
05/2024

1 B6 Cong Thuong 63

2 B¢ Gido duc va Pao tao 0 Chua chia sé

3 Bd Giao thong van tai 86

4 B K& hoach va Pau tu 1078

5 B6 Khoa hoc va Cong ngh¢ 345

6 B¢ Lao dong - Thwong Binh va 0 Mt két ndi 01
Xa hoi thang tré 1én

7 Bd Ngoai giao 9

8 B0 Noi vu 411

9 Bo Nong ng}\hu;p vAa Phat trién 0 Chua chia sé

nong thon

10 B Tai chinh 262

11 B Tai nguyén va M6i truong 56

12 B6 Thong tin va Truyén thong 229

13 B6 Tu phap 9997

14 | BO Van hoa, Thé thao va Du lich 22

15 Bd Xay Dung 27

16 BoY té 59
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17 Ngan hang Nha nudc Viét Nam 1133
18 Thanh tra Chinh phu 0 Ma’t ket 1101})1
thang tro 1én
19 Uy ban Dan tdc 0 Chua chia sé
S ) ) Mit két noi 01
20 Van phong Chinh phu 0 thang tré 1én
1 Ban Quan ly Lang Chu tich H6 4
Chi Minh
22 Bao Hiém Xa Hoi 725
23 Dai tiéng no6i Viét Nam 12
24 Pai Truyén hinh Viét Nam 185
25 Thong tin xi Viét Nam 1629
26 Vién Han Lam KHCN 141
27 Vién Han Lam KHXH 196
28 | Kiém toan Nha nuéc Viét Nam 513




2. Danh sach Tinh/Thanh

28

S6 lwong may
chia sé dir li€u

Tinh/Thanh trong thing Ghi chu
05/2024

1 An Giang 480

2 Bic Giang 224

3 Bic Kan 81

4 Bac Liéu 1880

5 Biéc Ninh 162

6 Ba Ria - Viing Tau 44954
7 Bén Tre 37

8 Binh Pinh 68

9 Binh Duong 10177
10 Binh Phudc 3795
11 Binh Thuan 3253
12 Ca Mau 3574
13 Can Tho 1521
14 Cao Bing 9

15 Dik Lik 84
16 Pik Nong 1161
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17 Da Ning 29430
18 bién Bién 4195
19 DPong Nai 4152
20 DPong Thap 8986
21 Gia Lai 7
22 Ha Giang 14
23 Hai Duong 4573
24 Hai Phong 6
25 Ha Nam 122
26 Ha Noi 6239
27 Ha Tinh 4237
28 Hoa Binh 1038
29 Ho Chi Minh 9955
30 Hau Giang 975
31 Hung Yén 566
32 Khanh Hoa 9
33 Kién Giang 2613
34 Kon Tum 4841
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35 Lai Chau 35

36 Lam Dong 2565

37 Lang Son 333

38 Lao Cai 3

39 Long An 2690

40 Nam Dinh 38

41 Ngh¢ An 1629

42 Ninh Binh 16

43 Ninh Thuan 905

44 Phii Tho 0 Mat két nﬁi})l thang
tro 1én

45 Pha Yén 98

46 Quang Binh 986

47 Quang Nam 134

48 Quang Ngai 24

49 Quing Ninh 0 Mat ké:rlgélié(l)ll thang

50 Quang Tri 312

51 Soc Trang 38

52 Son La 7
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53 Tay Ninh 1385
54 Théi Binh 3712
55 Thai Nguyén 2020
56 Thanh Hoa 1160
57 Thira Thién Hué 1843
58 Tién Giang 4
59 Tra Vinh 1261
60 Tuyén Quang 0 Mat ké':rlé’élié(:ll thang
61 Vinh Long 202
62 Vinh Phuc 12757
63 Yén Bai 1058
Ghi chu:

- S6 luong may ctia mdi don vi dugc tinh dua trén s6 lugng may chia sé thong tin
vé hé diéu hanh (truong “OS” trong van ban 2290/BTTTT-CATTT ngay
17/7/2018 vé viéc huéng din két ndi, chia sé thong tin vé ma doc giira cac hé
thong k¥ thuat phat hanh).
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