BO THONG TIN TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Doc 1ap - Tw do - Hanh phiic

S6:  ICATTT-NCSC Ha Ngi, ngay ~ thang  nam 2024
Vv canh bao 10 hong an toan thong tin
CVE-2024-24919 ton tai trén cac san
pham ctia hang Check Point

Kinh gtri:
- Pon vi chuyén trach vé CNTT/ATTT cac Bo, co quan ngang
B9, co quan thudc Chinh phu;
- S6 Thong tin va Truyén thong cac tinh, thanh phd truc thudce
Trung vong;
- Cac Tap doan, Tong cong ty nha nudc;
- Cac Doanh nghiép cung cap dich vu vién thong, Internet va
nén tang so;
- Cé4c T6 chure tai chinh, Ngan hang thuong mai;

- Hé théng cac don vi chuyén tractrh vé an toan thong tin.

Trong qua trinh giam sat an toan thong tin trén khong gian mang, Trung tam
Giam sét an toan khong gian mang quéc gia (NCSC), thudc Cuc An toan thong
tin - B6 Thong tin va Truyén thong, d phat hién va ghi nhan cac thong tin lién
quan dén 16 hong an toan thdng tin CVE-2024-24919 t6n tai trén cac san pham
ctia hang Check Point. L§ hong cho phép d6i twong tan cong khong can xac thuc
doc ndi dung tap tin bat ky trén san pham Check Point Security Gateways két ndi
t6i Internet va dang duoc thiét 1ap IPsec VPN Blade nam trong nhém Remote
Access VPN hoic Mobile Access Software Blade. L& hong nay hién dang dugc
khai thac trong mdi truong thuc té.

(Théng tin chi tiét xem tai Phu luc kém theo)

Nhiam dam bao an toan thong tin cho hé théng thong tin cia Quy Pon vi,
gop phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong
tin khuyén nghi Quy Pon vi thuc hién:

1. Kiém tra, ra soat hé théng thong tin dang sir dung c6 kha ning bi anh
hudng boi 16 hong an toan thong tin trén. Chi dong theo ddi cac thong tin lién
quan dén 18 hong tir hdng nham thuc hién ning cap 1én phién ban mdi nhat dé
tranh nguy co bi tdn cong.
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2. Tang cudng giam sat va san sang phuong an xtr 1y khi phat hién c6 diu
hiéu bi khai thac, tin cong mang; déng tho1 thuong xuyén theo doi1 kénh canh bao
clia cac co quan chiic ning va céac t6 chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

3. Trong truong hop can thiét co thé lién hé dau mdi hd tro cia Cuc An toan
thong tin: Trung tim Giam sat an toan khong gian mang qudc gia, dién thoai
02432091616, thu dién tir: ncsc@ais.gov.vn.

Tran trong./.

Noi nhén: KT. CUC TRUONG
- Nhu trén; ﬂ PHO CUC TRUONG
- Thir trudng Pham Birc Long (dé b/c); :

- Cuc AO5 (B¢ Cong an);

- B6 Tu 1énh 86 (B6 Qudc phong):;

- Ban Co yéu Chinh phu;

- Pon vi chuyén trach vé CNTT/ATTT cua: Vin

phong Trung wong Pang; Vin phong Qudc hoi; Vin

phong Chu tich nude; Toa 4n nhan dan ti cao; Vién

Kiém sat nhan dan téi cao; Uy ban Trung uvong Mit

tran T6 quéc Viét Nam; Tran Ping Khoa
- Cac Cuc: Vién thong, Buu dién Trung wong;

- Trung tdm VNNIC, Trung tam Théng tin;

- Ngan hang Chinh sach xa hoi;

- Ngan hang Phat trién Viét Nam;

- Ngan hang Hop tac xa Viét Nam;

- Céc Tb chirc, doanh nghiép hoat dong trong linh

vuc thuong mai dién tir;

- Céc t6 chuc, doanh nghiép cung cép dich vu trung

gian thanh toén, vi dién tu;

- Cuc truong (dé b/c);

- Phé Cuc truong Tran Dang Khoa;

- P.ATHTTT, P.QHPT, VNCERT/CC,;

- Luu: VT, NCSC.LTQ.
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Phu luc
THONG TIN CHI TIET VE LO HONG AN TOAN THONG TIN
(Kem theo Cong van so /CATTT-NCSC ngay [/ /2024
cua Cuc An toan thong tin)

1. Théng tin chi tiét vé 1 hong an toan théng tin trén Check Point

Trung tdm Giam sat an toan khong gian mang qudc gia, Cuc An toan thong
tin ghi nhan thong tin lién quan dén 16 hong CVE-2024-24919 tdn tai trén cac san
pham ctia hing Check Point. L3 hong cho phép d6i tuong tan cong khéng can xac
thie doc ndi dung tap tin bat ky trén san pham Check Point Security Gateways
két ndi téi Internet va dang duogc thiét 1ap IPsec VPN Blade nam trong nhém
Remote Access VPN hoic Mobile Access Software Blade. L3 hong nay hién dang
bi khai thac trong méi truong thuc té. Hién 15 héng da dugc va trong ban cap nhat
m&i nhit ctia hing Check Point.

L hong 1a mot 16i Path Traversal anh hudng t6i endpoint “/clients/MyCRL”
c6 chirc ning tra vé ndi dung ciia tap tin trén may chu Gmng dung. Endpoint c6 thé
duogc truy cap thong qua ca hai phuong thirc GET va POST. Viéc khai thac thanh
cong 16 hong Path Traversal s& dan toi 16 hong doc ndi dung tap tin tuy ¥ trén hé

théng voi dic quyén cao (root).
2. Tai liéu tham khao
https://support.checkpoint.com/results/sk/sk182336

https://labs.watchtowr.com/check-point-wrong-check-point-cve-2024-
24919/



