BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Poc 1ap - Tw do - Hanh phiic

S6: 24 /BC-CATTT Ha Néi, ngay /6 thang /2nam 2024

BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Thang 11/2024)

Thuc hién chirc ning quéan 1y nha nuwéc va to chic thyuc thi phap luat vé an
toan thong tin mang, Cuc An toan thong tin phat hanh Bao cdo An toan thong tin
dinh ky hang thang.

Béo céo cung cp thong tin vé cac sy kién an toan thong tin mang, xu huéng
tan cong mang, cac 16 hong an toan thong tin moi duoc cong bd... Thong tin nay
gitip cac co quan, tO chirc nam bat kip thoi cac van dé an toan thong tin mang
dang dién ra tir d6 c6 thé chi dong trién khai kip thoi cac bién phap (con ngudi,
quy trinh, cong nghé) dé bao dam an toan thong tin cho co quan, to chirc minh.

Trong thang 11/2024, Cuc An toan thong tin (B Thong tin va Truyén thong)
da phat hanh cac vian ban canh bao lién quan dén mét s6 16 hong méi dang ton tai
trong thyc té, canh bdo vé chién dich tin cong ma doc dén céc co quan, td chire,
doanh nghiép.

Trong thang 11/2024, hé théng giam sat, canh bao sdm rii ro ciia Trung tim
Giam sat an toan khong gian mang quoc gia (NCSC), Cuc An toan thong tin da
ghi nhan hang trim tén mién gia mao cac co quan, to chiic tai chinh, cac ngan
hang nham muc tiéu lira dao ngudi dan trén khong gian mang. Vé nguy co, rii ro
moi, Trung tim NCSC ghi nhan 12 16 hong méi co thé giy ra cac nguy co Nghiém
trong dén hé thong thong tin. Trung tim NCSC ciing da phan tich va cong b
danh sach cac chi bao tan cong mang (IoC) lién quan dén cac chién dich tan cong
6 thé anh huong dén Viét Nam tai cac don vi.

Dé nghj cac don vi, t6 chire, doanh nghiép nghién ciru thong tin vé cac nguy
co rui ro trong bao cdo, thuc hién ra soat hé thong, danh gid Tin nhiém mang dbi
v6i hé théng phuc vu giao dich dién ti, xir Iy cac van dé vé an toan thong tin mang
va guri két qua bao cdo ra soat vé dia chi thu dién tir nesc@ais.gov.vn chim nhat
trudc ngay 25/12/2024.



1. Canh bao an toan thong tin dia phat hanh trong thang

LO HONG
BAO MAT
TRONG CAC

SAN PHAM
MICROSOFT

Canh bao an toan thong tin phat hanh
hang tuan trén khong gian mang cung
cap thong tin kip thoi ve cac nguy co
an toan thong tin, 16 hong bao mat va
khuyén nghi k¥ thuat, giap co quan va
doanh nghiép chu dong phong ngura va
xu 1y su c.

Thong tin chi tiét tai:
https://khonggianmang.vn/

CANH BAO

CHIEN DICH TAN CONG

€6 cHU BiCH CUA NHOM APT EARTH Esmlqi:

Bé4o cdo vé cac 10 hong an toan
thong tin trong cdc san pham cua
Microsoft thang 11/2024.

Thong tin chi tiét tai:
https://khonggianmang.vn/alert/lo-hong-bao-mat-
co-muc-anh-huong-cao-va-nghiem-trong-trong-

cac-san-pham-microsoft-cong-bo-thang-11-
2024.253/

CANH BAU‘ "
TUAN {t

.s’

AN TOAN THONG TIN

Vin ban sb 2448/CATTT-NCSC
vé viéc Canh bao chién dich tin
cong co chu dich cia nhom APT
Earth Estries phat hanh ngay
22/11/2024.
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2. Tinh hinh két néi, chia sé dir liéu giam sat

Tinh hinh két nbi, chia sé¢ dir lidu gidm sét theo yéu cau Chi thi s6 14/CT-
TTG nim 2019. Pén thang 11/2024 di c6 87 don vi (63 Tinh/Thanh, 24
B§/Nganh) trién khai cong tac giam sat an toan thong tin va thuc hién két néi chia
s¢ dir liéu giam sat voi Trung tdm Giam sat an toan khong gian mang quoc gia
(NCSC). Thong qua két ndi chia sé dit liéu giam sat tir 87 don vi, H¢ thong k¥
thuat ctia Trung tAm Gidm sat an toan khong gian mang qudc gia ghi nhan 75/87
don vi c6 két ndi chia sé dit liéu twong dbi ddy du, 12/87 don vi khong nhan duoc
dir liéu chia sé.

Theo ghi nhan tir Hé théng k¥ thut cua Trung tAm Giam sat an toan khong
gian mang qudc gia cho thy con ton tai nhiéu don vi B§/Nganh, dia phuong chua
thuc hién chia sé dir liéu. Dé dam bao an toan hé théng thong tin quéc gia, Cuc
An toan thong tin dé nghi cac don vi khan truong trién khai nghiém tiic va chat
ché& cac quy dinh theo chi thi ctia Thu tuéng Chinh phu dé thuc hién viéc chia sé
dir liéu nham dam béo tinh lién thong, an toan va hiéu qua trong quan 1y va diéu
hanh hé thong thong tin qubc gia.

Ghi chii: Danh sach tinh trang trién khai cong tac gidm sét cua céc don vi
tai Phu luc V kem theo.

Tinh hinh trién khai giai phap phong chong ma doc dap ing yéu cau cia Chi
thi s6 14/CT-TTG ndm 2018. Dén thang 11/2024 da c6 88 don vi (63 Tinh/Thanh,
25 B{/Nganh) trién khai giai phap phong chéng ma doc tap trung va thuc hién
két ndi chia s¢ thong tin vé md doc voi Trung tdm Giam sat an toan khong gian
mang qubc gia (NCSC). Hién nay, con ton tai 03 don vi bao gom: B Giao duc
va Pao tao, Bo Nong nghiép va Phat trién nong thén, Uy ban Dan tdc chua
thue hién chia s¢ dir liu ma doc vé Hé thong k¥ thudt ctia Trung tim Giam sat an
toan khong gian mang qudc gia (NCSC). Vi vay, d@é nghi cac don vi thuc hién chia
sé day da thong tin dit licu ma doc nham nang cao nang lyc phong, chéng phan
mém doc hai va thuc hién danh gia chi s6 1ay nhiém phan mém doc hai & cac bo,
nganh, dia phuong, coi day la mét trong nhiing ti€u chi danh gia mirc d§ bao dam
an toan thong tin cua cac by, nganh, dia phuong.

Thong qua viéc két ndi chia sé dir lidu vé ma doc tir 88 don vi, H¢ thong k§
thuat cua Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC) ghi nhén
79/88 don vi co két n01 thuong xuyén. Trong cac don vi két ndi thuong xuyén cé
79/79 don vi chia sé vé hé diéu hanh cac mdy (tong sé may 1a 292.457).

Ghi chii: Danh sdch trinh trang trién khai gidi phdp phong chong ma déc
cua cac don vi tai Phu luc VI kem theo.
3. Phit hién va ngin chin, giam thiéu lira ddo trén khong gian mang

Thuce hién cong tac kiém tra, ra soat an toan thong tin trén khong gian mang,
Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) da ghi nhén
125.506 dia chi website gia mao co quan, t6 chic. Cac ddi twong st dung website
gia mao nay dé lira dao, gy thiét hai cho ngudi dan trén khong gian mang, dong
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thoi gy thiét hai nghiém trong dén uy tin, thwong hiéu cta chinh co quan, t6 chirc
bi gia mao.

Muc tiéu hudng dén cua cac doi tugng Itra ddo 1a Itra ddo ngudi dan thong
qua gid mao cac website clia co quan chure nang, cac to chirc tai chinh —ngan hang,
cac san thuong mai dién tir, cac cong ty 1on...

Cuc An toan thong tin da tich cuc trién khai viéc cdp ching nhan Tin nhiém
mang cho cac hé thong phuc vu giao dich dién tir theo Nghi dinh 137/2024/ND-
CP, tong sd hé thdng duoc cip ching nhan hién dat 6.038 hé thong.

Ghi chii: Cic co quan, don vi c¢o thé tra civu thong tin, dang ky Tin nhiém
mang tai: https://tinnhiemmang.vn/.

Trong thang 11/2024, hé thdng cua NCSC di phat hién 77 website gia mao
thuong hiéu véi muc dich ltra dao dugc phat tan trén khong gian mang. Dé nghi
cac don vi, td chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira ddo gia mao to chirc cia minh, canh bao sém dén ngudi dung ctia minh nham
ngan chan cac hoat dong Itra dao dén ngudi ding, dam bao an toan thong tin cho
nguoi dung, bao vé chinh thuong hiéu cua to chic.

Phét hién 0O+ website gid mao thuong hiéu véi muc dich lira ddo truc tuy&n trén khdng gian mang trong thang
oiA " -
i G1A MAO T8 CHI'C

Website gid mgo Tap doan Dign lye Vigt
Nam (EVN)

hitps://nzu62352s].Jcom/order

Website gid mao san TMDT Shopee

dienmayxanh-services[.Jcom
hitps:}/sp56188pL Jcom/my Website gid mao sin TMBT Shopee

nnps:i1595_§&3u{-lcomfmv Website gid mao san TMBT Shopee

Danh sdch cac website lira dao dwoc cdp nhat tai
https://alert. khonggianmang.vn/

Ghi chu: Danh sach cdc website gia mao da phat hién tai Phu luc I kem
theo.

4. Phat hién va canh bao sém cac 18 hong ciia cic hé thong thong tin trén
khong gian mang

Thyc hién nhi¢m vu thu thap thong tin, téng hop, phan tich, theo doi va du
béo, canh bao sém xu huéng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, Hé thong giam sat ky thuat cia NCSC da ghi nhan c6
73.979 diém yéu, 16 héng an toan thong tin tai cac may chu, may tram, hé théng
thong tin ciia cac co quan to chirc nha nudc.

Ghi chi: Danh sach TOP 10 diém yéu, 16 hong ton tai phé bién trén cdc mdy
cua co quan, to chiec tai Phu luc II kem theo.

Trong thang 11/2024, h¢ thong giam sat, ra quet tr xa cua Trung tam NCSC
da phat hién hon 1600 16 hong trén 5000 h¢ thong dang mé cong khai trén Internet.
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Trung tdm NCSC ciing da ghi nhan 12 16 hong moi dugc cong b, c6 muc do anh
huong Nghiém trong/Cao co6 thé bi loi dung dé tan cong, khai thac vao cac hé
théng cia cac co quan, to chirc. Cac 16 hong ndy la céc 16 hong ton tai trén cac
san pham pho bién cua nhiéu co quan, to chiic, doanh nghiép. Pé nghi cac don vi
can thyc hién kiém tra toan dién va ra soat hé thong ctia minh giip xac dinh hé
thong ctia minh c6 sir dung cic san pham bi anh hudng boi cac 16 hong khong,
nhanh chéng dua ra bién phap khic phuc kip thoi dé bao vé an toan thong tin.
Pdng thoi, lién tuc cap nhat thong tin vé cac 16 hong méi, cac xu hudng tan cong
trén khong gian mang.

Phat hién 16 + 16 hong tir 5000+ hé théng dugc gidm sat trong thang

Apache Log4Shell RCE detection via callback correlation (Direct Check HTTP)

LOHGNG

Apache Solr 7.4.0 <= 7.7.3 / 8.0.0 <= B11.0 RCE

Microsoft Exchange Server RCE

Sophos XG Firewall User Portal and Webadmin Authentication Bypass (CVE-2022-1040)
Oracle WeblLogic Java Object Deserialization RCE

Apache mod_proxy Content-Length Overflow

Microsoft DNS Server Remote Code Execution (SIGRed)

Xem thém

Danh sdach cac l6 héng moi dwoc cdp nhdt tai https.//alert.khonggianmang.vn/

Thong ké cac 16 hong dang chi y dwoc ghi nhéin trong thang 11/2024:

Ma diém

yéu/16 hong

- Piém CVSS: 6.5 (Cao)
- M6 ta: L héng cho phép dbi tuong
tan cong thyuc hién tin cong gia mao https:/nvd.nist.gov/vul
1 CVE-2024- | (Spoofing) n/detail/CVE-2024-
43451 , ,
- Anh hudéng: Windows 43451
- L) héng da c6 ma khai thac va dang
bi khai thac trong thuc té
- Piém CVSS: 7.5 (Cao) it /mvdnist.oou/vd
o a L ps://nvd.nist.gov/vu
) CVE-2024- - M6 ta: L6 hong cho phep doi twong | 1y/detail/CVE-2024-
21287 tan cong truy cap va thuyc hién cac 21287
hanh vi trai phép
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- Anh huéng: Oracle Agile PLM
Framework thudoc Oracle Supply
Chain

- L) hong da c6 ma khai thac va dang
bi khai thac trong thuc té

CVE-2024-
11680

- biém CVSS: Chua xé4c dinh

- M6 ta: L3 hong cho phép déi twong
tan cong truy cap va thuc hi¢n céc
hanh vi trai phép

- Anh huéng: ProjectSend

- L) hong da c6 mi khai thac va dang
bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
11680

CVE-2024-
0012

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: L hong cho phép dbi tuong
tan cong thuc hién tan cong leo thang
dac quyén

- Anh huéng: Palo Alto Networks
PAN-OS

- L) hong da c6 mi khai thac va dang
bi khai thac trong thyc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
0012

CVE-2024-
9474

- Piém CVSS: 7.2 (Cao)

- M6 ta: Lo héng cho phép dbi tuong
tan cong thuc hién tan cong leo thang
dac quyén

- Anh hudng: Palo Alto Networks
PAN-OS

- L) hong da c6 mi khai thac va dang
bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
9474

CVE-2024-
44308

- Piém CVSS: 8.8 (Cao)
- MG ta: Ld hong cho phép doi twrong
tan cong thuc thi ma tir xa

- Anh huéng: Safari, i0S, iPadOS,
macOS, visionOS cua Apple

- L) hong d3 c6 mi khai thac va dang
bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
44308

CVE-2024-
47575

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: L3 hong cho phép ddi tuong
tan cong thyc thi ma tir xa

https://nvd.nist.gov/vul
n/detail/CVE-2024-
47575
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- Anh huodng: FortiManager

- L6 hong da c6 mi khai thac va dang
bi khai thac trong thyc t¢

CVE-2024-
44309

- Piém CVSS: 6.1 (Trung binh)

- M6 ta L hong cho phép ddi tuong
tan cong truy cap va thuc hién cac
hanh vi trai phép

- Anh huéng: Safari, i0S, iPadOS,
macOS, visionOS cua Apple

- L) hong da c6 mi khai thac va dang
bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
44309

CVE-2024-
45519

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: L& hong cho phép ddi tuong
tan cong thyc thi ma tir xa

- Anh huong: Zimbra Collaboration
(ZCS)

- L) hong d3 c6 mi khai thac va dang
bi khai thac trong thyc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
45519

10

CVE-2024-
9264

- Piém CVSS: 8.8 (Cao)

- M6 ta: LS hong cho phep dbi tuong
tan cong khai thac 161 Command
Injection, truy cap va thuc hién cac
hanh vi trai phép.

- Anh huéng: Grafana

- L) héng d3 c6 mi khai thac va dang
bi khai thac trong thyc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
9264

11

CVE-2023-
32428

- Piém CVSS: 7.8 (Cao)

- M6 ta: L hong cho phép dbi twong
tan cong thuc hién tan cong leo thang
dac quyén

- Anh huong: macOS, tvOS, i10S,
1PadOS, watchOS ctia Apple

- L6 hong chua ¢6 ma khai thac va
dang bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2023-
32428

12

CVE-2024-
47533

- Piém CVSS: 9.8 (Nghiém trong)

- MO ta: L hong cho phép dbi twong
tan cong truy cap va thuc hién cac
hanh vi trai phép.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
47533
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- Anh huodng: Cobbler trén Linux

- Lb hong chua c6 ma khai thac va
dang bi khai thac trong thuc te

5. Phan tich rii ro va cinh bao sém cac nguy co tan cong cé chi dich

Thuc hién phan tich, theo doi va du bao, canh b4do sém xu hudng vé thn cong
mang, Cuc An toan thong tin (B6 Thong tin va Truyén thong) phat hién xu hudng
tan cong ma hoa téng tién (ransomware) ting cao trong thoi gian gan day. Da co
mot s hé théng thong tin cua co quan, td chure, doanh nghiép tai Viét Nam bi su
c¢d tin cong, gy gian doan hoat dong va thiét hai vé vt chét, hinh anh cua céc co
quan, t6 chac, doanh nghiép, ciing nhu hoat dong bao dam an toan khong gian
mang quoc gia. Cuc An toan thong tin dé phat hanh Cong van s6 2448/CATTT-
NCSC vé viéc Canh bao chién dich tan cong co6 chu dich cia nhom APT Earth
Estriesr phat hanh ngay 22/11/2024.

Trung tam NCSC d tién hanh thu thap, phan tich va phat hién nhiéu chi bao
(Indicators of compromise) vé tin cong mang c6 thé anh huong dén co quan, to
chtrc, doanh nghiép Viét Nam. Cac don vi can chu dong ra soat cac may chu, may
tram, 1 soat toan bo cac hé thdng giam sat theo cac chi bao ma Trung tim NCSC
cung cap trong bao cdo nham xir Iy sém cac rui ro trong hé théng, lién tuc cap
nhét cac chi bao vé tin cong mang, dac bi¢t 1a cac chi bado da duoc chia sé tir hé
théng ctia Trung tam NCSC.

12 1oC c6 lién quan dén céc chién dich tdn céng vao Viét Nam trong thdng

e NHOM TAN CONG APT

hucxps i/ Jivdseol Jcom/fie/STC/STC. OTO ngn dich t3n cdng str dung ma doc "PXA Stealer” thuc hién béi nhém tén cong mang géc
o e 5:;" dich tan cong sir dung ma doc “PXA Stealer” thuc hién béii nhom tan ¢dng mang gdc
hxps[://Ttvdseol.]com/file Adonis/Adonis XW_ENC ng‘_n dich tan cdng str dung ma doc “PXA Stealer” thuc hién bdi nhém tin cong mang gdc
hcxps i tvaseolJcom/iie/Adonis/AdFnis.Bot 3:;“ dich tan cdng sif dung ma doc "PXA Stealer” thyc hién bdi nhom tan cong mang gdc

hxxps[://Ttvdseol.Jcom/file/synaptics[]zip Chign dich tain cng sir dung m& doc “PXA Stealer” thuc hign b nhom téin cong mang gdc

Théng tin IOC dwoc cung cdp tai https://alert.khonggianmang.vn/

Ghi chii: Danh sach cdc IOC ¢6 thé anh hudéng ti co quan, t6 chirc doanh
nghiép Viét Nam ghi nhan tai Phu luc III kem theo.

6. Phat hién va canh bao sém cac nguy co botnet trong hé thong

Thuec hién viéc phan tich va phat hién sém cac nguy co tir bén trong hé thong,
dac biét la cdc nguy co may chu, may tram trong h¢ théng nhiém ma doc, tro thanh
botnet. Hé théng giam sat cua NCSC da thuc hién thu thap chia sé thong tin vé
cac mdi de doa trén khong gian mang voi cac td chie qudc té, giam sat lién tuc
cac mang ludi botnet.
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Trong thang 11/2024, Trung tdm NCSC phat hién 17 hé¢ théng caa cac don
vi ¢6 két nbi dén ha ting botnet. Trung tim NCSC da thuc hién chia sé cic thong
tin botnet nay dén cac don vi thong qua hé thong phat hién canh bao sém botnet.

@ théng bi I&y nhi8m mé& ddc botnet trong thing

olacHiPcac

113176.89.22

113.160.182.204

113.160.183.96

113.160.185.0

113.160.186.195

113163.216.225

113160.156.110

Théng tin cdc hé thong ghi nhdn nhiém botnet trén hé thong phat hién canh bdo sém.

Ghi chii: Danh sdch cdc don vi ¢é dia chi IP nam trong botnet ghi nhan tai
Phu luc 1V kem theo.

Dé nghi cac don vi, t6 chirc, doanh nghiép nghién ciru cac thong tin vé cac
nguy co rii ro trong bao céo, thuc hién ra soat hé théng, xtr ly cac van dé vé an
toan thong tin mang trong hé thdng. Trong qua trinh thyuc hién, néu c6 thong tin
can hd trg dé nghi lién hé v6i Trung tam Gidm sat an toan khong gian mang qudc
gia, Cuc An toan thong tin, B0 Thoéng tin va Truyén thong, dién thoai:
024.3209.1616 hoic s6 dién thoai truc duong day nong hd tro giam sat, canh bao

som 0961.405.333, thu dién t: ncsc@ais.gov.vn./.
Noi nhdn:
- Thu truong Pham Duc Long (dé b/c); A
- Pon vi chuyén trach vé ATTT/CNTT cua: Van Q. CUCTRUONG
phong Trung wong Pang, Vin phong Quéc hoi, _—
Vin phong Chi tich nuéc, Toa an Nhan dan tdi ,
cao, Vién Kiém sat nhan dan ti cao, Kiém toan //
Nha nudc; a1
- Bon vi chuyén trach vé ATTT/CNTT cua cac b,(5;~ (l
co quan ngang bd, co quan thudc Chinh phi;
- S6 TT&TT cdc tinh, thanh pho truc thude TW
- Cac Tép doan kinh té va Téng cong ty nha nudc;
- Céc T6 chirc tai chinh, Ngan hang thuong mai nha
nuac;
- Ngan hang Thuong mai C6 phan;
- Ngan hang Chinh sach xa hoi;
- Ngan hang Phat trién Viét Nam;
- Ngén hang Hop tac xa Viét Nam;
- Céc cong ty C6 phan Ching khoan;
- Céc T6 chuc, doanh nghiép hoat dong trong linh
vuc thuong mai dién tir;
- Céc td chirc, doanh nghiép cung cép dich vu trung
gian thanh toan, vi dién tr;
- Céc Cuc: Vién thong, Buu dién Trung uong;
- Cac Trung tam: TTTT, VNNIC;
- Cac doanh nghiép: VNPOST, VTC;

\



- Céc phong: ATHTTT, TT&HTQT;
- Trung tam VNCERT/CC,;
- Luwu: VT, NCSC.L1Q.
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Phu luc I

DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN
TRONG THANG

(Kem theo Bao cdo so

/BC-CATTT ngay

thang  nam 2024

cuia Cuc An toan thong tin)

Website gia mao

Ghi chu

Website gia mao san TMDT

/user/index][.]html

1 shop|.]shopamzselling[.]Jcom
Amazon
Website gia mao san TMDT
2 https://sellings-global[.]com/shop Sla I
Amazon
3 httos:/selli lobal /fed Website gia mao san TMDT
ps://sellings-global[.]com/fedex Amazon
4 httos:// T Yo/ Website gia mao san TMDT
ps://amazoui. Jtop Amazon
_ Website gia mao san TMDT
5 https://amazonil[.]Jcom/
Amazon
6 https://www][.]applecenter|.]info[.]vn Website gia mao san TMDT
/ Apple
- https://apps|.]apple[.]Jcom/VNapp/id6 Website gia mao san TMDT
738024808 Apple
8 clash-flow-loan[.Jcom Website gia mao Bo Cong an
9 https://dichvucongbcal.]com/ Website gia mao B§ Cong an
10 | dichvucong[.]thongtincancuoc[.]org Website gia mao Bo Cong An
Website gia mao Cong ty cb
11 giaohangtietkiem-cskh[.Jcom \ g R gwy
phén giao hang tiét kiém
. oo Website gia mao Cong ty cd
12 giaohangtietkiem247[.]Jcom[.]vn X NI
phan giao hang tiét kiém
13 https://nhanvienhanghoa[.]com/index Website gia mao Cong ty co

phan giao hang tiét kiém
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https://chat[.]dichvutonghop][.]vip/in
dex/index/home?visiter id=&visiter

Website gia mao Cong ty cd

14 ) .
name=&avatar=&business_id=1&gr phan giao hang tiet kiém
oupid=8&special=32
Website gia mao Cong ty co
15 https://giaohangtietkiem24[.]com/ \ g O gwy
phan giao hang tiét kiém
Website gia mao Cong ty co
16 Giaohangtietkiemm].]net N g o g.Ay
phan giao hang tiét kiém
Website gia mao Cong ty Tai
17 https://www][.]ithomeficvn[.]Jcom chinh TNHH MTV Home Credit
Viét Nam
Website gia mao Cong ty TNHH
18 https://acoonmallstore[.]com/ 8 o gy
Aecon Viét Nam
Website gia mao Cong ty TNHH
19 https://acoonmallstore[.]Jcom/my 8 o sy
Acon Viét Nam
Website gia mao Cuc Piang kiém
20 dkvn[.]zvogo[.]Jcom o
Viét Nam
Website gia mao Cuc Pang kiém
21 https://dkvn[.]zvogo[.]com/ 8 N 8
Viét Nam
_ Website gia mao Dich vu cong
22 vn-chinhphu|[.]Jcom P
Quodc Gia
. Website gia mao Dich vu cong
23 dichvucong[.]wrgov[.]Jcom L
Qudc Gia
24 dienmayxanh-services[.]com Website gia mao Pién mdy xanh
Website gia mao san TMDT
25 https://ebayve[.]com
Ebay
Website gia mao san TMDT
26 lazadal.]ac
Lazada
_ Website gia mao san TMDT
27 lazada2024].Jonline
Lazada
Website gid mao Ngan Han
bidvnanghanguutien[.]Jduy2[.Jname[.] - B1a Ao Sgan Hang
28 TMCP Dau tu va Phat trién Viét

vn

Nam
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hdbank[.]Juudaikhachhang-

Website gid mao Ngan hang

29 trungtamcapnhatthe- TMCP Phat trién Thanh phd Ho
thang11[.]Jcom[.]vn Chi Minh
hdbank[.]chamsockhachhang- Website gid mao Ngan hang
30 hotro247-capnhatuudai- TMCP Phat trién Thanh phd Ho
thangl1[.Jcom[.]vn Chi Minh
hdbank][.]Juudaidacbiet- Website gia mao Ngan hang
31 khuyenmaikhachhang- TMCP Phat trién Thanh phd Ho
thangl1[.]Jcom[.]vn Chi Minh
Website gia Ngan ha
32 https://ocbcecereonline[.]com/ el 1A O gafl e
TMCP Phuong Dong
Website gia Ngan ha
33 https://vimoney][.]credit eoSTie gld me_loA gair,l ne
TMCP Quan doi
Website gia Ngan ha
34 Ungdung6buoc[.]com costie gla maoA geir-l ane
TMCP Quan do6i
, Website gia mao Ngan hang
35 https://mmmbonline[.]com o
TMCP Quan doi
Website gia Ngan ha
36 | https://www][.]iplus-fianc24h[.]Jonline eostie gld maoA gajr.l ne
TMCP Quan doéi
Website gia mao Ngan han
37 khachhangenvib[.Jcom 8 L % 8
TMCP Quoc té Viét Nam
) Website gia mao Ngan hang
38 vaythechapvib[.]com Lo
TMCP Quoc te Viét Nam
19 vib[.]khach-hang-nang-han-muc-ca- Website gid mao Ngan hang
nhan[.]Jcom TMCP Quéc té Viét Nam
40 vib[.]Jchamsockhachhang- Website gia mao Ngan hang
capnhatthethangl11[.]Jcom[.]vn TMCP Quéc té Viét Nam
Website gia mao Ngan han
41 doitac[.]shb-bank[.]Jcom gl‘ . 8 . Ng
TMCP Sai Gon — Ha Noi
14 vpbank].]cskhtructuyen- Website gid mao Ngan hang
uudaithang10[.]Jcom[.]vn TMCP Viét Nam Thinh Vugng
43 https://vpbank][.Juudaikhachhang- Website gia mao Ngan hang

uudaithe-thang11[.]Jcom[.]vn/

TMCP Viét Nam Thinh Vuong
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vpbank[.]Jchamsockhachhang-

Website gia mao Ngan hang

44 hotro247-trungtamcapnhatthe- . .
TMCP Viét Nam Thinh Vuong
thang11[.]Jcom[.]vn

45 vpbank].]khuyenmaidacbiet- Website gia mao Ngan hang
uudaikhachhang-thangl1[.Jcom[.]vn | TMCP Viét Nam Thinh Vuong

46 https://vpbank[.]hotrokhachhang- Website gia mao Ngan hang
khuyenmaithethang11[.]Jcom[.]vn/ TMCP Viét Nam Thinh Vuong

47 https://shinhan][.]hotrokhachhang- Website gia mao Ngan hang
uudaithemoi-thang11[.]Jcom][.]vn/ TNHH MTV Shinhan Viét Nam

43 https://shinhan[.]hotrokhachhang- Website gia mao Ngan hang

uudaithemoi-thang11[.]Jcom[.]vn

TNHH MTYV Shinhan Viét Nam

https://shinhan[.]chamsockhachhang-

Website gia mao Ngan hang

49 hotro247-capnhatthe- i .
TNHH MTYV Shinhan Viét Nam
thang11[.]Jcom[.]vn
Website gia mao san TMDT
50 www/[.]sp7588p[.]Jcom
Shopee
51 httos: /5056188 "y Website gia mao san TMDT
ps://sp p[.]Jcom/my Shopee
Website gia mao san TMDT
52 https://nzu62352s[.]Jcom/order
Shopee
53 httos://s05 583 "y Website gia mao san TMDT
ps://sp pl.]Jcom/my Shopee
” httos:// o Website gia mao Tap doan Di¢n
ps://evnspl.Jco Iyc Viét Nam (EVN)
5 httos:// o Website gid mao Tap doan Dién
ps://www/.]evnsspc|.]co lye Viét Nam (EVN)
56 Website gia mao Tap doan Dién
www|.]evnspc[.]com lye Viét Nam (EVN)
57 httos:// ih Website gia mao Tap doan Dién
ps://evnspceskh[.Jcom lye Viét Nam (EVN)
58 I Website gid mao Tap doan Di¢n
evaspeeskhl.Jeom luc Viét Nam (EVN)
59 tikione[.]vip Website gia mao san TMDPT Tiki
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60 tikifreeship[.]xyz Website gia mao san TMPT Tiki
61 https://www/[.]tikifreeship|[.]cc Website gia mao san TMDPT Tiki
https://tiktok- L ,
62 , Website gia mao TikTok
svipl1[.]Jcom/r?code=YFVEZA
https://nappxutiktok[.]Jcom/?gad sour
ce=1&gclid=Cj0KCQiA57G5BhDU
ARIsACgCYnwlJ3b- o . :

63 .. Website gia mao TikTok
Bz8QctBB4Tipigl3qZOu58RxALH
VNIJgDNA82kM2MwgBOM30aApa

OEALw_wcB#

64 https://af].Jtiktok25881].]shop/ Website gia mao TikTok

65 Evaluatetravels[.]Jcom Website gia mao Traveloka

66 https://evaluatetravels|.]Jcom/login Website gia mao Traveloka
https://evaluatetravels|.]Jcom/rech

67 ps://evaluatetravels]. Jeom/recharg Website gia mao Traveloka

e
https://evaluatetravels[.]Jcom/my/hist

68 po-EvATIATEave S[_ Jeom/my/hus Website gid mao Traveloka

ory-recharge-withdraw

60 https://chinhphu[.]khaibaoshkdt[.]co Website gia mao Van phong

m/ Chinh phu
0 stnamtct 0] Website gia mao Van phong
vietnamtctgooc[.]com
8 Chinh phi
Website gia Vin ph¢
71 chinh-phu[.]cc eI gla,mao van phons
Chinh phu
Website gia mao Van phon
72 https://chinhphu-vn[.]Jcom/ 8 o phong
Chinh phu
L Website gia mao Vietnam
73 vnairlines[.]net

Airlines

74

https://phucloixahoi[.]quandoiviettel[
.Jeom/

Website gida mao Viettel
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75

https://viettel-post[.]cfd/vn/

Website gia mao ViettelPost

76

https://nhantienquoctej13][.]vercel[.]a
pp/dichvunhantien

Website gia mao Western Union

77

https://zloweb|[.]me/

Website gia mao Zalo
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Phu luc II

MOT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUC

/BC-CATTT ngay  thang  nam 2024

cua Cuc An toan thong tin)

T Mi fiiéfn yéu/  SL may bi
10 hong anh huwéng
https://nvd.nist.gov/vuln/detail/ CVE-
1 | CVE-2022-26809 14343 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2023-21716 6467 2023-21716
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2024-48618 5143
2024-48618
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2024-49046 4722
2024-49046
https://nvd.nist.gov/vuln/detail/ CVE-
5 | CVE-2023-40477 2267 004-40477
https://nvd.nist.gov/vuln/detail/ CVE-
6 | CVE-2024-10827 1531 2024-10827
https://nvd.nist.gov/vuln/detail/ CVE-
7 | CVE-2024-49039 1521 2021-49039
https://nvd.nist.gov/vuln/detail/ CVE-
8 | CVE-2021-40444 1297 2004-40444
5 | CVE-2024-10488 1977 https://nvd.nist.gov/vuln/detail/ CVE-
2024-10488
https://nvd.nist.gov/vuln/detail/ CVE-
10 | CVE-2023-38831 1197 2021.38831
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Phu luc III
THONG KE CAC THONG TIN CHI BAO (INDICATORS OF
COMPROMISE)

(Kém theo Bdo cdo sé6  /BC-CATTT ngay
cua Cuc An toan thong tin)

STT ‘ Indicators of compromise
{ 103.96.128].]144
5 AD6C84859D413D627ACS589AEDF9
891707E179D6C
3 348730018E0AS5554FOF05SE47BBA4
3DCOF55795AC
4 CO58F9FE91293040C8B0908D3DAF
C80F89D2E38B
s B3556D1052BF5432D39A6068CCFO0
0D8C318AF146
6 S8EAA213AE4D482938C5A7ECS523C
83D2C2E1E8COE
; C70C3750AC6B9D7B033ADDEFS83
8EF1CC28C262F3
3DD958CAG6EB7E8F0A0612D29545
8 3A3A10CO8F5FE
9 9B6A473820A72111C1A38735992B
55C413D9%41EE
4A5BCDAACOBC315EDDOOBB1FC
10 CD1322737BCBEEB
1 84F6BI9F13CDCD8D9D15D5820536
BC878CD89B3CS8
A1CA41FDB61F03659168050DE3E2
12 08F0940F37D8
812124B84C5EA455F7147D94EC38
13 D24BDF159F84
14 547BD65EEE05D744E075C5E12FB9
73A74D42438F
15 621E2B50A979D77BA3F271FAB943
26CCCBC009B4
16 67028 AEB095189FDF18B2D7B775B

62366EF224A9

thang  nam 2024

Ghi chu

Nhoém APT Evasive Panda
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93C1C8AD2AF64D0E4C132F067D3

17 69ECBEBAEOOB7
18 SafeShift390[.]Jonmicrosoft[.]com
40.90.196[.]221
19
38.180.136[.]85
20
Chién dich tan cong “VEILDrive”
91 GreenGuard036[.]Jonmicrosoft[.]Jcom ten cich tan cong rve
40.90.196[.]228
22
213.87.86[.]192
23
24 hxxps[://]tvdseo[.]com/file/synaptics|.]zi
p
hxxps[://]tvdseo[.]Jcom/file/Adonis/AdFni
25 s Bot
hxxps[://]tvdseo[.]Jcom/file/Adonis/Adoni
26 s XW_ENC
hxxps[://]tvdseo[.]com/file/STC/STC X
27 W_ENC
hxxps[://]tvdseo[.]com/file/STC/STC_OT
28 0
hxxps[://]tvdseo[.]com/file/STC/STC_BO L ,
29 T Chién dich tan céng s dung ma doc
“PXA ler” thuc hién bdi nhé
hxxps[://]tvdseo[.]com/file/STC/STC_PU A’Stezi er” thye lfn bil nhom
30 P tan cong mang goc Viét.
hxxps[://]tvdseo[.]Jcom/file/STC/STC_PU
31 RE_ENC
tvdseo[.Jcom
32
hxxps[://]tvdseo[.]com/file/PXA/PXA P
33 URE_ENC
hxxps[://]tvdseo[.]com/file/PXA/PXA P
34 URE_ENC
35 hxxps[://]tvdseo[.]com/file/Adonis/Adoni

s Bot0
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36

hxxps[://]tvdseo[.]com/file/STC/STC_PU

RE[.]b64
hxxps[://]tvdseol.]com/file/PXA/Cookie
37 Ext[.]zip
hxxps[://]tvdseo[.]com/file/PXA/PXA B
38 OT
hxxps[://]tvdseo[.]com/file/PXA/PXA B
39 OT
hxxps[://]tvdseo[.]com/file/Adonis/Adoni
40 s Bot
hxxps[://]tvdseo[.]com/file/STC/Cookie
41 Ext[.]zip
149[.]248[.]14[.]53
- [1248[ 114
4vw37z[.]cn
43
domain[.]dns04[.]com
44
45 microsoftservice[.]dns1[.]us
46 sitesafecdn].]hoptol.]org
47 www]|.]sitesafecdn[.]dynamic-
dns[.]net Nhém APT “Gelsermium®
210[.]209[.]72[.]180 om clsemiim
48
acro[.]ns1[.]name
49 [Ins1[.]
info[.]96html[.]com
50 [] []
51 pctftp[.]otzo[.]Jcom
5 traveltime[.]hopto[.]org

53

www][.]travel[.]dns04[.]Jcom




