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1. Tin tiec An toan thong tin

- Chién dich tin céng APT: Nhom APT nguoi Trung Quéc khai thac 16 hdng
Zero-day trén Ivanti dé trién khai ma doc

- Canh b4o: Hang triéu ma x&c thuc hai budc (2FA) cua Google, WhatsApp,
Facebook bi 16 lot trén khdng gian mang.

2. Piém yéu, 16 hong
- 1.014 15 hong duoc cong b va cap nhat.

- 07 15 hong, nhdm 16 hong trén cac san pham/dich vy pho bién tai Viét Nam.

3. Sb ligu, thong ké
- T4n cong DRDoS
- Tan cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 254 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng bao.

4. Tai li¢u lwu triv

Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhém APT nguoi Trung Quéc khai thac I8 héng Zero-day

A e 3R o1k e~ an ?
tren Ivanti de trien khai ma doc.

Cac nhom APT ¢ lién két toi Trung Quéc dang
cb duy tri trang thai lay nhiém sau khi khai thac thanh
cong 16 hong an toan thdng tin trén Ivanti Connect
Secure VPN ké ca sau khi thiét bj reset vé trang thai
méc dinh, cap nhat hé théng hay ban va.

Nhom APT UNC5325 thanh thao vé ky thuat
“living-off-the-land” (str dung c&c cong cu san cé
trén hé théng nhu PowerShell dé thyc hién tan cong).
Cu thé hon, nhom niy dang st dung ma doc nhu
LittleLamb.WoolTea dé duy tri trang théi 1y nhiém.

Ivanti 3 cong bd 5 16 hong khéc nhau ké tir
10/01, trong d6 bao gdm CVE-2024-21893, 16 hong
SSRF trong thanh phan SAML cua Ivanti Connect
Secure, Ivanti Policy Secure va Ivanti Neurons cho
thiét bi ZTA. Viéc khai thac thanh cong 15 hong da
cho phép UNC5325 truy cap trai phép vao cac tai
nguyén han ché.

M6t co quan bao mat da lién két UNC5325 Vi
mot nhdm APT khéc 1a UNC3886 do diém tuong
ddng vé chién thuat, ky thuat va qué trinh tan cong.
Nhom UNC3886 duoc tinh nghi 1a mét nhom gian
diép khong gian mang nguoi Trung Québc ciing sir
dung cac 156 héng Zero-day nham vao co so cong
nghiép qudc phong, t6 chirc cdng nghé va vién théng
dat tai My va khu vuc chau A Thai Binh Duong.

Trong chién dich tan cong, UNC5325 di trién
khai bién thé cua webshell BushWalk dé doc file
tly y va tranh bi phat hién. Déi twong con lgi dung
c4c thanh phan vén c6 cia Ivanti nhu plugin
SparkGateway dé trién khai backdoor, qua d6 xam
nhap sau hon vao hé théng bi anh huong. Bang cach
chén cac object chung vao SparkGateway, ddi
tuong da tao duong dan cho cac khai thac sau nay.

UNC5325 con sir dung co ché backup di ligu
hé théng va can thoi diém hanh dong vao llc cap
nhat dé bi mat nhing ma doc vao hé théng sau khi
dugc cap nhat. Mot thu doan khac dé duy tri trang
thai 18y nhidm duoc st dung 1a phan tich chi tiét
phan ctng cua thiét bi roi diéu chinh qua trinh reset
vé trang thai mac dinh dé van con ton tai sau khi
reset. Tuy nhién, nd luc dé ton tai sau khi reset vé
trang thai mac dinh cia nhom nay chua thanh cong.

Ngudn: https://www.bankinfosecurity.com/chinese-group-runs-highly-persistent-ivanti-0-day-exploits-a-

24471?2&web view=true



https://www.bankinfosecurity.com/chinese-group-runs-highly-persistent-ivanti-0-day-exploits-a-24471?&web_view=true
https://www.bankinfosecurity.com/chinese-group-runs-highly-persistent-ivanti-0-day-exploits-a-24471?&web_view=true

NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

*Hang trigu ma xac thue hai buéc (2FA) ciia Google,

WhatsApp, Facebook bi 1§ lot trén khong gian mang."

Céc chuyén gia bao mat da tiung dua ra
khuyén céo nguoi ding khéng nén st dung tin
nhan SMS cho viéc nhan ma 2FA do ching dé bi
chin bit hoic xam pham. Gan day, cac chuyén
gia da phat hién ra mot co s¢ dir liéu khong bao
mat ¢ chira hang triéu cac ma 2FA, va cd thé dé
dang doc duoc boi nhitng d6i tugng truy cap vao
co so dir liéu.

Cu thé hon, co so dir liéu c6 thé dé dang truy
cap dugc trén Internet nay da khong dugc dat
mat khau. Cac dbi tuong biét duoc dia chi IP cua
co so dir liéu c6 thé dé dang truy cap vao st dung
bat Ki trinh duyét web thong thudng nao trén
khong gian mang. Qua qua trinh diéu tra, co s&
dir liéu da duoc phét hién la thuoc so hitu cua YX
International, mot cong ty chau A cung cap dich
vu diéu huéng tin nhan SMS, cliing mét sb dich
vu khac. Hién co so dir liéu nay da duoc phia
cdng ty bao mat lai sau khi dugc nhic nho.

Véi lugng tin nhan luan chuyén hang ngay
Ién téi 5 triéu tin, co s& dir liu cua YX
International da tro thanh mot mo vang chira
thong tin quan trong nhu: duong dan reset mat
khau, md 2FA cho Google, WhatsApp,
Facebook va TikTok.

Trong phan lich sir s, tin nhan cii nhat ghi lai
trén co so dir liéu 1a tir thang 07/2023, viéc thiéu
s6t mat khau dé bao mat co so dit liéu c6 thé gay
chan dong cho nhiéu ngudi dung, tuy nhién, cac
chuyén gia cho rang ngudi ding khong can qué bat
an. Li do chinh 12 ban chat cia cac ma 2FA ¢ thoi
han st dung rat ngan, mot doi twong tan cong
mudn loi dung viéc 16 lot cua co so dit liéu nay can
phai giam sat lién tuc ca hoat dong cua nguoi dung
Idn su thay doi trén co so dit liéu, diéu nay trong
thuc té 1a rat hiém xay ra

Viy nguoi ding ¢ nén tiép tuc sir dung tin
nhin SMS lam phwong thirc nhan ma 2FA?

Y kién cua chuyén gia bao mat da cho rang,
v6i cac mdi de doa trén khéng gian mang dan tré
nén phuc tap va da 16p, tai khoan ngudi ding can
phai dugc bao mat mot cach tuong tu stir dung cac
ung dung xac thuc, khdéa bao mat vat ly va
passkey; va nguoi ding nén can nhéc cac lya chon
nay néu ho van dang sir dung ma 2FA nhan tir SMS
hoac tham chi la khdng st dung 2FA.

Ngudn:https://www.forbes.com/sites/daveywinder/2024/03/04/millions-of-google-whatsapp-facebook-

2fa-security-codes-leak-online/?ss=cybersecurity&sh=629f9cf774d1



https://www.forbes.com/sites/daveywinder/2024/03/04/millions-of-google-whatsapp-facebook-2fa-security-codes-leak-online/?ss=cybersecurity&sh=629f9cf774d1
https://www.forbes.com/sites/daveywinder/2024/03/04/millions-of-google-whatsapp-facebook-2fa-security-codes-leak-online/?ss=cybersecurity&sh=629f9cf774d1
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Nguy co' tan cong
' mang tu diém yeu,
* e hong

Trong tuan, céc t6 chic qubc té di cong bd
va cap nhat it nhat 1.014 15 hong, trong dé ¢
125 16 héng mac Cao, 300 16 hong mic Trung
binh, 33 15 hong mic Thap va 556 16 hong chua
danh gia. Trong d6 co it nhat 162 15 hong cho
phép chén va thuc thi ma Iénh.

Heé théng ky thuat cua Cuc ATTT cha Mgt sé 16 hong trén céc sdn pham/dich vu

dong ra quét trén khdng gian mang Viét Nam, phé bién tai Vigt Nam:

danh gia, thong ké cho thay c6 07 16 hong/nhom - Linux: CVE-2024-1784, CVE-2019-25160, ...

16 hong trén céc san pham, dich vu CNTT pho - Google: CVE-2024-1938, CVE-2024-1939

bién, c6 thé gay anh huong lon dén nguoi ding & _ Microsoft: CVE-2024-26192. CVE-2024-

Viét Nam: Nhdm 304 16 hong trong Linux, Nhém

02 16 hong trong Google, Nhém 03 15 hong trong 21423,...

Microsoft, Nhém 10 15 héng trong Dell, Nhém 08 - Dell: CVE-2024-24903, CVE-2024-22457, ...

16 hong trong Adobe, Nhém 06 16 hong trong - Adobe: CVE-2024-20765, CVE-2023-

Cisco,, Nhém 2% 16 hong trong IBM. Théng tin 44341, ..

chi tiét vé mot s6 16 hong trén cac san pham/dich _

vu phd bién tai Vist Nam cu thé nhu sau: - Cisco: CVE-2024-20267, CVE-2024-
20321, ...

- IBM: CVE-2022-43842, CVE-2023-25921, ...
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Théng tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M6 ta ngan Ghi cha
CVE-2024-1784
. Nhém 304 156 héng trong Linux cho phép C a
L Linux CVE-2019-25160 | 44 tugng tan cong thyc hién SQL Er?ggccﬁggﬁr\l/%
CVE-2019-25162 | Injection, truy cap va thyc hién cac hanh ban Vi
dong trai phep.
CVE-2024-1938 Nhom 02 I6 hong trong Google cho phép | Chua c6 thong
2 Google CVE-2024-1939 d91 ttfqng Ean cong trl,Jy cap va thuc hién | tin xaE: nhaim va
cac hanh dong trai phép. ban va
CVE-2024-26192 | Nhém 03 15 héng trong Microsoft cho Cn
. hép d5i tuong tan cong thuc hign tgn | Py co thong
3 Microsoft CVE-2024-21423 | P1°P ong ng i tin xac nhan va
cong truy cap va thuc hién cac hanh dong .
CVE-2024-26188 | tr4i phép. ban va
CVE-2024-24903
Nhom 10 15 hong trong Dell cho phép dbi .
4 Dell CVE-2024-22457 tuong tan cong khai thac 16 hong XSS, t?;lggccﬁﬁlgﬁr\l/%
CVE-2024-24904 | thuc hién tan cong tir choi dich vy, thuc thi ban VA
ma tur xa.
CVE-2024-20765
CVE-2023-44341 | Nhom 08 I6 hong trong Adobe cho phép | Chua c6 thong
5 Adobe CVE-2023-44342 dg)} tu?ng }an cpng Ehug thi mé& tir xa, thuc | tin xa? nhz;m va
hién tan cong tir choi dich vu. ban va
CVE-2024-20267
CVE-2024-20321 | Nhém 06 I6 hdng trong Cisco cho phép | Chua co thong
6 Cisco CVE-2024-20294 doi tuong tan cong thuc hién tan cong tur | tin xa? nhz;m va
choi dich vu. ban va
CVE-2022-43842 Nhom 22 16 hong trong IBM phép ddi
CVE-2023-25921 | tugng tan cdng thuc hién SQL Injection, | Chua c6 thong
7 IBM CVE-2023-25925 thuc ﬂ;ll mé tur xa, I_<[1a| thac !0 honAg XS§_, tin xat; nhz,jm va
truy cap va thuc hién cac hanh dong tréi ban va

phép.
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

|

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
52.509 (giam so V&i tuan truéc 53.886)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tin cdng DRDoS. Céc thiét
bi nay dang m¢ str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 thong ké thiét bi theo cong
dich vu phé bién trong tuan.

Théng ké tin cong vao
trang/cong thong tin dién ti
cia Viét Nam

Cai mi dfe i 18

Lira dio (Phishing) 105

Tan cong Phishing

|

Trén thé giGi c6 nhiéu céac trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cép, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
tng dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

Biu dé théng ké thiét bi theo céng dich vu
pho bién
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Tan cong Web

Trong tuan, c6 128 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 108 truong hop tin cong hia
dao (Phishing), 18 truong hop tin cong

cai cam ma doc.

Telegram

Facebook, Inc.

Gazprom

QOutlook L
ATET Inc
Bet365
Netflix Inc.
Crypto/Wallet
Webmail Providers
WhatsApp

Generic/Spear Phishing

Office365

Danh sach IP/tén mién dgc hai c6 nhiéu két ndi

tir Viét Nam

differentia.ru: 8273 IP

hzmksreiuojy.ru: 130 IP

disorderstatus.ru: 4324 IP

xjpakmdcfuqe.biz: 149 IP

atomictrivia.ru: 1967 IP

xjpakmdcfuge.com: 94 IP

amnsreiuojy.ru: 527 IP

xjpakmdcfuge.ru: 89 IP

restlesz.su: 241 IP

xjpakmdcfuge.in: 87 IP
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan da c6 254 phan anh truong hop Itra dao do nguorl dung Internet Viét Nam phan
anh veé Trung tam Giam sat an toan khdng gian mang quoc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao website cua ngan hang, cac trang thuong mai dién tur..

Duéi day 1a mét s6 trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi chu
amadbfk.shop Website gia mao san TMDT Amazon
hgffll.com Website gia mao san TMDT Tiki

sch.chamsockhachhang-truc-

3 tuyen-the.online Website gia mao Ngan hang TMCP Sai Gon
soppe68.com

4 vn88631p.com Website gia mao san TMDT Shopee
spmail86.com

5 cskh-vib-canhan.com Website gia mao Ngan hang TMCP Quoc té

Viét Nam
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*k*k
2. Déi véi cac diém yéu, 16 hong trong phan L§ hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théong ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach 1P/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bo hé thong mang néu c6 du
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, nng cao nhén thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc tro thanh nan nhan ctia nhimng cudc tin cong lira déo nay.

) N csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




