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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT RedCurl sir dung PCA Windows cho
hoat dong gian di¢p khdng gian mang.

- Canh béo: Chién dich tan cong plugin "Popup Builder" trén WordPress anh
huong hon 3.900 trang web.

2. Piém yéu, 16 hong
- 767 15 hong duoc cong bd va cap nhat.

- 07 15 hong, nhdm 16 hong trén cac san pham/dich vy pho bién tai Viét Nam.

3. Sb ligu, thong ké
- T4n cong DRDoS
- Tan cong Web

- T4n cdng lira ddo nguoi dung Viét Nam: 319 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng bao.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*chién dich tAn cong: Nhém APT RedCurl sir dung PCA

Windows cho hoat dgng gian di€p khong gian mang."

Nhom tan céng APT RedCurl, c6 ngudn gdc tir
Nga, da khai thac mot céng cu hop phap trén
Windows, goi la Program Compatibility Assistant
(PCA), dé chay céc lénh doc hai. PCA hay pcalua.exe
la mot cong cu duge dung dé phat hién va sua 10i
twong thich cia cac chuong trinh trén phién ban cii
cuia Windows. Tuy nhién, nhm tan cong nay da sir
dung no dé thuc thi ma tir xa, bo qua cac bién phap
bao mat thong thuong.

Nhém APT RedCurl, con c6 cac tén goi khac
nhu Earth Kapre va Red Wolf, da hoat dong tir nam
2018 véi cac chién dich gian diép khong gian mang
nham vao cac doanh nghiép tai nhiéu quéc gia nhu
Uc, Canada, Duc, Nga, Slovenia, Anh, My va
Ukraine. Trong cudc tan cong vao thang 11/2022 va
thang 05/2023, RedCurl da gay ra thiét hai nghiém
trong cho mot ngén hang I6n tai Nga va mot cong ty
tai Uc, khién dix liéu quan trong caa doanh nghiép va
thdng tin c& nhan ctia nhan vién bi danh cép.

Chién dich ciia nhém tn cong nay thuong bat
dau bang viéc giri cac email lira dao chira céc tép tin
doc hai nhu .ISO va .IMG. Sau do, chung s€ st dung
cmd.exe dé tai xudng tién ich "curl" tir may chu tur
Xa, tién ich nay sé duoc str dung lam kénh trung gian
dé tai xudng céc tép tin loader (ms.dll hoac ps.dll).

Céc tép DLL doc hai sau d6 sé st dung PCA
dé tao ra mot quy trinh bo tai khac dé két nbi dén
may chu chta "curl" va tai xudng loader. Bdng
thoi, nhém tan cong nay ciing sir dung phan mém
ma ngudn m¢ Impacket dé thuc thi ma tir xa ma
khong can quyeén truy cap.

Théng tin vé cudc tan cong nay duogc tiét 16
cung luc véi viec mot nhom APT khac, ciing dugc
cho 1a c6 lién quan dén Nga, dang str dung mot
DLL gia mao cé tén 1a Pelmeni dé trién khai ma
doc backdoor Kazuar viét bang .NET.

DLL doc hai Pelmeni thuong gia mao thanh
cac thu vién lién quan nhu SkyTel, NVIDIA
Geforce Experience, vncutil, ASUS va dugc tai vao
bang ky thuat DLL side-loading. Khi duoc kich
hoat bai chuong trinh bi anh huong thi DLL s¢€ giai
ma va thuc thi ma doc Kazuar.

Ngudn: https:/thehackernews.com/2024/03/redcurl-cybercrime-group-abuses-windows.html
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Tin tiec An toan thong tin

*Canh bao: Chién dich tin cong plugin ""Popup Builder"

trén WordPress anh hwéng hon 3.900 trang web.”"

Mot loat cac trang web da bi anh hudng boi
mét chién dich ma doc st dung mét 16 hdng an
toan thoéng tin & muc d6 cao trong plugin Popup
Builder trén WordPress. Trong vong 3 tuan, hon
3.900 trang web da bi tac dong boi chién dich
nay. Chién dich dugc bat dau tir cac tén mién
méi, v6i tén mién cii nhat dugc dang ky vao ngay
12/02/2024.

L5 héng CVE-2023-6000 trén Popup Builder
d3 bi khai thac dé tao nguoi dung quan tri khdng
hop 1€ va cai dat cac plugin tay y, lam cho qua
trinh 1y nhiém tré nén dé dang cho keé tan cong.
Trude d6, 16 hong nay da duoc sir dung trong
chién dich tan coéng Balada Injector vao thang
01/2024, lam anh huong toi khoang 7000 trang
web. Dién bién méi nhat trong chién dich nay 1
viéc chén doan ma doc hai, dugc chia thanh hai
bién thé nham muc tiéu diéu hudng nguoi ding
dén cac trang web doc hai.

Chu céc trang web str dung WordPress dugc
khuyén nghi cap nhat cac plugin I&n phién ban
méi nhét va thuc hién viée quét website dé phét
hién cdc ma doc hodc nguoi dung c6 hanh vi
dang ngd. Bong thoi, can thuc hién cac bién phap
xtr Iy phi hop dé bao vé trang web ctia minh.

Théng tin vé cudc tan cong duoc tiét 16 sau khi
bo phan bao mat cia WordPress cong bé mét 16
hong an toan théng tin trén plugin Ultimate
Member, c6 thé bi khai thac dé chén cac doan ma
script doc hai. L5 hong nay c6 md CVE-2024-2123
(Piém CVSS: 7.2), cho phép ddi tugng tan cong
khai thac 15i XSS va anh hudng dén cac phién ban
cii hon 2.8.3 cua plugin. Hién 15 hong nay da duoc
va trong phién ban 2.8.4 tr¢ 1én.

Vao thang 02/2024, WordPress cling da xu ly
mot 16 hong twong ty voi mid CVE-2024-1071
(Diém CVSS la 9.8). Ngoai ra, mét 16 hong khéc
lién quan dén viéc tai Ién file thy y trong Avada
WordPress (CVE-2024-1468, diém CVSS: 8.8)
cling da duoc phét hién. Di twong tin cong co thé
khai thac 16 hong nay dé thyc thi ma tir xa. Hién 16
hong nay da duoc vé trong phién ban 7.11.5 cia
Avada.

Nguon: https://thehackernews.com/2024/03/malware-campaign-exploits-popup-builder.html
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Nguy co' tan cong
' mang tu diém yeu,
* e hong

Trong tuan, céc t6 chic qubc té di cong bd
va cap nhat it nhat 767 15 hong, trong d6 c6 195
156 hong muc Cao, 299 15 hong mac Trung binh,
30 16 hong mirc Thap va 243 15 hong chua danh
gia. Trong do6 c6 it nhat 190 16 hong cho phép
chen va thuc thi ma Iénh.

Hé théng k§ thuat caa Cuc ATTT chu Mgt sé |6 hang trén cac sdn pham/dich vu
dong ra quét trén khong gian mang Viét Nam, phé bién tai Viét Nam:
danh gi4, thong ké cho thay cd 07 16 hang/nhom - Linux: CVE-2024-26616, CVE-2021-47109,...
16 hong trén céc san pham, dich vu CNTT phd - Google: CVE-2024-0039, CVE-2024-0044,...

bien, c0 the gay anh huong I6n dén ngudi diNg & _ Ap1e- CV/E-2024-23300, CVE-2023-42938, ..
Viét Nam: Nhoém 50 16 hong trong Linux, Nhém ]

58 16 hong trong Google, Nhém 03 156 hong trong - Microsoft: CVE-2024-26203, CVE-2024-
Apple, Nhém 61 156 hong trong Microsoft, Nhdm 21400,...

09 15 héng trong Fortinet, Nhém 09 15 héng trong - Fortinet: CVE-2023-47534, CVE-2023-
Cisco, Nhom 14 15 hong trong IBM. Théng tin 48788,...

chi tiét vé mot s6 16 hong trén cac san pham/dich o
vu phé bién tai Viet Nam cu thé nhu sau: - Cisco: CVE-2024-20319, CVE-2024-20318,...

- IBM: CVE-2024-22346, CVE-2024-27266,...
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Théng tin diém yéu, 16 hong

San N R A WA N Co
TT pham/ dich vu Ma 16i quoc te M6 ta ngan Ghi cha
CVE-2024-26616
CVE-2021-47109 | Nhom 50 15 héng trong Linux cho phép Chua c6 théng
1 Linux CVE-2021-47110 tlfqng tAan cong trgy cap va thuc hién cac | tin xac nha:in va
hanh dong trai phép. ban va
CVE-2024-0039 .
CVE-2024-0044 | Nnom 58 lo hong trong Google cho phép | . o6 thang
5 Google doi tugng tan cong thuc thi ma tur xa, leo tin xac nhan va
g CVE-2024-0045 thang dac quyen, thuc hién tan cong tur ban V4
choi dich vu.
CVE-2024-23300 | Nhém 03 18 héng trong Apple cho phép Chua c6 thong
3 Apple CVE-2023-42938 dbi twong tan cong leo thang dac quyen, tin x4c nhan va
thuc thi m& tir xa, truy cap va thyc hién cac ban Vi
CVE-2024-23298 | hanh dong tréi phép.
CVE-2024-26203
Nhom 61 156 héng trong Microsoft cho a
4 Microsoft CVE-2024-21400 phép dbi twong tan cdng thyc thi ma tir xa, t(|: ;lggccgﬁgr?r\]/%
CVE-2024-21421 | leo thang dac quyen, khai thac 16i XSS, ban VA
thuc hién tan céng tr choi dich vu.
CVE-2023-47534
CVE-2023-48788 | Nhom 09 IS hong trong Fortinet cho phép | Chua c6 thong
5 Fortinet CVE-2023-36554 691 tugng tan_gong thu‘c thi [na tu,>_<a, t[uy tin xa? nhz;m va
cap va thyc hién cac hanh dong trai phép. ban va
CVE-2024-20319
CVE-2024-20318 Nhom 09 16 hong trrc])ng hClsco cho phép Chua c6 thong
5 Cisco d6i tuong tan cong thyc hién tan cong tur in & nhan va
CVE-2024-20327 | chéi dich vu, leo thang dic quyén, khai ban V4
thac 16i XSS.
CVE-2024-22346 o )
CVE-2024-27266 | \nom 14 16 hong trong IBM phép doi | gy o 4 tin
7 IBM tugng tan cong leo thang dac quyen, khai %4C Nhan VA ban
CVE-2021-38938 | thac loi XSS, truy cap va thuc hién cac s
. . - va
hanh ddng trai phép.
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS —
Biéu do thong keé thiét bi theo cong dich vu

|

Tuan vira qua tai Viét Nam, ¢ rat nhiéu pr
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
52.933 (tang so Véi tuan trudc 52.416)
thiét bi c6 kha ning bi huy dong va tro v
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m¢ str dung cac dich vu NTP R =
(123), DNS (53), Chargen (19). Duéi
day 1a biéu d6 thong ké thiét bi theo cong
dich vu phd bién trong tuan. Tan cong Web
Trong tuan, c6 80 trudng hop tan cong
) ) VAo trang/cong thong tin dién tir ctia
Thong ké tan cong vao Viét Nam: 80 truong hop tan cong hra
trang/cong thong tin di¢n tir dao (Phishing), 0 trudng hop tan cong
cia Vi¢t Nam cai cam ma doc.
Lira diio (Phishing) 80
other (9)
ATET Inc.
Telegram
Webmail Providers
United States Postal Service
Netflix Inc.
- - . . Crypto/Wallet Gazprom
| , . Office365
Trén thé gidi ¢ nhiéu céc trang web gia Generic/Spear Phishing
mao céc t6 chic, doanh nghiép, nha . o
cung cép, dich vy 16n nhu: Cac mang x4 Danh sach IP/tén mién dgc hai c6 nhieu ket noi
hoi, ngan hang, thu dién ta,v.v...Viét tir Vigt Nam
Nam c6 nhiéu nguoi dung cac dich vy, differentia.ru: 1888 IP hzmksreiuojy.ru: 37 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 1110 IP | xjpakmdcfuge.biz: 23 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 521 IP xjpakmdcfuge.com: 22 IP
N Wl Siode amnsreiuojy.ru: 133 IP xjpakmdcfuge.ru: 15 IP
Apple, Paypal,v.v... vi vay ngud dung restlesz.su%? IP X}Eakmdcfuge.in: 12 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tan cong hira ddao nguoi ding Viét Nam

Trong tuan da c6 319 phan anh truong hop hra dao do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao website cua ngan hang, cac trang thuong mai dién tur...

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT

Website lira dao

Ghi chu

vn11568p[.]Jcom
vn85548s[.]Jcom
shoppeemall[.]net

Website gia mao san TMDT Shopee

dich-vu-the-vdiamond-vib[.]Jcom
dich-vu-vip3-vib[.]Jcom

Website gia mao Ngén hang Thuong mai Co
phan Quoc té Viét Nam

tikib[.Jvip
eufk22[.Jcom
atgall[.]Jcom
tdkd02[.Jcom
tdkdO3[.Jcom

Website gia mao san TMDT Tiki

policeonline[.]club

Website gia mao Trung tam Giam sat an toan
khong gian mang quoc gia (NCSC)

dichvucong].]zlgov[.]Jcom
dichvucong].]tkgov[.Jcom
dichvucongl.]dulieugquocgia[.Jcom

Website gia mao Dich vu cong Quéc Gia

www[.]Jamadbfk][.]vip

Website gia mao san TMDT Amazon

taichinhmb[.Jcom
cskhmbcanhan[.Jcom
vib[.Jchamsocthekhachang-
tructuyen[.Jcom[.Jvn

Website gia mao Ngan hang TMCP Quan d6i

aeeonmaill[.Jcom

Website gia mao Céng ty TNHH Aeon Viét
Nam

www[.]hdsaison-app[.]vip

www][.]hdsaison-com[.]cc
www/[.]hdsaison-hi[.]cc
www/[.]hdsaison-vn[.]Jcc

Website gia mao Cong ty Tai chinh TNHH
HD SAISON

N



https://atqa11[.]com/
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xtr 1y kip thoi.

*k*k
2. Déi véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théong ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong muc Danh sach IP/tén mién ddc hai cé6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy céc thiét bi trong toan bd hé thdng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can cht y quan tim khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, nng cao nhén thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

) N csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




