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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhdm APT41 b sung méa doc DodgeBox va
MoonWalk vao kho ma doc cua minh trong céc chién dich tan céng.

- Canh bao: Palo Alto Networks phat hanh ban va cho I16i nghiém trong trén
cong cu di roi Expedition.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So ligu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 1.942 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tn cong APT: Nhém APT41 bd sung ma doc
DodgeBox va MoonWalk vao kho ma dgc caa minh trong cac

- K . A ~ 97
chién dich tan cong

Nhom APT41 c6 ngudn gbc tir Trung Qudc
dang bi tinh nghi sir dung phién ban nang cap cua
mi doc StealthVector dé phat tdn mot backdoor
méi c6 tén MoonWalk. Bién thé mai nay, con
duoc goi laDUSTPAN hoac DodgeBox, da dugc
phat hién vao thang 4 nam 2024.

DodgeBox la mot loader ¢6 nhiém vu phéat
tan backdoor MoonWalk. Ca hai déu sir dung
nhiéu k§y thuat né tranh bi phat hién va sir dung
Google Drive cho viéc giao tiép C&C.

APT41 bat ¢au hoat dong tir nam 2007 va co
nhiéu tén goi khac nhau nhu Axiom, Blackfly,
Brass Typhoon, Bronze Atlas, Earth Baku,
HOODOO, Red Kelpie, TA415, Wicked Panda,
va Winnti.

Vao thang 9 nam 2020, B6 Tu phap Hoa
Ky da truy t6 mot s6 thanh vién cua nhém voi
t6i danh t6 chirc cac chién dich tan céng nham
vao hon 100 t6 chic toan cau, bao gom danh
cap ma ngudn, chieng chi ky ma phan mém, di
liéu khach hang va théng tin kinh doanh c6 gia
tri, cung va&i cac hoat dong ransomware va
crypto-jacking.

Trong nhitng nam gan day, nhém APT41
d3 bi phat hién c6 lién quan dén cac vu xam
nhap vao mang ludi chinh pha My tr thang 5
nam 2021 dén thang 2 nam 2022, va cac cudc
tan cong nham vao cac to chac truyén thdng
Pai Loan bang cong cu ma nguon mg Google
Command and Control (GC2).

M3 doc StealthVector 1an dau tién duogc
ghi nhan do nhom APT41 st dung vao thang 8
nim 2021, 13 mot shellcode loader viét bang
C/C++ dung dé trién khai Cobalt Strike
Beacon va shellcode ScrambleCross (con goi
la SideWalk). DodgeBox dugc danh gia la
phién ban cai tién cua StealthVector, tich hop
nhiéu k¥ thuat nhu stack spoofing, DLL side-
loading va DLL hollowing dé né tranh bi phéat
hién.

Ngudn: https://thehackernews.com/2024/07/chinese-apt41-upgrades-malware-arsenal.html
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*Chién dich tAn cong APT: Nhém APT41 bd sung ma doc

DodgeBox va MoonWalk vao kho ma doc cia minh trong cac

- K . X A 17
chien dich tan cong

Nhom APT41 da su dung file thuc thi
"taskhost.exe" cua Sandboxie dé sideload DLL
doc hai "sbiedll.dll", mot DLL loader viét bang C
cd nhiém vu giai ma va thuc thi payload backdoor
MoonWalk. Nhém APT41 dugc xac dinh lién
quan dén viéc sir dung ma doc DodgeBox dua trén
nhitng diém tuong dong gita DodgeBox va
StealthVector, cling nhu viéc sir dung DLL side-
loading — mot ki thuat phd bién duoc cac nhém
tan cong Trung Quéc str dung dé trién khai ma
ddc nhu PlugX.

DodgeBox la mét loader ma doc mai, st dung
nhiéu ky thuat dé tranh phat hién ca tinh va dong.
Ma doc nay c6 kha nang giai ma va tai cac thu
vién dong (DLL) dugc nhung vao, thuc hién cac
Kiém tra dé xac dinh méi truong hoat dong va rang
budc cac diéu kién, dong thoi thuc hién céc quy
trinh dé don dep hé théng sau khi thuc thi. Biéu
nay dat ra thach thicc 16n d6i voi cac bién phép
bao mat hién tai. Cac mau phan tich DodgeBox
cling da duoc gui toi VirusTotal tir Thai Lan va
Dai Loan, hai khu vuc mang tinh chién luoc tai
Trung Quédc

Mét s6 IoC dwgc ghi nhén:

0d068b6d0523f069d1ada59c12891c4a

b3067f382d70705d4c8f6977a7d7beed

d72f202¢1d684c9a19f075290a60920f

294cc02db5al22e3albc4f07997956da

393065ef9754e3f39b24b2d1051eab61

bcac2cbda36019776d7861f12d9b59c4

f062183da590aba5e911d2392bc29181

4141c4b827ff67c180096ff5f2cc1474

bc85062de0f70afd44bb072b0b71a8cc

72070b165d1f11bd4d009a81bf28a3e5

f0953ed4a679b987a2da955788737602

Ngudn: https://thehackernews.com/2024/07/chinese-apt41-upgrades-malware-arsenal.html
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*Canh bao: Palo Alto Networks phat hanh ban va cho 15i

nghiém trong trén cong cu di roi Expedition"

Palo Alto Networks vira phat hanh cac ban cap

nhat bao mat dé khic phuc 05 16 hong an toan
thong tin, trong d6 c6 mot 16 hong & mirc nghiém
trong cé thé dan dén viéc bd qua xac thuc
(bypass).

L3 hong Nghiém trong c6 ma CVE-2024-5910
(Piém CVSS: 9.3), day 1a 16i bo qua xéac thyc ton
tai trén cong cu di ro1 Expedition cua Palo Alto
Networks, c6 thé din dén viéc chiém quyén quan
tri vién. LS hong ndy anh hudng dén tt ca cac
phién ban ctuia Expedition trudc phién ban 1.2.92
va da dugc vé trong phién ban mdi nhat.

Hién chua c6 bang chimg vé viéc 16 hong nay
da bi tan cong trong thuc té, tuy nhién, ngudi
ding nén cap nhat dé bao vé hé thong khoi cac
nguy co bi tn céng. Trong trudng hop khong thé
cap nhat ngay, Palo Alto Networks khuyén nghi
giéi han quyén truy cap vao Expedition chi cho
cac nguoi dung, host va mang dugc ty quyén.

Ngoai ra, Palo Alto Networks ciing da va 15i
CVE-2024-3596 (hay BlastRADIUS) trong giao
thire RADIUS. L3 hong nay cho phép ké tin cong
thuc hién cudc tan cong Adversary-in-the-middle
(AitM) chen vao két ndi giira teong hra PAN-OS
cua Palo Alto Networks va may cha RADIUS dé
bo qua xac thue. Déi tuong tan cong co thé leo
thang dac quyén Ién téi mic "superuser" khi may
chu st dung x&c thuc RADIUS va giao thuc
CHAP hoic PAP duoc kich hoat.

Cu thé, cac phién ban PAN-OS sau ddy da bj anh
huong boi 10 hong BlastRADIUS:

o« PAN-OS 11.1 (phién ban cii hon 11.1.3,
da dugc va tu phién ban 11.1.3)

e« PAN-OS 11.0 (phién ban cii hon 11.0.4-
h4, da duoc va tir phién ban 11.0.4-h4)

e PAN-OS 10.2 (phién ban cii hon 10.2.10,
da dugc va tur phién ban 10.2.10)

e« PAN-OS 10.1 (phién ban cti hon 10.1.14,
da dugc va tur phién ban 10.1.14)

o PAN-OS 9.1 (phién ban cii hon 9.1.19, da
dugc va tir phién ban 9.1.19)

Péi voi Prisma Access, moi phién ban déu bi
anh huong va du kién s& co ban va dugc phat
hanh vao ngay 30/07. Ngoai ra, luu ¥ rang giao
thirc CHAP/PAP khong nén dugc stir dung trur khi
chung dugc bao v¢ bdi mot 16p tunnel ma hoa, vi
hai giao thirc nay khong hd tro Transport Layer
Security (TLYS).

Ngudn: https://thehackernews.com/2024/07/palo-alto-networks-patches-critical.html
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\ Nguy co’ tan cong mang tir diem yéu,
Qe \
106 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 432 15 hong, trong do
c6 133 15 hong muac Cao, 149 16 hdng mic
Trung binh, 19 16 hong muc Thap va 131 15
hong chua danh gia. Trong d6 c6 it nhat 81 1§
hong cho phép chén va thyc thi ma 1énh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chii y ¢6 03 16 hong anh huéng cac san pham cia OpenSSH, GeoServer va
Microsoft cu thé 1a nhu sau:

e CVE-2024-6387 (Piém CVSS: 8.1 — Cao): L6 hong ton tai trén may chii OpenSSH cho
phép dbi tuong tan cdng khai thac 18i Race Condition, cho phép dbi twong tan cong truy cap
va thyc hién céc hanh vi trai phép. Hién 16 hong da c6 ma khai thac va dang bi khai thac
trong thyc té.

e CVE-2024-36401 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén GeoServer
cho phép dbi twong tan céng thuc thi ma tir xa thong qua viéc truyén vao dit liéu doc hai
tGi cac phién GeoServer cau hinh mic dinh. Hién 16 hong da c6 ma khai thac va dang bi
khai théac trong thuc té.

e CVE-2023-24860 (Piém CVSS: 7.5 — Cao): L4 hdng ton tai trén Microsoft Defender cho
phép ddi twong tan cong thuc hién tan cong tir chdi dich vy, 1am sap dich vu bang céch sir
dung file doc hai. Hién 15 héng chua c6 ma khai thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 8.1 (Cao)

i AI}h qhuér:ng:AOpenSSH, . o https://nvd.nist.gov/v
1 CVE-2024-6387 | - MOt Lohdng cho phép doi tugng tan cong truy | - eraiicvE-

cap~va7th1_rc hién cac hanh vi tréi phep. 9024-6387

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- Biém CVSS: 7.5 (Cao)

i AnAh }{uén:g: I\!Iicrosoft D‘?fe”‘ﬂ‘?r- + | https://nvd.nist.gov/v
2 | CVE-2003-24860 | MO t: L0 hong cho phep doi uong tan cONg | 0 qersiiicvE-

thu~c h!¢n tan cong tur choi dich vu. 2023-24860

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

i AnAh h}wn:g: (EeoServer L « .| https://nvd.nist.gov/v
3 | CVE-2024-36401 | MO & L0 hong cho phép doi tugng tan cONg | 1 derail/cVE-

th1_r~c thl ma tr Xa. 902436401

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 9.8 (Nghiém trong)

i AnAh 1{“5’”9: A;dobe Comr’nerc?. « .| https://nvd.nist.gov/v
4 | cvE-2024-30102 |7 MOt LO hong cho phép doi twong tan €ONG | 1 qergilicvE-

thu~c tf]l ma tr Xa. 9024-34102

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhom tan cong

- Piém CVSS: 7.5 (Cao)

- Anh huong: Microsoft Windows 10, Windows

11. https://nvd.nist.gov/v
5 CVE-2024-38112 | - M@ ta: L& hong cho phép dbi tugng tan cong truy | uln/detail/CVE-

cap va thuc hién cac hanh vi trai phép.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhom tan cong

2024-38112




NCSCX
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National Cyber Se

TT Ma 18i quéc té M6 ta ngin Ghi chd

- biém CVSS: 8.1 (Cao)

- An}l th?rnXg: I\!Iicrosoft Vi’sualftudio, .NAET ) https://nvd.nist.gov/v
6 | CVE-2024-35264 | MO t: L0 hong cho phép doi twong tan cong | eriiove-

thl_l'f: tr]l ma tir xa. 902435264

- Lo hong dang bi khai thac trong mo6i truong thyuc

té boi cac nhém tan cong

- biém CVSS: 7.8 (Cao)

- Anh huéng: Windows 11, Windows Server

2022. , , https://nvd.nist.gov/v
7 CVE-2024-38080 - M0 ta: Lo hong cho phép doi tugng tan cong leo uln/detail/CVE-

thang dic quyan. 2024-38080

- L3 hong di c¢6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 7.8 (Cao)

- Anh huong: VMware vCenter Server. .

- M6 ta: LS ghéng cho phép ddi tugng tan cong leo https://nvd:nlst.gov/v
8 CVE-2024-37081 . N i uln/detail/CVE-

thang dic quyen. 2024-37081

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- biém CVSS: 8.8 (Cao)

- Anp huong: Microsoft Outloo,lf. o https://nvd.nist.gov/v
9 | CVE-2024-38021 | MO ta: L6 hong cho phép doi tugng tan cong |, n/getajl/CVE-

thug thl ma tur xa. ' 9024-38021

- L0 hong dang bi khai thac trong mdi truong thuc

té boi cac nhom tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Ngdn ngit 1ap trinh PHP.

- M6 ta: L3 hong cho phép dbi twong tan cong | https://nvd.nist.goviv
10 CVE-2024-4577 thuc thi ma tay y, truy cap va thuc hién cac hanh uln/detail/CVE-

vi tréi phép. 2024-4577

- L3 hong di c¢6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n C6 n g D R DO S Biéu d théng ké ;l;iéé:] :: nﬂleo cbng dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 son
40.952 (tang so vé6i tuan truéc 39.780) o
thiét bi c6 kha nang bi huy dong va tro s

thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 64 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng ke thn cong vio Viét Nam: 53 truong hop tan cong lira
trang/cong thong tin dién ti dao (Phishing), 11 truong hop tan cong
cua Viét Nam cai c&m ma doc.
Cii mi dgc _ 11
Lira ddo (Phishing) 53
Stealrat

Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cac mang botnet

nhom ddi twong diéu khién thiét bi thuoc differentia.ru restless.su

c4c mang botnet dé thuc hién cac hanh disorderstatus.ru andall.servicesgl.info

vi trai phép nhu trién khai tin cong atomictrivia.ru db2017417b23.zapto.org

DDoS, phét tin ma dgc, guri thu rac, truy AIREHETRE] A0 wyv_w.hnmrw.net

cap va dénh cép dit licu trén thiét bi. rgstlesz.su . elitiorecfreetoo.cc

Trong tudn, ghi nhan 20 dia chi ijakmd_cfu'qe.blz www.uyxlemnutwvo.me.uk

o o i i hzmksreiuojy.ru www.uvcbedlkdefg.me.uk

IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.com sql.onlyslg.lol

nguoi dung Vigt Nam. xjpakmdcfuge.ru ynefefyopgvu.com
xjpakmdcfuge.in xkbowvakacehgxkgt.org
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan di c6 1.942 phan anh truong hop lira dao do nguoi dung Internet Viét Nam
phan anh vé Trung tam Gidm sat an toan khong gian mang quéc gia (NCSC) qua h¢ théng tai
dia chi https://canhbao.khonggianmang.vn. Qua klem tra, phan tich ¢ nhiéu truong hop lra
da0 gia mao céc t6 chirc, doanh nghiép, nha cung cip, dich vu I6n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,..

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
. Website gia mao Bao hiém X4 hoi
1 https://vssid[.]Jgovnn][.]cc/ Viét Nam
. . . Website gia mao Bao hiém X4 hoi
2 https://baohiemxahoi[.]Jvnagov[.]Jcom Viét Nam
] : Website gia mao Cong ty C6 phan
3 https://icchanoi[.Jnet/ Pau tr Quac té ICC Ha Noi
. o Website gia mao Cong ty c6 phan
4 https://giiao[.]hangtietkiem[.]Jcom giao hang tiét kiém
5 https://mfacebook-com[.]vn/ Website gia mao Facebook
) . . Website gia mao Ngan hang TMCP
6 https://mwww/[.]baovietcom[.]vip/ Bao Viét
_ Website gia mao Ngan hang TMCP
7 https://khtechcanhan[.Jcom/ K§ Thirong Viét Nam
8 https://tcvnhomefic[.]Jcom Website gia maOANgqU hang TMCP
Quan doi
) . . Website gia mao Ngan hang
9 https://centralmarketing[.]Jonline/ Worldbank Viét Nam
10 https://nze98582s[.]Jcom/ Website gia mao san TMDT Shopee
11 https://ivnc75635s[.]Jcom Website gia mao san TMDT Shopee
12 https://vnc69977s[.Jcom Website gia mao san TMBDT Shopee
13 https://www/[.]shopeesop[.]Jcom Website gia mao san TMBT Shopee
14 https://wwwl.]tikifreeship[.]vip/ Website gia mao san TMDT Tiki
15 https://tdke00[.Jcom/ Website gia mao san TMDT Tiki
16 https://tdkt07[.Jcom Website gia mao san TMDT Tiki
17 https://tikijaj2[.Jcom Website gia mao san TMDPT Tiki
18 https://tikt88[.]Jcom Website gia mao san TMDT Tiki
19 https://businesseventskp|[.]top Website gia mao san TMDT Tiki
20 https://xacnhanthutuchoantra[.]us/ Website gia mao Western Union
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




