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1. Tin tiec An toan thong tin

- Chién dich tn cong APT: Nhém APT Trung Quéc sir dung ma doc MgBot
va MACMA dé tan cong Dai Loan va to chic phi chinh phu My.

- Canh béo: L& hdng Zero-day trén Telegram cho phép phat tan APK Android
doc hai dudi dang video.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddo ngwdi dung Viét Nam: 1573 truong hop hra dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv

Chuyén muc Canh béo tuan tai dia chi: https://khonggianmang.vn
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Tin tiec An toan thong tin

*chién dich tn cong APT: Nhém APT Trung Quéc sir dung
mi doc MgBot va MACMA dé tan cong Pai Loan va to chic
phi chinh pha My"

Céc t6 chirc tai Pai Loan va mot to chic phi
chinh phu (NGO) cua My dat tai Trung Qudc da
tro thanh muc tiéu caa nhom APT Daggerfly,
mot nhém tin céng mang dugc Bic Kinh hau
thuan. Nhom nay sur dung cac céng cu ma doc da
duoc nang cap dé thyuc hién cac cudc tan cong.

Chién dich nay cho thiy Daggerfly ciing
tham gia vao hoat dong gian diép noi bo. Trong
d6, Daggerfly da khai thac 16 héng CVE-2024-
38112 ton tai trén may chu Apache HTTP dé phat
tan ma doc MgBot. LS hong nay di duoc
Microsoft khic phuc trong ban vé Patch Tuesday
gan nhat, duoc danh gia 1a mot 16 hong spoofing
trong dong co trinh duy¢t MSHTML cua Internet
Explorer.

Daggerfly, con duoc biét dén véi tén
Bronze Highland va Evasive Panda, da hoat
dong tor nam 2012 va tung st dung ma doc
MgBot trong céc chién dich thu thap thdng tin
tir cac nha cung cap dich vu vién thong tai
Chau Phi.

Ngoai ma doc MgBot, Daggerfly con sir
dung phién ban cai tién ciia ma doc MgBot trén
hé diéu hanh macOS c6 tén MACMA.
MACMA duoc phét hién lan dau vao thang
11/2021 béi nhom Threat Analysis Group cua
Google, ma doc nay phat tan qua cac cudc tan
cong watering hole nham vao ngudi ding tai
Hong Kong bang cach khai thac 156 hong trén
trinh duyét Safari. Pugc biét MACMA tai str
dung ma nguon tir cac nha phat trién
ELF/Android, cho thiy kha ning n6 ciing da
nham vao dién thoai Android.

Bang chung cho thiy ma doc MACMA c6
lién quan dén nhom Daggerfly dya trén suw
tring 1ap ma ngudn véi MgBot va két nbi dén
may chi C&C ¢6 TP 103.243.212[.198, day la
IP tirng duoc dropper cia ma doc MgBot sir
dung.

Nguon: https://thehackernews.com/2024/07/chinese-hackers-target-taiwan-and-us.html



https://thehackernews.com/2024/07/chinese-hackers-target-taiwan-and-us.html

NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

Ngoai hai m& doc trén, Daggerfly con sir dung thém ma doc Nightdoor (hay NetMM va Suzafk),
mét ma doc gai vao hé thong sir dung Google Drive API lam C&C va di dugc sir dung trong cac cudc
tan cong watering hole nham vao ngudi dung Tay Tang ké tir thang 9 nam 2023.

Théng tin vé nhém Daggerfly va chién dich nay dwoc cong bb ngay sau khi Trung tam Ung pho
Khan cap Virus May tinh Quéc gia (CVERC) cua Trung Quédc céo bugc rang Volt Typhoon, duoc
Five Eyes x4c dinh 12 nhom gian diép mang caa Trung Qudc, thuc té day 1a mot chién dich tin gia do
céc co quan tinh bao My dung 1én nham bdi nho Trung Quéc.

M#t s6 ToC dwoc ghi nhan:
103.243.212[ 198
103.96.131[.]150
103.96.128[.]44

Ngudn: https://thehackernews.com/2024/07/chinese-hackers-target-taiwan-and-us.html
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“canh bao: LS hong Zero-day trén Telegram cho phép phét
tan APK Android d¢c hai dwéi dang video"

Telegram Zero-Day Exploited Via Video File

Mot 16 hong Zero-day trén Telegram, dugc
goi la “EvilVideo,” da bi khai thac dé gui cac
file APK doc hai du6i dang video dén thiét b
Android. LS hong nay di duoc rao ban tir ngay
06/6/2024 béi mot doi twong cb tén la
“Ancryno” trén dién dan XSS hacking tiéng
Nga, va dugc cho 1a anh hudng dén cac phién
ban Telegram cli hon v10.14.4.

L3 hong nay dugc phat hién sau khi mot
minh hoa PoC dugc chia s¢ trén kénh Telegram
cong khai, gilp cac chuyén gia bao mat tai
ESET tiép can duogc payload doc hai. Sau khi
phan tich, ESET xéac nhan 16 héng hoat dong
nhu mo td va da thong bao cho Telegram vao
ngiy 26/6 va mot lan nita vao ngay 04/7. L&
hong nay da dugc va trong phién ban v10.14.5
phat hanh vao ngay 11/7/2024.

Hién chua c6 thong tin rd rang vé viéc 16 hong cé
bi khai thac trong thuc té hay khdng, tuy nhién, cac
chuyén gia da phat hién may chu C&C sur dung bai
payload c6 dia chi “infinityhackscharan.ddns[.]net”.

Chi tiét vé viéc khai thac 16 hong Zero-day

Ld hong “EvilVideo” anh huéng dén phién ban
Android cua Telegram va cho phép dbi tugng tan
cong tao ra cac tép APK doc hai dugc gui téi nguoi
dung dudi dang video. L3 hong nay st dung API cua
Telegram dé tao céc tin nhan gia dang video dai 30
giay.

Vai cai dat mac dinh, ung dung Telegram trén
Android s& ty dong tai xudng céc tép phuong tién
nhu anh va video. Do d6, ngudi ding chi can mo
kénh chira tin nhin payload 1a da c6 thé bi nhidm ma
doc ngay lap tic. Néu tat tinh nang tu dong tai xudng,
ngudi ding van cé nguy co lay nhiém chi bang mot
lan click vao video. Khi video gia duoc mo,
Telegram s& hién thdng béo yéu cau chon trinh phét
video bén ngoai. Néu nguoi dung dong y, payload s&
dugc thuc thi. Tiép theo, ngudi duing s& dugc yéu cau
cai dat mot tng dung dang APK thdng qua Telegram,
ung dung nay co tén la “xHamster Premium Mod”.

Viéc khai thac 16 hong nay yéu cau nguoi dung
thue hién nhiéu bude dé payload doc hai c6 thé dugc
thuc thi trén thiét bi, vi vay nguy co thanh cong cta
cudc tan cong la tuong doi thap.

Nguén: https://www.bleepingcomputer.com/news/security/telegram-zero-day-allowed-sending-malicious-android-

anks-as-videos/


https://www.bleepingcomputer.com/news/security/telegram-zero-day-allowed-sending-malicious-android-apks-as-videos/
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\ Nguy co tan cong mang tir diém yéu,
¢\
|0 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 613 15 hong, trong do
c6 132 15 hong muac Cao, 234 16 hdng mic
Trung binh, 18 15 hong mic Thap va 229 16
hong chua danh gia. Trong d6 co it nhét 68 15
hdng cho phép cheén va thyc thi ma lénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing d ghi nhan TOP 10 16 hong dang
cha y, 1a nhitng 15 hong ¢6 mirc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong.

Trong d6, dang cha y ¢6 03 16 hong anh huong cac san pham cua Progress, OpenSSH va
Rejetto, cu thé 1a nhu sau:

e CVE-2024-6327 (Piém CVSS: 9.8 — Nghiém treng): L5 héng ton tai trén Progress Telerik
Report Server, xay ra do quy trinh giai tuan tu thiéu bao mat caa san pham. Déi tuong tan
cdng khai thac 16 hong cd thé thuc thi ma tir xa trén hé thong. Hién 16 hong dang bi khai thac
trong thuc té.

e CVE-2024-6387 (Piém CVSS: 8.1 — Cao): L hong ton tai trén may chi OpenSSH cho
phép ddi twong tan cdng khai thac 16i Race Condition, cho phép ddi twong tan cong truy cap
va thyc hién céc hanh vi trai phép. Hién 16 hong da c6 ma khai thac va dang bi khai thac
trong thuec té.

e CVE-2024-23692 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén Rejetto HTTP
File Server, d6i twong tan cong c6 thé khai thac 15 hdng bang cach guri toi hé thdng céac yéu
cau HTTP doc hai, qua d6 c6 thé thuc thi ma ty y. Hién 16 hong di c6 ma khai thac va dang
bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

- An}l huéng: Rrogress Telerik Report Ser,ver.A https://nvd.nist.gov/v
1 CVE-2024-6327 | - MO ta: Lo hong cho phép doi tuong tan cONg | 1 jeraip/cvE-

thl_l'f: tr]l méatayy. 9024-6327

- Lo hong dang bi khai thac trong mo6i truong thuc

té boi cac nhém tan cong.

- biém CVSS: 9.8 (Nghiém trong)

- AnAh huong: Rejetto HTTP File Server. https://nvd.nist.goviv
2 | CVE-2024-23692 | MO t: L0 hong cho phép doi twong tan cong | - gerait/cve-

thu~c tf]l ma tir Xa. 2024-23692

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- Biém CVSS: 8.1 (Cao)

i AI}h }mo:ng:;OpenSSH, . . https://nvd.nist.gov/v
3 CVE-2024-6387 | MOt Lohong cho phép doi wong tan cONg truy | et/ v/E-

cap~va7th1_rc hién cac hanh vi tréi phep. 9024-6387

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 7.8 (Cao)

- Arih ?uc’ygg:;Android 1?, Agdroid 134 ) https://nvd.nist.goviv
4 CVE-2024-0044 - Mo ta:vLo hoPg cho phép doi tugng tan cong leo uln/detail/CVE-

thang dgc quyen. 2024-0044

- Lo hong dang bi khai thac trong mo6i truong thyuc

té bai cac nhém tan cong.

- Piém CVSS: 9.0 (Nghiém trong)

i An}l h7u0n:g: ‘E't- L « .| https://nvd.nist.gov/v
5 | CVE-2024-32002 | MO ta: Lo hong cho phép doi tugng tan cong | - ierail/cVE-

thuc thi ma tuy y.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

2024-32002
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TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-21412

- biém CVSS: 8.1 (Cao)

- Anh huéng: Microsoft Windows 10, Windows
11, Server 2022.

- M6 ta: LS héng cho phép dbi twong tan cong
thuc thi ma tay y, truy cap va thuc hién cac hanh
Vi tréai phép.

- Lb hong di c6 ma khai thac va dang bi khai thac
trong méi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-21412

CVE-2024-41110

- Biém CVSS: 9.9 (Nghiém trong)

- Anh huong: Docker Engine.

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L3 hong di c¢6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-41110

CVE-2024-38112

- biém CVSS: 7.5 (Cao)

- Anh huéng: Microsoft Windows 10, Windows
11.

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38112

CVE-2024-34102

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Adobe Commerce

- M6 ta: L6 héng cho phép d6i twong tin cong
thuc thi ma tuy y.

- L5 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thuc t€ boi cac nhdm tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-34102

10

CVE-2024-20419

- Piém CVSS: 10.0 (Nghiém trong)

- Anh huéng: Cisco Smart Software Manager On-
Prem (SSM On-Prem).

- M ta: L6 hong cho phép dbi tuong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L6 hong dang bi khai thac trong méi truong thuc
té bai cac nhém tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-20419
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

~ Jx Biéu db thong ké thi?et bi theo cong dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 N A
41.090 (gidm so Véi tuan truéc 42.408)

thiét bi c6 kha nang bi huy dong va tro -

thanh ngudn tan cong DRDOS. Céc thiét A

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 118 truong hop tan cong
vao trang/cong thong tin dién tir cua
Thing ké tin cong vio Viét Nam: 109 truong hop tan cong lira
trang/cong thong tin dién tir dao (Phishing), 9 truong hop tan cong
cuia Viét Nam Nr A% = A
; cai cam ma doc.

Cai ma déc h— 9

Lira dao (Phishing) 109

Stealrat

Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom ddi twong diéu khién thiét bi thuoc differentia.ru andall.servicesqgl.info
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru restless.su
vi trai phép nhu trién khai tin cong atomictrivia.ru elitiorecfreetoo.cc
DDoS, phat tan ma doc, gui thu ric, truy amnsreiuojy.ru___ | griefoube.co
cap va danh cip dit ligu trén thiét bi. Xjpakmdcfuge.biz__| wildrive.com
Trong tUAn ghi nhan 20 dia chi hzmksreiuojy.ru uplnfllns'_[rlx.org

’ : : restlesz.su nnrlerczlj.org

IP/domain thugc botnet c6 anh hudng toi xjpakmdcfuge.com | maxisurf.net

ngudi dung Viét Nam. xjpakmdcfuge.ru | Isvlkvikynodaywlo.com

fe6e4998-6897-11eb-974b-

xjpakmdctuge.in | 5056834623 captainbicycle.com
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Tén cong lira dao nguoi ding Viét Nam

Trong tuan di c6 1573 phan anh trudng hop hra dao do ngudi dung Internet Viét Nam
phan anh vé Trung tam Gidm sat an toan khong gian mang quéc gia (NCSC) qua h¢ théng tai
dia chi https://canhbao.khonggianmang.vn. Qua klem tra, phan tich c6 nhiéu truong hop lra
da0 gia mao céc t6 chirc, doanh nghiép, nha cung cip, dich vu I6n nhu: Cac mang x4 hoi, ngan
hang, thu di¢n tu,..

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website ltra dao Ghi chu
1 https://vssid[.]Jgovnn][.]cc/ Website gla\n;iaé(: EZ?nh'em Xa hoi

Website gia mao Cong ty Co phan

2 https://icchanoi[.Jnet/ Pau fr Quéc té ICC Ha Noi

3 https://homecredit[.]hethongvaynhanh247[.Jcom/ Tvlillﬂ)altﬁﬂ?é/ﬂ%%iogrglegi/t(?iléﬂ\llg%
4 https://mfacebook-com[.Jvn/ Website gia mao Facebook

5 https://bethivetranh2024[.Jweebly[.Jcom Website gia mao Facebook

6 https://www([.]Jhethongnhanvien[.Jcom Website gia mao san TMDT Lazada
7 https://da1215[.Jcom Website gia mao san TMDT Lazada
8 https://lazadaevent[.]Jcom/ Website gia mao san TMDT Lazada
9 https://www[.Jmomoshopvip[.Jcom Website gia mao MoMo

10 https://www[ Jbaovietcom[ Jvip/ Website gia ”éafo'\\'ﬁi? hang TMCP
11 https://vietinbankamc[.Jvn Website gia mao Ngan Hang TMCP

Cong Thuong Viét Nam
Website gia mao Ngan hang TMCP

12 https://khtechcanhan[.Jcom/ K§ Thuong Viét Nam

_ Website gia mao Ngan hang TMCP
13 https://mcqdvn[.Jcom Quén doi

) . . Website gia mao Ngén hang

14 https://centralmarketing[.]Jonline/ Worldbank Viét Nam
15 https://nze98582s[.]Jcom/ Website gia mao san TMDT Shopee
16 https://www[ .]tikifreeship[.]vip/ Website gia mao san TMDT Tiki
17 https://tdke00[.Jcom/ Website gia mao san TMDT Tiki
18 https://iwwwl[.Jvntiki[.]vip Website gia mao san TMDT Tiki
19 https://tdke02[.Jcom Website gia mao san TMDT Tiki

20 https://xacnhanthutuchoantra[.]us/ Website gia mao Western Union
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Bbi véi cac website gia mao théng ké tai myuc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




