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- Chién dich tAn cong APT: Nhém tan cong Triéu Tién trién khai trojan
MoonPeak trong chién dich tin cong mang méi nhat.

- Canh b&o: Google da phat hanh ban va khan cap cho Chrome nham sira 15
hong zero-day thtr 9 bj khai thac trong nam 2024.
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- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddao ngwdi dung Viét Nam: 537 truong hop lra dao do nguoi
dung Internet Viét Nam thdng bao.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhom tAn cong Tridu Tién trién

khai trojan MoonPeak trong chién dich tn cong méi’"

- MOONPEAK

- TROJAN

;

Mot loai trojan truy cap tie xa (RAT) mai cé
tén MoonPeak da duoc phéat hién, do mot nhom
d6i tuong tan cong hau thuan boi Triéu Tién trién
khai trong chién dich tan cong mang maoi nhat.
Theo ghi nhan tir Cisco Talos, chién dich nay
dugc gan ma UAT-5394 va cd nhiing diém tuong
déng vé mat chién thuat véi nhom APT
Kimsuky, mot nhém déi twong tan cdng qudc gia
da duoc biét dén trude do.

Ma doc MoonPeak van dang trong qua trinh
phét trién, day 1a mot bién thé cua ma doc Xeno
RAT ma nguon mé. Trude day, Xeno RAT da
duoc str dung trong cac chién dich lira dao, voi
muc tiéu tai xudng cac payload tir cac dich vu
dam may do dbi twong tan cong kiém soat nhu
Dropbox, Google Drive, va Microsoft OneDrive.

Mot s6 tinh nang chinh ciia Xeno RAT bao
gom kha ning cai dat cac plugin b6 sung, thuc
thi va ngat cé4c tién trinh, ciing nhu két ndi toi
may chua diéu khién C&C. Phan tich sy twong
ddng gitta hai nhém tan cong cho thay UAT-
5394 ¢6 thé chinh 1a nhém Kimsuky (hoac mot
phan nhém cua nd) hoic 12 mot nhom doi
tugng tan cong khac tai Triéu Tién, dang sir
dung céc cdng cu tir Kimsuky trong chién dich
caa minh,

Trong chién dich nay, nhom d6i twong tan
cong da trién khai ha ting méi, bao gom céc
may chu C&C, cac trang luu trir payload, va
cac may ao thu nghiém. May chu C&C luu trir
cac ma doc dé tai xubng, sau d6 duoc st dung
dé truy cap va thiét lap co so ha ting moi, hd
tro cho su phat tan cua MoonPeak. Trong mot
s6 truong hop, nhom d6i tuong tin cong nay
con truy cap vao cac may chu da co tir trudce dé
cap nhat payload va thu thap théng tin tur cac
hé théng bi nhiém MoonPeak.

Sy thay ddi ndy danh dau budc chuyén
huéng ciia nhoém ddi twong tin cong tir viéc sir
dung cac nha cung cap dich vu luu trir dam
may hop phép sang thiét 1ap va kiém soat may
chu riéng. Tuy nhién, hién tai van chua & muc
tiéu cu thé cua chién dich nay.

Nguon: https:/thehackernews.com/2024/08/north-korean-hackers-deploy-new.html
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Pang cht y, sy phat trién lién tuc cia Mot so6 IoC dwoe ghi nhan:
MoonPeak di d6i v6i viée trién khai co sé ha tang
méi bdi nhom doi tuong tan cong va mdi phién ban

167[.]88[.]173[.]1 | 95[.]164[]86
73 []148

ctia ma doc déu dugce trang bi cac ki thuat 4n minh
nham 1am kho khin qua trinh phan tich, cing véi 80[J71[.J157[.]55 | 84[]247[.]17
viéc thay doi giao thuc lién lac dé ngan chin truy oL177

cap trai phép. Néi cach khac, nhom ddi tuong tan 45[.187[.]153[.]79 | 45[.]95[.J11[.

cong da thiét ké MoonPeak sao cho mdi bién thé 152
cia ma doc chi hoat dong véi phién ban may chu 104[.]194[.]152[.] | yoiroyse[.]sto
C&C tuong ing. 251 re

Céc chuyén gia bao mat nhan dinh ring, viéc pumaria[.Jstore 27[.]255[.]81
nhém UAT-5394 lién tyc trién khai va nang cap ma [1118
doc nhu truong hop ciia MoonPeak cho thiy nhom 212[.]224[.]107[] | 27[.]255[.]80

nay dang tiép tuc bo sung va cai thién cac cong cu 244 [.]162

tAn cong trong hé thdng ctia minh. Téc do trién khai nmailhostserver[.] | 210[.]92[.]18
co s& ha ting mé&i nhanh chong ciing 12 ddu hiéu store [.]169

cho thiy UAT-5394 dang nd lyc mo rong pham vi | 91[.]194[.]161[.]1 | nsonlines[.Jst
chién dich tan cong, bé sung thém céc diém lay 09 ore

nhiém va may chu C&C mai.

Ngudn: https://thehackernews.com/2024/08/north-korean-hackers-deploy-new.html
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‘Canh bao: Google di phat hanh ban va khin cip cho
Chrome nham sira 16 hong Zero-day thi 9 bi khai thac

trong nam 2024""

Gan ddy, Google d3 phat hanh ban cap nhat
bao mat khan cap dé va 16 hong Zero-day CVE-
2024-7971, dugc phat hién la da bi khai thac
trong cac cudc tin cong thuc té. L hong nay 1a
mot 16i "type confusion" trong engine V8
JavaScript ctia Chrome cho phép dbi tuong tin
cong gay ra su cd trinh duyét sau khi dit liéu duoc
dua vao b nhé bi hicu sai va cé thé thyuc thi ma
tiy y trén thiét bi chua dugc va.

Hién nay, 16 hong nay di dugc khic phuc
trong phién ban 128.0.6613.84/.85 cho
Windows/macOS va 128.0.6613.84 cho Linux.
Céc ban cap nhat s€ dugc phat hanh ty dong cho
ngudi dung trong vai tuan téi. Dé diy nhanh qua
trinh cdp nhat, nguoi dung cé thé vao menu cia
Chrome, chon “Trg gitp” sau do chon “Gidi
thiéu vé Google Chrome” dé cap nhat va chon
“Khoi dong lai” dé cai dat trinh duyét.

Google da xac nhan 16 hong CVE-2024-7971
da bi khai thac trong thyc té. Tuy nhién, dé dam
bao rang da s6 nguoi dung da kip cap nhat ban
va, Google tam thoi chua tiét 16 thong tin chi tiét

Viéc ndy nhiam ngan chin cac ddi tuong tan céng khac
loi dung 16 hong trudc khi moi nguoi déu duoc bao vé.

CVE-2024-7971 14 15 hong zero-day thir 9 duoc vé
boi Google trong ndm 2024, voi danh séch cu thé nhu
Sau:

« CVE-2024-0519: L& héng truy cap bd nhé ngoai ving
cho phép trong engine V8 JavaScript, cho phép ddi
twong tAn cong khai thac heap corruption théng qua
trang HTML doc hai, dan dén truy cap thong tin trai
phép.

« CVE-2024-2887: L& héng type confusion trén tiéu
chuin WebAssembly, cho phép thuc thi ma tir xa qua
trang HTML doc hai.

« CVE-2024-2887: L3 hong use-after-free trong
WebCodecs API, cho phép ddi twong tin cong thuc
hién doc/ghi tiy ¥ qua trang HTML doc hai, dan dén
thue thi ma tir xa.

« CVE-2024-3159: L3 hong doc ngoai ving trong
engine V8 JavaScript, dan dén khai thac heap
corruption va truy cap thong tin trai phép.

« CVE-2024-4671: Lb hong Use-after-free ton tai trén
thanh phan Visuals c6 chirc nang hién thi ndi dung cho
browser.

« CVE-2024-4761: L& hong ghi ngoai ving cho phép ton
tai trén engine V8 Javascript ciia Chrome, cho phép d6i
tuong tan cong thyc thi ma Javascript trén ing dung.

« CVE-2024-4947: L hong type confusion trén engine
V8 Javascript ctia Chrome cho phép déi tuong tin cong
thuc thi ma tr xa.

« CVE-2024-5274: L5 hong type confusion trén engine
V8 Javascript ciia Chrome cho phép ddi twong tin cong
thuc thi ma tir xa, din dén sy ¢6 trinh duyét hodc hong
dir lidu.

Nguén: https://www.bleepingcomputer.com/news/security/google-fixes-tenth-actively-exploited-chrome-zero-day-in-
2024/
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\ Nguy co' tan cdng mang tir diém yéu,
Q@ \
|06 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 993 16 hong, trong d6
c6 399 16 hong mic Cao, 365 16 héng muc
Trung binh, 37 16 hong muc Thap va 192 15
hong chua danh gia. Trong d6 c6 it nhat 114
15 hdng cho phép chén va thuc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 15 héng c6 micc d6 nghiém

Trong d6, dang chi y ¢6 03 16 hong anh huéng cac san pham cua FreeBSD, Ivanti va
Microsoft, cu thé 1a nhu sau:

e CVE-2024-7589 (Piém CVSS: 8.1 - Cao): L& hong ton tai trén FreeBSD cho phép dbi
tuong tan cong thuc thi ma tir xa dudi quyén root. Xay ra do 16i trén sshd(8) cho phép chuong
trinh goi 1én ham ghi log khong dat chuan async-signal-safe. Hién 16 hong chwa c6 ma khai
thac va dang bi khai thac trong thuc té bai cac nhom tan cong.

e CVE-2024-7593 (Piém CVSS: 9.8 — Nghiém trong): L6 hong ton tai trén lvanti Virtual
Traffic Manager (vTM) cho phép ddi tuong tan cong khong duoc xac thuc co thé bo qua
budc xac thyc tai admin panel do sai s6t trong khau trién khai thuat toan xac thuc. Qua do,
cho phép d6i twong tin cong truy cap va thuc thi cac hanh vi trai phép. Hién 16 hong chua
c6 mi khai thac va chua c6 ghi nhan bi khai thac trong thuc té bai cac nhom tan cong.

e CVE-2024-38063 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén Windows
TCP/IP cho phép ddi tugng tan cong thuc thi ma tir xa. Hién 16 hong da co6 ma khai thac va
dang bi khai thac trong thyc té bai cac nhom tan cong.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-7589

- biém CVSS: 8.1 (Cao)

- Anh huéng: FreeBSD

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tur xa.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-7589

CVE-2024-7593

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Ivanti Virtual Traffic Manager
(VTM).

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc thi cac hanh vi trai phép.

- L6 hong chua c6 ma khai thac va chua bi khai
thac trong méi truong thuc té bai cac nhom tan
cbng

https://nvd.nist.gov/v
uln/detail/CVE-
2024-7593

CVE-2024-38063

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Microsoft Windows 10, Windows
11.

- M6 ta: LS hdng cho phép dbi twong tan cong
thuc thi ma tir Xa.

- L4 hong di c¢6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38063

CVE-2024-7971

- Piém CVSS: 8.8 (Cao)

- Anh huong: Google Chrome

- M ta: L& hong cho phép dbi tuong tan cong truy
cap va thuc thi cac hanh vi trai phép.

- L& hong chua c6 ma khai thac va chua bi khai
thac trong méi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-7971

CVE-2024-38856

- Piém CVSS: 8.1 (Cao)

- Anh huong: Apache OFBiz.

- M6 ta: L6 héng cho phép d6i twong tin cong
thuc thi ma tir xa, truy cap va thuc thi cac hanh vi
trai phép.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38856
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TT M3 16i quéc té M6 ta ngan Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

i AI}h qhuégg:xJenklns L o https://nvd.nist.gov/v
6 | CVE-2024-23897 | MOt LONong cho phép doi twong tan cONG Ly | erail/cvE-

cap~va7th1,rc thi c&c hanh vi trai phép. 9024-23897

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- Biém CVSS: 8.1 (Cao)

- Anh huong: OpenSSH _ _
. CVE.2004.6387 | 1\/Ic“> ta: L3 hc‘?r}g cho phép df")i t}r_qng,tén cong truy httﬁf’r']// /c?g{[gJ]/lcs:t\/ggV/ v

cap~vavth1_rc hién cac hanh vi trai phép. 2024-6387

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: LiteSpeed Technologies LiteSpeed

Cache https://nvd.nist.gov/v
8 CVE-2024-28000 | - M@ ta: L& hong cho phép ddi twong tin cong leo | uln/detail/CVE-

thang dac quyén trén hé thong. 2024-28000

- L3 hong di c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 8.8 (Cao)

- Anh huong: Spring Cloud Data Flow

- M0 t&: L& hdng cho phép déi twrong tAn cong truy | https://nvd.nist.gov/v
9 CVE-2024-22263 cap va thuc thi cac hanh vi tréi phép. uln/detail/CVE-

- L6 hong chua c6 ma khai thac va dang bi khai 2024-22263

thac trong moi truong thuc té boi cac nhom tan

cong

- biém CVSS: 8.1 (Cao)

- Anh huong: FreelPA .

-Mo ta: LS ﬁéng cho phép ddi tuong tin cong truy https://nvd:nlst.gov/v
10 CVE-2024-3183 s T e uln/detail/CVE-

cap~vaqth1_rc thi cac hanh vi tréi phép. 9024-3183

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhom tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n C6 n g D R DOS Biéu db thong ké l:];%é;] :); ntheo cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn .

phét tan tan cong DRDOoS. Trong tuan c6 o .
41.844 (giam so Véi tuan trudc 42.096) o 4

5000

thiéet bi cé‘ khé} nang bi huy dong va tr,c’y Y PP P S
thanh nguon tan cong DRDoS. Cac thiét -

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 85 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Théng ké tin cong vio Viét Nam: 74 truong hop tan cong lira
trang/cong thong tin dién ti dao (Phishing), 11 truong hop tan cong
cua Viet Nam N = A
; cai cam ma doc.

Caimi déc i— 1

Lita dio (Phishing) 74

Stealrat
Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom ddi tuong diéu khién thiét bi thuoc differentia.ru restless.su
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru andall.servicesql.info
vi trai phép nhu trién khai tin cong atomictrivia.ru elitiorecfreetoo.cc
DDoS, phat tan ma ddc, gui thu rac, truy N EITENL L griefcube.cc
cap va danh cap dir liéu trén thiét bi. h.zmksre|u01y.ru. focusdate.com
Trong tuin, ghi nhan 20 dia chi Xjpakmdcfuge.biz wrapn.net
A T i . restlesz.su wildrive.com
IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.com upushjxglaroignii.org
nguoi dung Vigt Nam. xjpakmdcfuge.ru hpowixs.info
xjpakmdcfuge.in facialwaxmaxfaxlax3.com
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Tén cong lira dao nguoi ding Viét Nam

Trong tun da c6 537 phan anh truong hop hira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi chu
e . . Website gia mao Cong ty c6 phan giao
1 https://dichvu[.]Jcongtygiachangtietkiemvn[.Jcom hang tiét kiem
o o Website gia mao Cong ty c6 phan giao
2 https://giaohangtietkiemvn[.]Jcom hang tiét kiem
3 https://lazada68[.]Jcom Website gia mao san TMDT Lazada
4 https://acb[.]Jchamsocthekhachhang-tructuyen- Website gia mao Ngan hang TMCP A
thang8[.Jcom[.]Jvn Chéu )
5 https://acb[.]Jchamsockhachhang- Website gia mao Ngan hang TMCP A
uudaithetructuyen-thang8][.Jonline Chéau
. - Website gia mao Ngan hang TMCP
6 https://www[.]baovietin[.]top Bao Viét
7 https://sendotv[.]shop Website gia mao san TMDT Sendo
8 https://www[.]Jvnsendotv[.Jvip Website gia mao san TMDT Sendo
9 https://558-558-559[.Jcom Website gia mao san TMBT Shopee
10 nzx65821s[.Jcom Website gia mao san TMBDT Shopee
11 https://nuk36952s[.Jcom Website gia mao san TMBDT Shopee
12 https://sp61889p[.Jcom Website gia mao san TMBT Shopee
13 https://sjfkull[.Jcom Website gia mao san TMBPT Tiki
14 https://hethongtikicareers24h[.]Jcom Website gia mao san TMBDT Tiki
15 https://hethongtikicareers24[.Jcom Website gia mao san TMBDT Tiki
16 https://sjfku88[.Jcom Website gia mao san TMBPT Tiki
17 https://sdfsshopl[.]Jcom Website gia mao san TMBT Tiki
18 https://wwwl[.]tikivn84[.]Jcom Website gia mao san TMBDT Tiki
19 https://tikimuasam24h[.]Jcom Website gia mao san TMBPT Tiki
o . Website gia mao Vin phong
20 https://chinhphul.]dulieucutru[.]org Chinh phi
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




