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1. Tin tiec An toan thong tin

- Chién dich tin céng APT: Phat hién nhom APT Lazarus Group khai thac 15
hong trén Google Chrome dé kiém soét thiét bi.

- Canh béo: CISA canh bao 15 hong nghiém trong trén Microsoft SharePoint
dang bi khai thac.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So ligu, thong ké

- Tan cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddao ngwdi dung Viét Nam: 207 trudng hop hira dao do nguoi
dung Internet Viét Nam thdng bao.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Phat hién nhém APT Lazarus
Group khai thac 16 hong trén Google Chrome dé kiém soat

thiét bi’"

{azppv® ,_
. APT Group

SOCRadar"

Nhém APT Lazarus Group dén tir Triéu Tién
vira bi phat hién loi dung 156 hong zero-day (hién
dd dugc va) trong Google Chrome dé chiém
quyén kiém soat thiét bi dang bi lay nhiém ma
doc.

Vao thang 05/2024, chién dich tan cong cua
nhom Lazarus Group bi phat hién nhim vao may
tinh ca nhan cia mot nguoi ding tai Nga bang
ma doc Manuscrypt, mot dang ma doc backdoor.
Dé kich hoat chudi tin cong, nguoi ding chi can
truy cip vao trang web game gia mao, vén nham
dén nhitng ai quan tam t6i linh vuc tién ma hoa.
Chién dich nay duoc cho 1 da bat dau sém nhat
tu thang 02/2024.

L5 hong zero-day ma nhém Lazarus khai
thac la CVE-2024-4947, mot 16i thuoc loai type
confusion trén engine V8 JavaScript va
WebAssembly cua Chrome, da dugc Google va
vao gitra thang 05/2024.

Mot diém dang cha y 1a nhom nay da sir dung
tro choi gid mao vdi cac tén nhu DeTankWar,
DeFiTankWar, DeTankZone hoac
TankWarsZone dé phat tdn ma ddc. Trudc do,
chién thuat da duoc st dung b&i nhom Moonstone
Sleet, cling 1a mot nhom tan cong dén tir Triéu
Tién, nham du dd nguoi dung tai tro choi thong
qua email hodc tin nhin gia danh la cong ty
blockchain hodc nha phat trién game can huy
dong dau tu.

Trong phat hién moi nhat cua Kaspersky,
chuoi tan cong nay sir dung hai 10 hong:

o L& héng CVE-2024-4947 cho phép dbi
tugng tin cong quyén doc va ghi toan bo khong
gian dia chi cua tién trinh Chrome théng qua
JavaScript;

o L3 hong thtr hai cho phép ddi tuong tan
cong vuot qua 16p bdo mat sandbox cua V8.
Nguyén nhédn 12 may a0 c6 sd register ¢ dinh va
vung luu tri riéng, nhung khong kiém tra gioi
han khi truy cdp, nén ké tin cong co thé truy cap
vao bd nhé ngoai pham vi. Google da va 16i nay
vao thang 03/2024.

Sau khi khai thac thanh cong, dbi tuong tan
cong trién khai mot shellcode dé thu thap thong
tin hé thdng, danh gia gia tri cta thiét bi trudc khi
quyét dinh tién hanh cc budc hau khai thac. Tuy
nhién, payload cy thé dugc phat tan sau d6 hién
van chua duoc xac dinh rd.

Ngudn: https://thehackernews.com/2024/10/lazarus-group-exploits-google-chrome.html
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Nhom Lazarus con hoat dong tich cyc trén mang xa hoi nhu X (trudc day 1a Twitter) va Linkedln,
ddng thoi str dung cac trang web va email nham tiép cdn nguoi dung muc tiéu. Trang web ctia ho dugc
thiét ké tinh vi dé du nguoi dung tai xubng tép ZIP ("detankzone.zip"), trong d6 chira mot tro choi
hoan chinh yéu ciu ding ky, ddng thoi bi mat trién khai mot loader tén “YouieLoad”. Lazarus con bi
nghi ngd da danh cap ma ngudn tir tro choi blockchain DeFiTankLand dé tao ra tro choi gia mao nay
va thue hién chién dich phat tdn ma doc.

Mét s6 ToC dwoc ghi nhan:

B2DC7AEC2C6D2FFA28219AC288E4 | ESDA4AB6366C5690DFD1BB386C7FEOC78F6EDS
750C 4F

7353AB9670133468081305BD442F769 | 8312E556C4EEC999204368D69BA91BF4
1CF2F2C1136F09D9508400546C41783

3A

7TF28AD5EE9966410B15CA85B7FACB | 59A37D7D2BFACFFE31407EDD286A811D9600B68
70088A17C5F FE757829E30DA4394AB65A4CC

detankzone[.]Jcom ccwaterfall[.]Jcom

Ngudn: https://thehackernews.com/2024/10/lazarus-group-exploits-google-chrome.html
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Canh bao: CISA cinh bao 1 héng nghiém treng trén
Microsoft SharePoint dang bi khai thac”

~
i?"' S

Mlcrosoft SharePoint

Server Vulnerabilities \\__//
(\

Co quan An ninh mang va co s ha ting cua
Hoa Ky (CISA) vira dua ra canh bao vé mot 15
héng an toan thong tin muc Cao trén Microsoft

SharePoint, 16 hong nay di dugc bod sung vao
danh sach céc 18 hong bi khai thac (KEV) sau
khi c¢6 bang chimg cho thay né dang bi khai
thac.

L3 hong c6 ma CVE-2024-38094 (Piém
CVSS: 7.2), 1a mét 16 hong giai tuan tuy anh
huong dén SharePoint, khi bi khai thac cho
phép ddi tuong tan cong thuc thi ma tir xa. Pic
biét, khi duoc xac thuc voi quyén quan tri vién
trang (Site Owner), ddi tuong tan cong c6 thé
chén va thuc thi bat ky doan mi ndo trén
SharePoint Server.

Microsoft d phat hanh ban va cho 15 hng
nay trong ban cdp nhat Patch Tuesday vao
thang 07/2024. Tuy nhién, nguy co khai thac
van cao do cac khai thac Proof-of-Concept
(PoC) da c6 san trén mang.

Ma PoC nay tu dong hoa qua trinh xac thuc trén
mot trang SharePoint sit dung NTLM, tao ra céc thu
muc va tép cu thé, dong thoi giri payload XML dé
khai thac 16 hong trong API phia client cua
SharePoint.

Thong tin vé 16 hong duoc cong bd trong bdi canh
Nhom Phan tich Pe doa (TAG) cua Google vura
thong bao vé mot 16 hong zero-day (di dugc va) trén
CPU cua thiét bi di dong Samsung. LS hong nay co
ma& CVE-2024-44068 (Piém CVSS: 8.1) di bi khai
thac trong mot chudi tin cong dé thuc thi ma tuy y,
da duogc va vao ngay 7 thang 10 nam 2024. Samsung
cho biét day 1a mot 13i "use-after-free" trong bo xir 1y
di dong, dan dén viéc leo thang dac quyén.

CISA da dwa ra mot dé xut méi voi cac yéu cau
bao mat nham ngin chin truy cip trai phép vao dir
li¢u nhay cam cua M¥. Theo do, cac t6 churc can khéc
phuc céc 16 hong di khai thac trong vong 14 ngay,
cac 16 hong Nghiém trong khong bi khai thic trong
15 ngay, va cac 16 hong mutc Cao khong bi khai thac
trong 30 ngay. CISA ciing nhian manh su can thiét
duy tri nhat ky kiém tra quyén truy cép va phat trién
quy trinh quan 1y danh tinh dé xac dinh rd ai c6 quyén
truy cap vao cac tap dir liéu khac nhau.

Nguén: https://thehackernews.com/2024/10/cisa-warns-of-active-exploitation-of.html
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \
|06 hong

Trong tuan, cac to chuc qudc té di cong
b6 va cap nhat it nhat 775 15 hong, trong d6
c6 360 16 hong mic Cao, 324 16 hong muc
Trung binh, 30 16 hong mic Thap va 61 15
hong chwa danh gia. Trong d6 c6 it nhat 127
15 hdng cho phép chén va thuc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 15 héng c6 micc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhdm tan cong.

Trong d6, dang chu ¥ ¢6 03 16 hong anh hudng cac san pham cua Microsoft, Roundcube va
angular-base64-upload, cu thé 1a nhu sau:

e CVE-2024-38178 (Piém CVSS: 7.5 — Cao): L hdng ton tai trén Microsoft Windows 10,
Windows 11 12 15i bo nha trén phan scripting engine. Sau khi khai thac thanh cong 15
hong, ddi tugng tan cong co thé thyc thi ma ty y tir xa trén hé théng. Hién 16 hong da c6
ma khai thac va dang bi khai thac trong thuc té boi cac nhom tan cong.

e CVE-2024-37383 (Piém CVSS: 6.1 — Trung binh): L3 hong ton tai trén Roundcube
Webmail cho phép dbi tugng tan cong khai thac 15i XSS thdng qua thanh phan SVG animate.
Hién 15 hong da c6 ma khai thac va dang bi khai thac trong thyc té boi cac nhém tan cong.

o CVE-2024-42640 (Piém CVSS: 9.8 — Nghiém treng): L& hong ton tai trén angular-
base64-upload cho phép dbi twong tan cong thuc thi ma tir xa thdng qua viéc tai céc file
tiy ¥ 1én “demo/uploads”. Hién 16 hong chua c6 ma khai thac va dang bi khai thac trong
thuc té bai cac nhom tan cong.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 7.5 (Cao)

- Anh huéng: Microsoft Windows 10, Windows

11 https://nvd.nist.gov/v
1 CVE-2024-38178 | - M6 ta: L& hong cho phép dbi twong tan cong |  uln/detail/CVE-

thuc thi ma tir xa 2024-38178

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- biém CVSS: 6.1 (Trung binh)

i AI}h huong: Roundcube Webmail A https://nvd.nist.gov/v
2 | CVE-2024-37383 | MOU:LOROng chophép doi twong tancongtruy |, qeraii/cvE-

cép~va7th1_rc hién cac hanh vi trai phép 9024-38178

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: angular-base64-upload

- Mo ta: LS hong cho phép‘déi tuong té,n C(?ng https://nvd.nist goviv
3 CVE-2024-42640 thuc,t_hl n/1a tur xa, truy cap va thuc hién cac hanh uln/detail/CVE-

vitrai phép 2024-42640

- Lo hong chua c6 ma khai thac va dang bi khai

thac trong méi truong thuc té bai cac nhom tan

cong

- biém CVSS: 9.8 (Nghiém trong)

i AnAh hu(yng: FprtiManager . o https://nvd.nist.gov/v
4 | CVE-2024-47575 | MO tar L6 hong cho phép doi tong tan cONg | o eraii/cvE-

thyc thi ma tis xa 2024-47575

- Lo hong da co6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 9.3 (Nghiém trong)

i AnAh hquéng: pjsense g L https://nvd.nist.gov/v
5 | CVE-2024-46538 | MO 1 L0 hong cho phép doi tuong tan cong | | yerail/cvE-

khai thac 16i XSS
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

2024-46538
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TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-20481

- Piém CVSS: 5.8 (Trung binh)

- Anh huong: Cisco Adaptive Security Appliance
(ASA) Software, Cisco Firepower Threat Defense
(FTD)

- M6 ta: L6 héng cho phép déi twong tan cong
thuc hién tan cong tir chéi dich vu

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-20481

CVE-2024-23113

- biém CVSS: 9.8 (Nghiém trong)

- Anh huoéng: Fortinet FortiOS, FortiProxy,
FortiPAM, va FortiSwitchManager

- M6 ta: LS hong cho phép ddi twong tan cong
thuc thi ma tur xa

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi truong thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-23113

CVE-2024-40766

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: SonicWall SonicOS

- M0 ta: L hong cho phép dbi tuong tan cong
thuc hién tan cong tir chdi dich vu

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi truong thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-40766

CVE-2024-38812

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: VMware vCenter Server

- M0 ta: L hong cho phép dbi tuong tan cong
thuc thi ma tur xa

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thuc t€ boi cdc nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38812

10

CVE-2024-4947

- Piém CVSS: 8.8 (Cao)

- Anh huong: Google Chrome

- M6 ta: LS hong cho phép ddi twong tan cong
thuc thi ma tir xa

- L3 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-4947
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Thong ké nguy co, cac cudc tan cong mang vao

Viét Nam

Tan cong DRDoS

Biéu @b thong k¢ thiét bj theo cdng djch vy
phd bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
36.974 (giam so V&i tuan trugc 37.102)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Théﬂlg ké tin céng vao
trang/cong thong tin dién ti
cia Viét Nam

Cii mi dae

0

Lira dio (Phishing) 54

Botnhet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom d6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuan, ghi nhan 20 dja chi
IP/domain thudc botnet ¢ anh hudng toi
nguoi dung Viét Nam.
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Tan cong Web
Trong tuan, c6 54 trudng hop tan cong

mmmmmm

vao trang/cong thong tin dién tir cua
Viét Nam: 54 trudong hop tan cong lira
dao (Phishing), 0 truong hop tan cong

cai cam ma doc.

Darkmailer
Other
Cutwail
Stealrat
Gamut

lotbotnet

Avalanche

Pia chi dwoc st dung trong cac mang botnet

differentia.ru

Xjpakmdcfuge.ru

disorderstatus.ru

yk37wagdg.life

atomictrivia.ru

restless.su

amnsreiuojy.ru

spaines.pw

hzmksreiuojy.ru

api.garageserviceoperation
.com

xjpakmdcfuge.biz ctivo.com

restlesz.su andall.servicesql.info
xjpakmdcfuge.com griefcube.cc
08ro35delw.ru yxjsibeugmmj.com

xjpakmdcfuge.in

uuyiiugwownx.pw
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé thdng caa Cuc An toan thong tin da ghi nhan 4624 phan anh truong hop
lra @40 truc tuyén do ngudi ding Internet Viét Nam gui vé. Trong do:
- 207 truong hop phan anh duoc tiép nhan théng qua hé théng Trang canh bao an toan théng
tin Viét Nam (canhbao.khonggianmang.vn).
- 4417 trudng hop phan &nh cudc goi, tin nhan lira dao thong qua tong dai 156/5656
Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 amazoull[ ]site Website gia mao san TMDT Amazon
2 amazonlQ[.Jcom Website gia mao san TMDT Amazon
3 amazoni2[.Jcom Website gia mao san TMDT Amazon
4 Website gia mao Cong ty ¢o phan giao
ghtk247[.Jcom hang tiét kiém q
5 Website gia mao Cong ty c6 phan giao
www[.]ccty-ghtk[.Jcom hang tiet kiém
5 Website gia mao Cong ty co phan giao
dichvugiaohangtietkiem[.Jcom hang tiét kiém
7 dichvucong[.]Jcchcavn[.]Jcc Website gia mao Dich vu cong quoc gia
8 dienlanhdienmayxanhvn[.]Jcom Website gia mao Pién may xanh
9 dienmayxanhcenter[.Jvn Website gia mao Pién may xanh
10 thuongmai-dientu[.]Jcom Website gia mao san TMDT Lazada
11 momoshopvip[.Jcom Website gia mao MoMo ]
www[.]acb[.Jchamsocthe-uudai-tructuyen- Website gia mao Ngan hang TMCP A
12 =
thang10[.Jcom[.Jvn Chéu )
13 Website gia mao Ngan hang TMCP A
ach[.Jchamsocthe-uudaitructuyen[.Jcom[.Jvn Chéu ]
acb[.Jchamsocthe-uudaikhachhang- Website gia mao Ngan hang TMCP A
14 p
thang10[.Jcom[.Jvn Chéu
acb[.]Jchamsockhachhang-uudaithetructuyen- Website gia mao Ngan hang TMCP A
15 z
thang10[.Jcom][.Jvn Chéu
16 shinhan[.Jchamsocthe-uudaikhachhang[.]Jcom Website gia mao Ngan hang TNHH
MTYV Shinhan Viét Nam
17 sendol[.Jcom Website gia mao sin TMDT Sendo
18 Website gia mao Tap doan Dién luc Viét
www[.]Jevnnpcs[.Jcom Nam (EVN)
19 korshoptiktok[.Jcom Website gia mao Tik tok
20 topcvvn[.Jcom Website gia mao Top CV
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




