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1. Tin tiec An toan thong tin

- Chién dich tin cong APT: Nhém tin cong mang Viét Nam tan cdng cac to
chuee tai chau Au va chau A bang ma doc PXA Stealer.

- Canh béo: L hong nghiém trong trén tuong lira PAN-OS bi khai thac trong
thuc té.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cdong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 5.249 trudng hop lira d¢ao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“chién dich tn cong APT: Nhom tAn cong mang Viét Nam
tan cong cac té chirc tai chau Au va chau A bang mi déc
PXA Stealer”"

Céac chuyén gia bao mat vira phat hién mot
nhém tan céng mang c6 ngudn goc tir Viét Nam,
dang thuc hién chién dich danh cap théng tin tir
cac to chic chinh pha va gi4o duc tai chau Au,
chau A, nhém nay sir dung mot ma doc méi duoc
viét bang Python c6 tén PXA Stealer.

Chién dich nay tap trung vao viéc thu thap
cac dit liéu nhay cam, bao gém thdng tin xac thyc
cua tai khoan truc tuyén, ung dung VPN/FTP,
thong tin tai chinh, cookie trinh duyét va dir liu
tir cAc phan mém choi game. Theo ghi nhan, ma
doc PXA Stealer c6 kha nang giai md mat khau
chinh cua trinh duyét va st dung mat khau nay
dé danh cap thong tin ding nhap dugc luu tri.

Dau hiéu két ni tir Viét Nam dugc xac dinh
thong qua mot sé chu thich viét bang tiéng Viét
trong m& ngudn va mot tai khoan Telegram c6
tén "Lone None". Pang chu y, tai khoan nay su
dung anh dai dién la logo cua Bo Cong an Viét
Nam.

Trong qua trinh diéu tra, cac chuyén gia bao
mat phat hién nhom doi tuong nay co hoat dong
budn ban thong tin tai khodn Facebook, Zalo va
SIM dién thoai trén kénh Telegram “Mua Bén
Scan MINIL.” Kénh nay trudc d6 da dugce xac dinh
thudc s¢ hiru cua nhdém CoralRaider. Khong chi
vay, tai khoan Lone None con tham gia vao mot
nhom Telegram khac cua CoralRaider véi tén goi
“Cii Black Ads - Dropship.” Tuy nhién, mdi lién
hé chinh thic gifta hai nhom nay hién van chua
duogc xac nhan.

Cong cu va phwong phap tin cong

Nhém tin cong ndy st dung cac cong cu tur
dong dé quan 1y tai khoan, bao gdm: Cong cu tao
tai khoan Hotmail hang loat, cong cu thu thép
email, cong cu chinh stra cookie Hotmail hang
loat.

Céc cong cu nay thuong duge cung cap kém
ma ngudn, cho phép ngudi dung tuy chinh theo y
mudn. Bén canh d6, chung con duoc quang ba
trén cac trang nhu aehack[.Jcom va huéng dan sir
dung duoc chia sé qua YouTube.

Chién dich tin cong st dung céc email
phishing c6 chtra file dinh kém dinh dang ZIP,
bén trong bao gom:

« Mot loader viét bang Rust.

o Mot thu muc 4n chira cac script batch cho
Windows.

o Mot file PDF nguy trang.

Ngudn: https://thehackernews.com/2024/11/vietnamese-hacker-group-deploys-new-pxa.html
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Tin tiec An toan thong tin

Chién dich tdn cong APT: Nhom tin cong mang Viét Nam
tan cong cac to chirc tai chau Au va chau A biang ma doc
PXA Stealer”"

Khi file ZIP dugc mo, cac script batch sé kich
hoat file PDF nguy trang (mot mau don xin viéc
Glassdoor) déng thoi thuc thi cac 1énh
PowerShell dé: Tai vé va chay payload nham vo
hiéu hoa phén mém diét virus trén thiét bi va trién
khai ma doc PXA Stealer.

Pi¢m ding chu y ciia PXA Stealer

Ma doc nay dac biét tap trung vao viéc danh
cip cookie Facebook, sir dung chiing dé xam nhap
tai khoan va khai thac Facebook Ads Manager
cuing Graph API dé thu thap thém thong tin lién
quan dén tai khoan va cac hoat dong quang co.
Viéc nhim muc tiéu vao tai khoan quang cdo
Facebook va cac doanh nghiép la mot dac dlem
phd bién trong cac nhém tin tic cd ngudn goc tir
Viét Nam.

Thong tin vé chién dich PXA Stealer duoc
cong bd trong bdi canh mot co quan bao mat khac
da cong bo thong tin chi tiét vé mot chién dich tin
cong mang dugc ghi nhan tr gitra thang 4/2023,
phat tin ma doc StrelaStealer t6i cac to chirc chau
Au thong qua cac email ltra ddo gia dang héa don.

Céc ma doc danh cap thong tin hién dang ngay
cang trd nén phd bién, thé hién rd qua su phat
trién khong ngimg cua cac ching ma doc ndi bat
nhu RECORDSTEALER (hay con goi la
RecordBreaker, Raccoon Stealer V2) va
Rhadamanthys. Bén canh d6, cic ma doc moi
thudc dang nay ciing lién tuc xuét hién, dién hinh
nhu Amnesia Stealer va Glove Stealer.

Mét s6 IoC dwoce ghi nhén:
hxxps[://]tvdseo[.]Jcom/file/syn | hxxps[://]tvdseo].
aptics[.]zip Jcom/file/PXA/P

XA PURE_ENC
hxxps[://]tvdseo[.]Jcom/file/Ad | hxxps[://]tvdseo].
onis/AdFnis_Bot Jcom/file/PXA/P

XA PURE_ENC
hxxps[://]tvdseo[.]Jcom/file/Ad | hxxps[://]tvdseo].
onis/Adonis_ XW_ENC Jcom/file/Adonis/

Adonis_Bot0
hxxps[://]tvdseo[.Jcom/file/ST | hxxps[://]tvdseol.

C/ISTC_XW_ENC

Jcom/file/STC/ST
C PURE[.]b64

hxxps[://]tvdseo[.]Jcom/file/ST
C/ISTC_OTO

hxxps[://]tvdseo].
Jcom/file/PXA/C
ookie Ext[.]zip

hxxps[://]tvdseo[.Jcom/file/ST | hxxps[://]tvdseol.
C/STC _BOT Jcom/file/PXA/P
XA BOT
hxxps[://]tvdseo[.]Jcom/file/ST | hxxps[://]tvdseo].
C/STC_PUP Jcom/file/PXA/P
XA BOT
hxxps[://]tvdseo[.Jcom/file/ST | hxxps[://]tvdseo.
C/STC_PURE_ENC Jcom/file/Adonis/
Adonis Bot
tvdseo[.Jcom hxxps[://]tvdseo].

Jcom/file/STC/Co
okie Ext[.]zip

Ngudn: https://thehackernews.com/2024/11/vietnamese-hacker-group-deploys-new-pxa.html
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Tin tiec An toan thong tin

Canh bao: L3 héng nghiém trong trén twong lira PAN-OS
bi khai thac trong thuc té”

4/, paloalto’

NETWORKS

Severity 9.3 - CRITICAL

Gan day, Palo Alto Networks di cong bd
mot danh sach IoC mdi, chi mot ngay sau khi
xac nhan su khai thac thuc té cia mot 15 héng
zero-day anh huong dén giao dién quan ly
tuong lra PAN-OS. Theo d6, hang ghi nhan cac
hanh vi doc hai xudt phat tir cic dia chi IP
136.144.17[ ], 173.239.218].]251 va
216.73.162[.], nham dén cac dia chi IP cong
cong str dung dé trién khai giao dién quan ly
PAN-OS. Tuy nhién, nhitng dia chi IP nay c6
thé thudc mang VPN, noi co thé co ca nguoi
dung hop phap.

L hong zero-day nay hién chua c6 mai dinh
dang va c6 diém CVSS 14 9.3, duoc xép vao
mirc Nghiém trong. L3 hong cho phép ddi
tuong tan cong khai thac 13i trén giao dién quan
Iy dé trién khai webshell 1én hé thng, tir 46 mo
ra kha nang truy cap tur xa lau dai va thyc thi
ma tu xa. Tinh phuc tap cia cudc tan cong dugc

I4

danh gid 1a “thap

29

va khéng yéu cdu nguoi
dung phai twong tac hay c6 quyén truy cap dic
biét dé c6 thé bi khai thac.

Ngoai ra, diém CVSS cua 16 hong nay c6 thé
giam xubng con 7.5 néu giao dién quan 1y dugc
c4u hinh dé chi cho phép mot s IP nhat dinh truy
cap. Piéu nay budc dbi tugng tan cong phai co
quyén truy cap hoic sir dung nhitng IP nay trudc
khi thuc hién khai thac.

Trudc d6, Palo Alto Networks da khuyén nghi
nguoi dung tang cuong cac bi¢n phap bao mat cho
giao dién quan 1y sau khi nhan dugc béo cdo vé
mot 16 héng cho phép thuc thi ma tir xa. Hién tai,
chua c6 thong tin chi tiét vé cach thirc 16 hong
zero-day nay duoc phat hién, cling nhu vé d6i
tugng tan cong va muc tiéu ctia cac cudc tn cong
lién quan.

L3 hong hién van chua duoc va, vi vy nguoi
dung can chii dong giGi han truy cap vao giao dién
quan 1y tudng lira dé giam thiéu nguy co bi khai
thac.

Thong tin ndy dugc cong bd trong bdi canh ba
16 hong an toan thong tin mirc nghiém trong khac
ctia hang, gom CVE-2024-5910, CVE-2024-9463
va CVE-2024-9465, dang bi khai thac trong thuc
té. Tuy nhién, hién tai chua c6 bang ching nao
cho thy sy khai thac cua cac 16 hong ndy c6 lién
quan dén nhau.

Nguon: https://thehackernews.com/2024/11/pan-os-firewall-vulnerability-under.html
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\ Nguy co tan cong mang tir diém yéu,
¢\ e
106 hong

Trong tuan, cac to chuc qudc té di cong
b va cap nhat it nhat 919 15 hong, trong d6
c6 315 16 hong mic Cao, 371 16 héng muc
Trung binh, 24 15 hong mic Thap va 209 16
hong chwa danh gia. Trong d6 c6 it nhat 104
15 hdng cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mirc ¢6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chi y ¢4 03 16 hong anh huang céc san pham caa Microsoft, Apache va
Laravel, cu thé 1a nhu sau:

e CVE-2024-43451 (Piém CVSS: 6.5 — Trung binh): L& hong ton tai trén Microsoft
Windows 10, Windows 11, Windows Server 2022 cho phép ddi twong tan cong danh cap
ma bam NTLM tir hé théng. Hién 15 hong di c6 ma khai thac va dang bi khai thac trong thyc
té bai cac nhom tan cong.

e CVE-2021-44228 (Piém CVSS: 10.0 — Nghiém treng): Hay con duoc goi 1a Log4Shell 1a
15 hong ton tai trén Apache cho phép dbi twong tan cong thuc thi ma tir xa nap vao tir may
chu LDAP khi chtic niang thay thé message lookup duoc sir dung thdng qua viéc diéu khién
tham s6 thong diép log, control log. Hién 16 hong da c6 ma khai thac va dang bi khai thac
trong thyc té bai cac nhom tan cong.

e CVE-2024-52301 (Piém CVSS: Chwa xac dinh): L6 hong ton tai trén framework Laravel
cho phép d6i tuong tan cdng truy cap va thuc hién cac hanh vi trai phép 1én méi trudng web
thdng qua cac cau truy van doc hai. Hién 15 hong chua co ma khai thac va dang bi khac thac
trong thuc té bai cac nhdm tan cong.
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TOP 10 16 hong dang chi y trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- Biém CVSS: 6.5 (Trung binh)

- Anh huéng: Microsoft Windows 10, Windows

11, Windows Server 2022 https://nvd.nist.gov/v
1 CVE-2024-43451 | - M6 ta: L& hong cho phép dbi twong tan cong truy | uln/detail/CVE-

cap va thuc hién cac hanh vi trai phép 2024-43451

- Lb hdng di c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 10.0 (Nghiém trong)

i AnAh h}_I(’”S: A;pache L « .| https://nvd.nist.gov/v
2 CVE-2021-44208 | - MO t&: Lo hong cho phép doi twong tan cOng | ierail/CVE-

thu~c thl ma tir Xa 2021-44278

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- Piém CVSS: Chua x4c dinh

- Anh huong: Laravel framework

- M@ ta: L& hong cho phép dbi tugng tan cong truy | https://nvd.nist.gov/iv
3 CVE-2024-52301 cap va thyc hién céc hanh vi trai phép uln/detail/CVE-

- L& hong chua c6 ma khai thac va dang bi khai 2024-52301

thac trong moi truong thyuc té bai cac nhom tan

cong

- Piém CVSS: 7.8 (Cao)

- Anh huong: Microsoft Windows 10, Windows

11 https://nvd.nist.gov/v
4 CVE-2024-35250 | - M6 ta: L& hong cho phép d6i twong tan cong | uln/detail/CVE-

thuc hién leo thang dic quyén 2024-35250

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- Piém CVSS: 9.8 (Nghiém trong)

i AnAh }{“6”9: F;ortiManage’r B . .| https://nvd.nist.gov/v
5 CVE-2024-47575 - M0 ta: Lo hong cho phép doi tugng tan cong uln/detail/C\VE-

thuc thi ma tur xa
- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong

2024-47575
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TT M3 16i quéc té M6 ta ngin Ghi chd

- biém CVSS: 8.8 (Cao)

i An}1 hql.rérn:g: erafana L « .| https://nvd.nist.gov/v
6 CVE-2024-9264 | - MO ta: L6 hong cho phép doi twong tan cong | 1 jerait/cve-

kha~| trlac Ioi Command Injection 9024-9264

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Plugin “Really Simple Security”

cho WordPress ]
. CVE.2024.10924 ;\/Iﬁ ta: L3 h(‘?I}g cho phép déi t}r.qng,tén cong truy httﬁfr-]// /(;‘gf[gli‘/'cs’:tvgé"’/ v

ap va 7th1_IC hién cac hanh vi trai phép 2024-10924

- Lo hong chua c6 ma khai thac va dang bi khai

thac trong moi truong thyuc té bai cac nhom tan

cong

- biém CVSS: 9.8 (Nghiém trong)

- ?/Inél gl'wli]g .héNnggO:IT(? L;Illiz tcrilénihtz?npg tan cong https://nvd.nist gov/v
8 CVE-2024-4577 . i uln/detail/CVE-

thuc thi ma tur xa

- L6 hong da c6 ma khai thac va dang bi khai thac 2024-4577

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 8.8 (Cao)

- Anh huong: Microsoft Windows 10 :

- M6 ta: LS hong cho phép ddi twong tan cong https://nvd:nlst.gov/v
9 CVE-2024-49039 - B 3 ; uln/detail/CVE-

thl_l’f: h!@n leo thang dac quyeén 2024-49039

- L6 hong dé c6 mé khai théc va dang bi khai thac

trong moi truong thuc t€ boi cdc nhom tan cong

- Piém CVSS: 9.8 (Nghiém trong)

- ZI?/In;l thél'mfg -thglg i;?)ngité: pdlcljf tugng tan cong https://nvd.nist.gov/v
10 CVE-2024-21534 s ’ uln/detail/CVE-

thuc thi ma tur xa

- L6 hong da c6 ma khai thac va dang bi khai thac 2024-21534

trong mdi trudng thyuc té bai cac nhém tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n c6 n g D R Dos Biéu dd tht"ing ké;l;%é‘;):gntheo cc;mg dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
32.424 (giam so V&i tuan trudc 32.599)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Thong ké tin cong vio
trang/cong théng tin dién tir
ciia Viét Nam

Cai md déc 0

Lira dio (Phishing) 37

Botnhet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom d6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuan, ghi nhan 20 dja chi
IP/domain thudc botnet ¢ anh hudng toi
nguoi dung Viét Nam.

Tan cong Web

Trong tuan, c¢6 37 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 37 trudng hop tan cong lira
dao (Phishing), 0 truong hop tan cong

cai cam ma doc.

Darkmailer
Other
Cutwail
Stealrat
Gamut

lotbotnet

Avalanche

Pia chi dworc st dung trong cac mang botnet

disorderstatus.ru

gjogvvpsf.biz

differentia.ru

morphed.ru

atomictrivia.ru

ygiudewsghct.in

a.asense.in

hzmksreiuojy.in

sdk.asense.in

hzmksreiuojy.ru

statis.multispacesext.net

a.deltaheavy.ru

ydglnw.info xjpakmdcfuge.biz
thesecond.in egksyqv.info
amnsreiuojy.ru restlesz.su

cp.ceddi8ub.ru

mrkniokgsi.ru
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Tén cong lira dao nguoi ding Viét Nam

Trong tuan, hé théng cua Cuc An toan thong tin di ghi nhan 5.249 phan anh trudng hop
lra @40 truc tuyén do ngudi ding Internet Viét Nam gui vé. Trong do:
- 220 truong hop phan anh duoc tiép nhan thong qua hé théng Trang canh bao an toan théng
tin Viét Nam (canhbao.khonggianmang.vn).
- 5.029 trudng hop phan anh cudc goi, tin nhan lira ¢ao théng qua tong dai 156/5656
Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://sellings-global[.Jcom/fedex Website gia mao san TMDT Amazon
2 https://www/[.]Japplecenter][.]info[.Jvn/ Website gia mao Apple
3 https://dichvucongbca[.Jcom/ Website gia mao B6 Cong an
4 Website gia mao Cong ty Tai chinh
https://wwwl[.]Jihomeficvn[.Jcom TNHH MTV Home Credit Viét Nam
5 lazada[.]ac Website gia mao san TMDT Lazada
6 hdbank[.Juudaikhachhang-trungtamcapnhatthe- | Website gia mao Ngan hang TMCP Phat
thangl1[.Jcom[.Jvn trién Thanh ph6 H6 Chi Minh
7 Website gia mao Ngan hang TMCP
https://mmmbonline[.Jcom Quan doi
3 Website gia mao Ngan hang TMCP
https://www[.]iplus-fianc24h[.]Jonline Quén doi
9 Website gia mao Ngan hang TMCP
vib[.]Jkhach-hang-nang-han-muc-ca-nhan[.Jcom Quac te Viét Nam
10 https://vpbank[.]Juudaikhachhang-uudaithe- Website gia mao Ngan hang TMCP Viét
thang11[.Jcom[.Jvn/ Nam Thinh Vugng
11 https://sp56188p[.Jcom/my Website gia mao sin TMDT Shopee
12 https://nzu62352s[.]Jcom/order Website gia mao sin TMDT Shopee
13 https://sp5583p[.Jcom/my Website gia mao sin TMDT Shopee
14 Website gia mao Tap doan Dién luc Viét
www([.]Jevnspc[.Jcom Nam (EVN)
15 https://www[.]tikifreeship[.]cc Website gia mao san TMBT Tiki
16 https://af[.Jtiktok25881[.]shop/ Website gia mao TikTok
17 https://evaluatetravels[.]Jcom/recharge Website gia mao Traveloka
18 https://viettel-post[.]cfd/vn/ Website gia mao ViettelPost
19 https://nhantienquoctej13[.]Jvercel[.Japp/dichvunh
antien Website gia mao Western Union
20 https://zloweb[.Jme/ Website gia mao Zalo
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu céc chién dich tin cong ctia cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.
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