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1. Tin tiec An toan thong tin

- Chién dich tan céng APT: Nhom APT “Earth Estries” st dung ma doc
GHOSTSPIDER trong chién dich tin céng nham vao nganh vién théng tai hon
12 quéc gia.

- Canh b&o: L& hong nghiém trong ton tai trén plugin “Anti-Spam” cua
WordPress khién hon 200.000 website dung trudc nguy co bi anh huong baoi
tan cong thuc thi ma tir xa.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- T4n cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 5.237 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn




NCSCX

National Cyber Security Center

Tin tec An toan thong tin

Gan day, cac chuyén gia bao mat da ghi nhan
nhom tan cong Earth Estries dang str dung ma
doc backdoor mai co6 tén “GHOSTSPIDER”
trong chién dich tan céng nham vao cong ty
thugc nganh dién tir vién thong tai cac qudc gia
Dong Nam A. Trong chién dich, nhom dbi tuong
con sir dung mi doc backdoor da nén tang
MASOL RAT (Backdr-NQ) Ién cac hé thong
Linux thudc hé thbng mang cua chinh phu tai cac
quéc gia nay.

Theo théng ké tir chuyén gia bao mat, Earth
Estries dd thanh cong xdm nhap vao hon 20 tb
chic thude linh vuc dién tar vién théng, cong
nghé, tu van, hda hoc, van chuyén va cac don vi
thudc chinh pha ciing nhu cac té chic phi loi
nhuan. Hién danh scac qudc gia bi anh huong
dugc ghi nhan cu thé nhu sau: Afghanistan,
Brazil, Eswatini, An D, Indonesia, Malaysia,
Pakistan, Philippines, Nam Phi, Dai Loan, Thai
Lan, My va Viét Nam.

Nhom tén cong Earth Estries dd di vao hoat
dong ké tir nam 2020 voi cac tén khac nhu
FamousSparrow, GhostEmperor, Salt Typhoon
va UNC2286, nhim vao cic don vi chinh phu,
cong ty dién tir vién thong tai My, cac qubc gia
cung Chau A Théi Binh Duong, Trung Pong va
Nam Phi.

Mot s cong cu dang chu y dugc st dung boi
nhom la rootkit Demodex va ma doc Deed RAT
(SNAPPYBEE), 14 phién ban ma ddc cai tién cta
ShadowPad va dugc str dung boi nhiéu nhom
APT thudc Trung Qudc. Ngoai ra, nhém Earth
Estries con st dung cac ma ddc backdoor, danh
cip thong tin nhu Crowdoor, SparrowDoor,
HemiGate, TrillClient va Zingdoor.

Viéc xam nhap dau vao cua nhém dugc thyc
hién théng qua khai thac cac 16 hong an toan
thong tin ton tai trén lvanti Connect Secure
(CVE-2023-46805 va  CVE-2024-21887),
Fortinet FortiClient EMS (CVE-2023-48788),
Sophos Firewall (CVE-2022-3236), Microsoft
Exchange Server (CVE-2021-26855, CVE-2021-
26857, CVE-2021-26858, va CVE-2021-27065
hay ProxyLogon). Sau d6, nhom dbi tuong s&
trién khai cac ma doc nhu Deed RAT, Demodex
va GHOSTSPIDER vé&i muc dich gian diép
khong gian mang dai han.

Ngudn: https:/thehackernews.com/2024/11/chinese-hackers-use-ghostspider-malware.html
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Puoc biét, ha ting C&C phirc tap véi nhiéu backdoor dugc quan 1y bai cac doi ha tang khac nhau da
t6 diém cho tinh phirc phic tap trong hoat dong ciia nhom dbi tuong tan cong. Trong d6, GHOSTSPIDER
két ndi toi ha tang nay sir dung giao thirc lién lac tu tao duoc bao vé boi TLS va tai xudng cac module bo
sung chice nang can thiét cho muc tiéu tan cdng cia nhom ddi tuong.

Y kién tir cac chuyén gia bao mat cho rang: “Earth Estries thuc hién cac chién dich tin cong mot cach
kin dao bat dau tir cac thiét bi nam ¢ vién cua khong gian mang va phat tan téi moi truong cloud khién
viéc phat hién tré' nén kho khan. Nhom dbi tuong con sir dung két hop nhiéu bién phap thiét 1ap mang van
hanh cd vai trd che gidu dau vét hoat dong ciia nhom, qua d6 cho thidy nhom ddi tugng nay c6 mot céch
tiép can tinh vi toi viéc xam nhap, theo ddi muc tiéu ctia minh”.

Ngoai ra, cac cong ty dién tir vién théng gan day da tro thanh muc tiéu caa nhidu nhoém tan céng co
lién két téi Trung Qudc nhu Granite Typhoon va Liminal Panda.

Mt s6 IOC dwoc ghi nhan:

103[.]91[.]64[.]214 165[.]154[.]227[.]192 pulseathermakf[.Jcom 96[.]19[.1211[.]27
23[.]81[.]41[.]166 158[.]247[.]222[.]165 www[.]infraredsen[.Jcom 139[.]59[.]108[.143
172[.]93[.]165[.]14 91[.]245[.]253[.]127 billing[.]Jclothworls[.Jcom 143[.]198[.]192[.]175
103[.]75[.]190[.]73 45[.]125[.]167[.]144 helpdesk[.]stnekpro[.]Jcom 139[.159[.]236[.]31
43[.]226[.]126[.]164 172[.]193[.]165][.]10 jasmine[.]lhousewares[.]Jcom vpn114240349[.]softether[
Jnet
193[.]239[.186][.]168 146[.]70[.]79[.]18 private[.Jroyalnas[.Jcom imap][.]dateupdata[.Jcom
146[.]70[.]79[.]105 205[.]189[.]160[.13 vpn487875652[.]softether[.Jnet | 139[.]99[.]114[.]108

Ngudn: https://thehackernews.com/2024/11/chinese-hackers-use-ghostspider-malware.html
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“Canh bao: L3 hong nghiém treng ton tai trén plugin “Anti-
Spam” ciia WordPress khién hon 200.000 website dirng trudéc

nguy co bj anh hwéng béi tan cong thuc thi ma tir xa”

WORDPRESS

Gan day, cac chuyén gia bao mat da ghi nhan
thong tin vé hai 16 hong an toan thong tin mirc
Nghiém trong gay anh hudng toi plugin “Anti-
Spam” va “FireWall” cho WordPress. Déi tuong
tan cong sau khi khai thac thanh cong 16 hong c6
thé cai va bat céc plugin doc hai trén website,
qua do6 cho phép thuc thi ma tir xa.

Hai 16 hong c6 ma CVE-2024-10542 (Diém
CVSS: 9.8) va CVE-2024-10781 (Piém CVSS:
10.0) va da dugc xur ly trong phién ban 6.44, 6.45
dugc phat hanh trong thang.

Puoc biét, cic plugin bi anh huéng boi 16
hong duoc coi 1a “plugin thong dung cho viéc
chéng spam” nham chin cac binh luén, luot
dang ki, khao sat... mang tinh spam.

Chi tiét vé ca hai 16 hong 1a vé 16i bo qua bién
phap xac Gy quyén, tir d6 cho phép d6i trong tin
cong cai va bat cac plugin tiy ¥, qua d6 khién
website chiu anh hudng bai cac 16 hong an toan
thong tin ton tai trén plugin do.

Déi vai 16 hong CVE-2024-10781, van dé nam
tai viéc thiéu sot trong viéc kiém soét gia trj rong
trén “api_key” tai ham “function”; con 16 hong
CVE-2024-10542 bat nguon tir viéc bo qua bién
phap ay quyén thdng qua hinh thirc DNS Spoofing
trén ham checkWithoutToken().

Nguoi diung duoc khuyén nghi 1a nén cap nhat
ban va sém nhat c6 thé cho cac website caa minh
dé giam nguy co bi chiju anh huéng bai cac chién
dich tan cong khai théac hai 15 hong nay.

Thong tin nay dugc cong bd trong béi canh
Sucuri canh bao vé nhiéu chién dich tan céng khai
thac website WordPress dé chén cic doan ma doc
hai c6 chirc nang diéu huéng nguoi ding t6i cac
web doc hai khac thdng qua quang céo, ra queét
thong tin dang nhap, phat tan ma dgc co chirc nang
ghi nhan mat khau admin va thuc thi ma PHP tly
y trén may chu.

Nguén: https://thehackernews.com/2024/11/critical-wordpress-anti-spam-plugin.html
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\ Nguy co tan cong mang tir diém yéu,
Q@ \ 5hing

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 511 16 hong, trong 46 RATton
c6 198 16 hong mic Cao, 197 16 hong muc
Trung binh, 26 16 hong mic Thap va 90 15
hong chua danh gia. Trong d6 c6 it nhat 89 16
hdng cho phép chén va thuc thi ma 1énh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 16 hong déng y PAN-OS RCE
chuy, la nhu:ng lo hong co _mu’f: do nghleT Vuln Exploitation
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong. CVE-2024-0012 | CVE-2024-9474

Trong d6, dang chi y ¢6 03 16 hong anh huéng cac san pham cua ProjectSend va Palo Alto
Networks, cu thé 1a nhu sau:

e CVE-2024-11680 (Piém CVSS: Chwa xac dinh): L3 hdng ton tai trén ProjectSend ton tai
do thiéu s6t trong khau xéac thuc, ddi tugng tan cong khai thac thanh cong 16 hong c6 thé
truy cap va thuc hién cac hanh vi trai phép nhu tao tai khoan tuy vy, tai Ién cac webshell doc
hai va nhing JavaScript doc hai. Hién 16 hong da c6 ma khai thac va dang bi khai thac
trong thuc té

e CVE-2024-0012 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén PAN-OS cua
hang Palo Alto Networks cho phép ddi tuong tan cong sau khi khai thac thanh cong cé thé
leo thang dac quyén. Hién 15 hong da c6 ma khai thac va dang bi khai thac trong thyc té.

e CVE-2024-9474 (Piém CVSS: 7.2 — Cao): Lb hong ton tai trén PAN-OS cua hang Palo
Alto Networks cho phép d6i tugng tan cong sau khi khai thac thanh cong c6 thé leo thang
dac quyén. Hién I8 hong di c6 ma khai thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd
- Piém CVSS: Chua xéc dinh
erhthu:p ﬁ;PrOJECtSEr,]d},t i cona https://nvd.nist.gov/v
1 | CVE-2024-11680 | 0% -0 NONECho phep abt rong ln Congiy |y getail/cve-
cap va thuc hién cac hanh vi trai phép
) Va Thut AT Lat fiar o 2024-11680
- Lo hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong
- Biém CVSS: 9.8 (Nghiém trong)
-ariht?ufggh:xPAN};OSh’ 461 tona thn cong | https://nvd.nist.gov/v
2 CVE-2024-0012 | 0 3; Czu;?fc © phep dortrong tan Congleo 1 detail/CVE-
ang da ¢
L2 L 2024-0012
- Lo hong da c6 ma khai thac va dang bi khai thac
trong mdi truong thyc té bai cac nhém tan cong
- Biém CVSS: 7.2 (Cao)
-ariht?ufggh:xPAN};OSh’ 461 tona thn cong | https://nvd.nist.gov/v
3 CVE-2024-9474 | 0 3; ©hong cho phep dortuong tan CongIeo |-\ detail/CVE-
angdgequyen o 2024-9474
- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhom tan cong
- Piém CVSS: 7.8 (Cao)
-ariht?ufg?]:KWmiowi 461 twona tn cong | https://nvd.nist.gov/v
4 | CVE-2024:35250 |00 o VRO PREP COTHENI BRI | uindetail/CVE-
angdacquyen o 2024-35250
- Lo hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong
- Piém CVSS: 9.8 (Nghiém trong)
-’:AHP?_Ingh?“nkh héo dbi ¢ o s https://nvd.nist.gov/v
5 | CVE-2024-10914 | Ot -0 Ong Cho phep GO Wong TN CONG 1/ getail/cVE-

thuc thi ma tur xa
- L4 hong di c¢6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong

2024-10914
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TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

i ‘:/In}l ?_mfg:h'ilrefoﬁ oo dbi ¢ o s https://nvd.nist.gov/v
6 CVE-2024-9680 | 0 & L0 ong cho phep dor tuong Wh €ONG | qetail/CVE-

thuc thi ma tir xa

X 1A s PN . s 2024-9680

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 8.8 (Cao)

- Anh husng: Windows . /

CMA ta- | X RA o A A0 AA ttps://nvd.nist.gov/v
5 CVE-2024-49039 Mo ta.vLo hoilg cho phép doi tugng tan cong leo Uin/detail/CVE-

thang dac quyen

X2 ~ . ) . " 2024-49039

- Lo hong da c6 ma khai thac va dang bi khai thac

trong méi truong thyc té bai cac nhém tan cong

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Fortin .

s tél'ng héitlcito hép déi tuong tin cong | TPs-//nvd.nist.goviy
8 | CVE-2024-23113 4. -0 11008 G0 PAP ond 9| uln/detail/CVE-

thyc thi mé tur xa 2024-23113

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: GeoServer .

- M6 ta: LS hong cho phép ddi twong tan cong https://nvd.nist.gov/v
9 CVE-2024-36401 o ; uln/detail/CVE-

thui: tf}l ma tur xa . 2024-23113

- L6 hong dé c6 mé khai théc va dang bi khai thac

trong méi truong thuc té bdi cac nhdm tan cong

- biém CVSS: 8.8 (Cao)

- Anh huong: SonicWall SMA100 NetExtender

le:ﬂrlgi\f\{sl_: h ho phén déi twona tn con https://nvd.nist.gov/v
10 | CVE-2024-29014 & 0 Nong cho pacp o1 tuong BN NI | in/detail/CVE-

thuc thi ma tir xa 9024-29014

- L6 hong chua c6 ma khai thac va dang bi khai

thac trong mdi truong thuc té bai cac nhom tan

cong
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Thong ké nguy co, cac cudc tan cong mang vao

Viét Nam

Tan cong DRDoS

Biéu d6 thong ké thiét bi theo cong dich vu

pho bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
35.190 (tang so véi tuan trudc 34.886)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Thong ké tin céng vio
trang/cong thong tin dién tir
cia Viét Nam
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Tan cong Web

Trong tuan, c¢6 25 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 25 trudong hop tan cong lira
dao (Phishing), 0 truong hop tan cong
cai cim ma doc.

Cai mi dic

Lira dio (Phishing)

0

25

Botnhet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom d6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuan, ghi nhan 20 dja chi
IP/domain thudc botnet ¢ anh hudng toi
nguoi dung Viét Nam.

Darkmailer
Other
Cutwail
Stealrat
Gamut

lotbotnet

Avalanche

Pia chi dworc st dung trong cac mang botnet

disorderstatus.ru

gjogvvpsf.biz

differentia.ru

ygiudewsghct.in

atomictrivia.ru

hzmksreiuojy.in

a.asense.in yunalwv.biz
sdk.asense.in a.deltaheavy.ru
ydglnw.info hzmksreiuojy.ru
statis.multispacesext.net | xjpakmdcfuge.biz
thesecond.in b.deltaheavy.ru
amnsreiuojy.ru c.deltaheavy.ru
morphed.ru gytujflc.biz
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé thdng ciia Cuc An toan thong tin dd ghi nhan 5.237 phan anh truong hop lira dao
truc tuyén do ngudi dung Internet Viét Nam guri vé. Trong do:
- 285 trudng hop phan anh duoc tiép nhan thdng qua hé thong Trang canh bao an toan thong tin Viét
Nam (canhbao.khonggianmang.vn).
- 4.952 trudng hop phan anh cugc goi, tin nhan lira ¢ao théng qua tong dai 156/5656
Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://amazonil[.]Jcom Website gia mao san TMDT Amazon
2 shop[.Jamz-dropshipping[.Jcom Website gia mao san TMDT Amazon
3 https://logistic[.]Jamz-dropshipping[.]Jcom Website gia mao san TMDT Amazon
4 https://amazoui[.Jtop/ Website gia mao san TMDT Amazon
5 https://amazonil[.Jcom/ Website gia mao san TMDT Amazon
6 https://www([.]applecenter[.Jinfo[.]Jvn/ Website gia mao Apple
7 https://dichvucong[.]xgrgov[.Jcom/ Website gia mao B6 Cong An
8 dichvucong[.Jthongtincancuoc|.]Jorg Website gia mao B Cong An
9 https://vietchinhphu[.Jcom/ Website gia mao Cong Dich vu cong Quéc gia
10 https://giaohangtietkiemvietnam[.Jcom/ Website gia mao g:{] %gnco phan giao hang
11 https://ctygiaochangtietkiemm[.Jcom/ Website gia mao g:,? gignco phan giao hang
12 Giaohangtietkiemm[.]Jnet Website gia mao C_(A)ng_ty ¢ phan giao hang
tiét kiém
) . Website gia mao Cuc An toan théng tin, Bo
13 https://cucanninhmang[.]net/ Thong tin va Truyn thong
14 ghn888[.]Jcom Website gia mao Giao hang nhanh
15 https://da5651[.]Jcom/user/transaction-history Website gia mao san TMDPT Lazada
16 https://www[.]lazada2024[.Jcom/home Website gia mao san TMDT Lazada
17 vcb[.]Jchamsockhachhang-capnhatthe- Website gia mao Ngan Hang TMCP Ngoai
thangl1[.Jcom[.Jvn thuong Viét Nam i
18 hdbank][.]hotrokhachhang-capnhatuudai- Website gia mao Ngan hang TMCP Phat trién
trungtamcapnhatthe-thang11[.Jcom[.Jvn Thanh phé H6 Chi Minh
; Website gia mao Ngan hang TMCP Phét trién
19 hdb[.]vi-han-muc-the-ca-nhan[.Jcom Thanh phé Hd Chi Minh
20 https://evaluatetraveIs[_.]com/my/hlstory-recharge- Website gia mao Traveloka
withdraw
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




