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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Phat hién nhém UAC-0125 khai thac Cloudflare
Workers dé phat tan ma doc gia danh tng dung Army+.

- Canh bao: Ghi nhan 15 hong an toan thdng tin nghiém trong ton tai trén
Fortinet EMS cho phép déi tuong tan cong khai thac cd thé trién khai cac cong
cu cho phép truy cap tur xa.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- T4n cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 6.227 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuin tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

Chién dich tdn cong APT: Phat hi¢n nhom UAC-0125 khai
thac Cloudflare Workers dé phat tan ma dgc gia danh wng

dung Army+"

UAC-0125

CERT-UA Warns of New Cyber Attacks
Against Ukraine Exploiting the “Army+” App

Gan day, phia co quan CERT-UA thudc
Ukraine da ghi nhan thong tin vé nhom déi tuong
tan cong UAC-0125 dang khai thac dich vu
Cloudflare Workers dé dénh lira c4c quan nhan
cua qudc gia ndy tai xuéng ma doc gia danh ung
dung Army+, mét tng dung thugc s¢ hitu cua Bo
Quéc Phong phét hanh phuc vu muc tiéu sé hoa
qudc gia.

Nguoi dung khi truy cap vao cac trang
Cloudflare Workers gia mao s& duoc yéu cau tai
xudng file thuc thi cua tng dung, file nay tao boi
Nullsoft Scriptable Install System (NSIS) la mot
cdng cu ma ngudén maé dung dé tao cac b cai cho
hé diéu hanh.

Khi thuec thi file, mot file bu nhin sé& dugc mé
1én cho nguoi dung, cung Iuc d6 mot doan script
PowerShell c6 chirc nang cai OpenSSH Ién thiét
bi, tao cip khda RSA, b sung khoa cong khai
vira tao vao file “authorized keys” rdi chuyén
khoa bi mat téi may chu C&C thdng qua mang
an danh TOR.

Muc tiéu caa chién dich nay 1a dat duoc
quyén truy cap tir xa t6i thiét bi, hé thong cua
ngudi dung; hién chua rd cach thirc duong dan
t61 cac website nay dugce phat tan nhu nao.

Ngoai ra, co quan bao mat ciing da ghi
nhan nhém UAC-0125 cé lién két tgi cum
UAC-0002 (hay APT44,
FROZENBARENTS, Sandworm, Seashell
Blizzard va Voodoo Bear) 1a mot nhom APT
c6 lién két vai Unit 74455 hau thuan bai Nga.
Pong thoi, trong thang 12/2024, Fortra ciing
da ghi nhan xu hudng leo thang cua viéc loi
dung céc dich vu chinh théng trong chién dich
tan cong khai thac Cloudflare Workers va
Pages dé luu cac website dang nhap Microsoft
365, X4c thyc captcha gia mao nham muc dich
danh cap théng tin xac thuc caa nguoi ding.

Xu huoéng dugc ghi nhan chi ra viéc tang
198% vé s6 luong tan cong phishing nham vao
Cloudflare Pages (tang tir 460 1én téi 1.370); con
trén Cloudflare Workers da tang 40% (tur 2.447
&N téi 4.999).

Ngudn: _https://thehackernews.com/2024/12/uac-0125-abuses-cloudflare-workers-to.html
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Théng tin vé chién dich duoc cong bé trong bdi canh hoi ddng Chau Au dua ra an phat cho
16 ¢4 nhan va 3 don vi thuoc Nga. An phat ciing nham Doppelganger, mot mang ludi tin gia
thugc Nga dua tin vé tinh hinh chién su gitta Nga — Ukraine.

Mét s6 TIoC dwoc ghi nhan:

desktopapluscom.workers|[.]dev desktopaplus.workers[.]dev
armyplus-desktop.workers[.]dev aplusdesktop.workers[.]Jdev
armylpus.workers[.]dev aplusmodgovua.workers[.]dev

wvtmsouaa2gt6jmcuxjShkfrgdss5lhecoqijtsdl | O
7gfruueudiSmkad][.Jonion

Ngudn: https://thehackernews.com/2024/12/uac-0125-abuses-cloudflare-workers-to.html
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Canh bao: Ghi nhan 16 hong an toan théng tin nghiém treng
ton tai trén Fortinet EMS cho phép ddi twong tan cong khai

thac c6 thé trién khai cac cong cu cho phép truy cap tirxa'"

@ fortinetk

| Fi:RTINET

Gan déy, da ghi nhan mot 16 hong an toan
thong tin (hién di c6 ban va) ton tai trén
Fortinet FortiClient EMS bi khai thac boi cac
d6i tuong tan cong trong chién dich tin cong
v6i muc dich trién khai cac phan mém cho
phép truy cap tor xa nhu AnyDesk va
ScreenConnect.

L3 hong c6 ma dinh danh CVE-2023-
48788 (Piém CVSS: 9.3), 1a 16i SQL
Injection cho phép ddi tuong thuc thi mé, cau
lénh doc hai ma khong can phai Gy quyén
thong qua cac goi dir li¢u doc hai dugc gui
to1 giai phap.

Viéc khai thac trong chién dich duogc ghi
nhan vao thang 10/2024, nham vao mdt may
chu Windows két ndi cong cong cua mot
cong ty, trong d6 c6 2 cong dang mé phuc vu
cho giai phap FortiClient EMS.

Cu thé, trong chién dich nay, doi tuong tan
cong da khai thac 16 hong CVE-2023-48788
lam vector xAm nhap dau vao, sau do tién hanh
cai dat file thyc thi cua ScreenConnect dé cho
phép Vviéc truy cap tir xa sau nay tai thiét bi bi
anh huong. Ngoai ra, d6i tuong tan céng nay
con tai 1én cac payload doc hai bo sung dé ra
quét, lay lan toi cac thiét bi cing mang thong
qua viéc liét ké tai nguyén mang, thu thap
théng tin xac thuc trong Ic né tranh phat hién
su dung cac k¥ thuat chuyén dung.

Mot s6 céng cu dang chi ¥ duoc phét tan

gom co:

e webbrowserpassview.exe, cong cu khoi
phuc mat khau 1am 16 mat khau duoc
luu trén trinh duyét Internet Explorer
(phién ban 4.0 — 11.0), Mozilla Firefox
(moi phién ban), Google Chrome, Safari
va Opera;

e Mimikatz

e netpass64.exe, cong cu khoi phuc mat
khau;

e netscan.exe, cdng cu ra quét mang.

Ngudn: https://thehackernews.com/2024/12/hackers-exploiting-critical-fortinet.html
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Canh bao: Ghi nhan 16 hong an toan théng tin nghiém treng
ton tai trén Fortinet EMS cho phép ddi twong tan cong khai

thac c6 thé trién khai cac cong cu cho phép truy cap tirxa'"

Puoc biét, dbi tugng dang sau chién dich d tin cong nham vao nhiéu cong ty tai cac qudc gia
nhu Brazil, Croatia, Phap, An Do, Indonesia, Mong C6, Namibia, Peru, Tay Ban Nha, Thuy Si,
Tho Nhi Ki va Cac Tiéu vuong quéc A Rap Thong nhat véi cac subdomain ciia ScreenConnect.

Vao ngay 23/10/2024, Kaspersky ciing di ghi nhan nd luc khai thac 16 hong nay mot cach
chuyén sau hon véi viéc thuc thi script PowerShell luu trén domain “webhook][.Jsite” dé thu thap
cac goi tin phan hoi tra vé tir cac muc tiéu chiju anh hudng cta 16 hong nay.

Thong tin vé 18 hong trén giai phap cua Fortinet dugc cong bd trong bdi canh 8 thang da troi
qua ké tir khi mot chién dich khac khai thac 16 hong duoc ghi nhan.

Ngudn: https://thehackernews.com/2024/12/hackers-exploiting-critical-fortinet.html
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \ 5hing

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 668 15 hong, trong do
c6 300 15 héong muac Cao, 263 16 hdng mic
Trung binh, 14 16 héng mac Thap va 91 15
hong chua danh gia. Trong d6 c6 it nhat 133
16 hong cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé théng ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhom tan cona.

Trong d6, dang cha ¥ ¢6 03 15 hong anh huéng cac san pham caa Windows va Apache, cu
thé 1a nhu sau:

e CVE-2024-49138 (Piém CVSS: 7.8 - Cao): Lb hong ton tai trén Windows cho phép dbi
tugng tan cdng thuc hién tan cong leo thang dac quyén. Hién 15 hong chura c6 ma khai thac
va dang bi khai thac trong thuc té.

e CVE-2024-35250 (Piém CVSS: 7.8 — Cao): L5 hong ton tai trén Windows 10, Windows
11 tai thanh phan Windows Kernel-Mode Driver, cho phép d6i twong tan cong thyc hién tan
cong leo thang dic quyén. Hién 16 hong da c6 ma khai thac va dang bi khai thac trong thuc
te.

e CVE-2024-53677 (Piém CVSS: 9.5 — Nghiém trong): L5 hdng ton tai trén Apache Struts,
d6i twong tan cdng co thé thuc thi ma tir xa thdng qua viéc khai théac 15i tai 1én file cho phép
d6i twong khai thac 13i path traversal va tai 1én céc file doc hai. Hién 16 hong da c6 ma khai
thac va dang bi khai théc trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 7.8 (Cao)

- Anh huong: Microsoft

- M6 ta: LS hong cho phép dbi twong tan cong | https://nvd.nist.gov/iv
1 CVE-2024-49138 thuc hién tin cong leo thang dic quyén uln/detail/CVE-

- L3 hong chwa c6 ma khai thac va dang bi khai 2024-49138

thac trong madi trudng thuc té bai cac nhém tan

cong

- biém CVSS: 7.8 (Cao)

: ‘:ﬂn}l ??Ofg'hvxvmdoﬁlvs hép déi tn o5 https://nvd.nist.gov/v
2 | CVE-2024-35250 0 fa- Lo ong cho phcp dot wong an €ong |\ getait/cVE-

thl_IE: h[@” tan cong leo thang dac quyen 2024-35250

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- biém CVSS: 9.5 (Nghiém trong)

: ‘:‘Alih hufp ﬁ;Apa}(ihe }Slt,ru;sb A https://nvd.nist.gov/v
3 | CVE-2024-53677 | 0% LOMone chophep dormong WCONGILY | yeqgil/cVE-

cap~va7th1_rc hién cac hanh vi trai phép 9024-53677

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhom tan cong

- Piém CVSS: 8.8 (Cao)

: ‘:/In}l IT?OEg.hT;eam\élewEr’ Rer?ote Cllenfs .| https://nvd.nist.gov/v
4 CVE-2024-7479 0 ta: L6 hong cho phep doi tuong tan cong | eaif/CVE-

thuﬁ: h!én tan cong leo thang dac quyen 20247479

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 5.3 (Trung binh)

- ?Aréli;ufg ﬁé:;?ﬁi?;%iiﬁ; tan cong truy https://nvd.nist.gov/v
5 | CVE-2024-40725 ' ; uln/detail/CVE-

cap va thyc thi cac hanh vi trai phép.
- L4 hong di c¢6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

2024-40725




NCSCX
TOP 10 lo hong dang chu y trong tuan

National Cyber Se

TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-50379

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Apache Tomcat

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tir xa

- Lb hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-50379

CVE-2024-50623

- biém CVSS: 8.8 (Cao)

- Anh huoéng: Cleo Harmony, VLTrader va
LexiCom

- M6 ta: LS hdng cho phép dbi twong tan cong
thuc thi ma tir xa

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi truong thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-50623

CVE-2024-12356

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Privileged Remote Access (PRA)
va Remote Support (RS) cua hdng Beyondtrust

- M0 ta: L hong cho phép dbi tugng tan cong
khai thac 16i Command Injection.

- L6 hong chua ¢6 ma khai thac va dang bi khai
thac trong méi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-12356

CVE-2024-12727

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Sophos Firewall

- M0 ta: L hong cho phép dbi tugng tan cong
thuc thi ma tur xa

- L6 hong chua ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc t€ boi cac nhdm tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-12727

10

CVE-2024-20767

- Piém CVSS: 7.4 (Cao)

- Anh huong: Adobe Cold Fusion

- M6 ta: Ld hong cho phép ddi tugng tin cong truy
cap va thuc thi cac hanh vi trai phép.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi truong thyuc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-20767
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

~ ~ Biéu do thong ké thi'ét bi theo cong dich vu
Tan cong DRDoS ph bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
31.516 (giam so v&i tuan trudc 32.060)
thiét bj ¢ kha ning bi huy dong va tré Py
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c¢6 37 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 37 trudng hop tan cong lira
dao (Phishing), 0 truong hop tan cong
cai cim ma doc.

Théng ké tin cong vao
trang/cong thding tin dién ti
cia Viét Nam

Cii ma doc 0

Lira dao (Phishing) 37
Darkmailer
Other
Cutwail
Stealrat
Gamut
lotbotnet
Botnet oo

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dwoc st dung trong cac mang botnet

nhom d6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuan, ghi nhan 20 dja chi
IP/domain thudc botnet ¢ anh hudng toi
nguoi dung Viét Nam.

disorderstatus.ru

ipjfhgda.info

differentia.ru

ygiudewsghct.in

atomictrivia.ru gjogvvpsft.biz
a.asense.in hzmksreiuojy.in
sdk.asense.in xjpakmdcfuge.biz

thesecond.in

a.deltaheavy.ru

statis.multispacesext.net

hzmksreiuojy.ru

amnsreiuojy.ru yunalwv.biz
cp.02dxbo9u.ru restlesz.su
morphed.ru b.deltaheavy.ru
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Tén cong lira dao nguoi ding Viét Nam

Trong tuan, hé thdng ciia Cuc An toan thong tin dd ghi nhan 6.227 phan anh truong hop lira dao

truc tuyén do ngudi dung Internet Viét Nam guri vé. Trong do:
- 227 trudng hop phan anh duoc tiép nhan thdng qua hé thdng Trang canh béo an toan thong tin Viét
Nam (canhbao.khonggianmang.vn).
- 6.000 truong hgp phan anh cudc goi, tin nhan lira dao thong qua tong dai 156/5656

Duéi day la mot s6 truong hop ngudi dung can nang cao canh giac.

STT Website lira dao Ghi chu

1 https://amazouo9[.]Jcom/ Website gia mao san TMDT Amazon

2 https://dichvucong[.]Jhokhauso[.Jcom Website gia mao B6 Cong An

3 dichvucong[.Jthongtincancuoc].]Jorg Website gia mao B6 Cong An

4 https://mofvn[.]Jcom/ Website gia mao Bo Tai chinh

5 Website gia mao Cong ty co phan giao hang

dichvugiaohangtietkiemvn[.]store tiet kiém -

6 Website gia mao Cong ty c6 phan giao hang
https://giaohangtietkiem[.Jcom[.]Jvn/ tiet kiém

7 Website gia mao Cong ty TNHH Aeon Viét

https://aeonmaills[.]shop Nam
8 Website gia mao Cuc An tqén thong tin, Bo
https://www/[.]Jcuisin[.]sa[.Jcom/ Théng tin va Truyén thong
https://cucanninhmang24h[.Jcom/?gad_source=1
9 &gclid=CjwKCAIiAyJS7BhBIiEiwAyS9uNc- Website gia mao Cuc An toan thong tin, Bo
iPjBdOOzmxG_eHcDemdg_Ekr23sT1FbmDx9b7 Thong tin va Truyén thong

0p4gSck4Y-8jRhoCX6gQAvVD BwE

10 https://dienmayxanh-services[.]Jcom/ Website gia mao Dién may xanh

11 https://magiamgiadienmayxanh[.Jcom/dmx/ Website gia mao Bién may xanh

12 Lazadass[.Jcom Website gid mao san TMPT Lazada

13 Website gia mao Ngan hang TMCP Ky

cskh-techcombank[.Jcom Thuong Viét Nam
14 https://shinhan[.Jchamsocthe-uudai-khachhang- Website gia mao Ngan hang TNHH MTV
tructuyen[.Jcom[.Jvn/ Shinhan Viét Nam

15 https://shinhan[.]hotrotructuyen- Website gia mao Ngan hang TNHH MTV
khachhangcanhanthang12[.Jcom[.]Jvn/ Shinhan Viét Nam

16 https://kph25332s[.Jcom/ Website gia mao san TMDT Shopee

17 Website gia mao Tap doan DPién lyc Viét Nam

https://landing[.]Jevnpoint[.Jcom/ (EVN)

18 www][.Jozonvletnam[.Jcom Website gid mao san TMDT Tiki

19 https://tikihethongmuasam12h[.Jcom/my Website gia mao san TMDPT Tiki

20 quocte[.]Jclick Website gia mao Western Union
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao théng ké tai muc Tén cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




