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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT PlushDaemon nham vao nha cung
cap VPN cua Han Quéc trong chién dich tin cong gay anh huang téi chudi cung
ung.

- Canh béo: Cisco va 15 hong leo thang dic quyén ton tai trén giai phap Meeting
Management.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- T4n cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 5.367 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuin tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tdn cong APT:Nhém APT PlushDaemon nhim
vao nha cung cap VPN ciia Han Quéc trong chién dich tan

cdng gay anh hwéng téi chubdi cung l’rng"

AN

Gan day, cac chuyén gia di bao mat da
ghi nhan nhém APT c6 ngudn goc tir
Trung Qudc véi tén PlushDaemon di duoc
gan voi chién dich tan cong nham vao
chudi cung @ng nham vao nha cung cap
VPN ctia Han Quéc ké tir nam 2023.

Chién dich tan cong dién ra vai viéc
nhoém APT nay thay thé bo cai chinh thong
cua hang bang bo cai gai ma doc co chic
nang trién khai ma doc SlowStepper, day
la mot backdoor c6 nhiéu chirc nang cung
v6i hon 30 thanh phan dugc thich hop.
Nhom APT PlushDaemon 1a mot nhém tén
cdng cd ngudn gbc Trung Qudc da di vao
hoat dong ké tir nam 2019 nham vao cac to
churc, ca nhan tai Trung Quéc, Pai Loan,
Hong Kéng, Han Qudéc, My va New
Zealand.

Piém déng chu y cia nhém nay 1 viéc sir
* dung ma doc SlowStepper, dugc mo ta la mot

bo toolkit 16n véi hon 30 module duoc lap
trinh st dung ngon ngir C++, Python va Go.
Mot diém khéac cua chién dich tan cong lan
nay caa nhom la viéc chiém dung cac kénh
cap nhat phan mém chinh théng ciing héng
VPN, khai thac 16 hong ton tai trén may chu
web dé xam nhap vao hé théng muc tiéu.

Phién ban doc hai caa bo cai, hién da duoc
go bo khoi website cua hdng VPN bi anh
huéng, cd chuc nang phat tin ma doc
SlowStepper cting véi phan mém chinh théng.
Hién chua rd chinh x4c muc tiéu trich xuét
théng tin cua hinh thirc tan cong chudi cung
ng nay 1a gi, tuy nhién cac t6 chic, ca nhan
tai xudng file .ZIP nay déu dung trudc nguy
co bi anh hudng. Dit liéu Telemetry dugc thu
thap bai ESET cho thy c6 nhiéu nguoi ding
d4 c6 cai dat phién ban doc hai cua phan mém
thuoc mot cong ty ban dan va mot cong ty
phét trién phan mém tai Han Quéc

Ngudn: https://thehackernews.com/2025/01/plushdaemon-apt-targets-south-korean.html?&web_view=true
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhém APT PlushDaemon nhim
vao nha cung cap VPN ciia Han Quaéc trong chién dich tan

cong gay anh hwéng téi chudi cung 1’rng"

Dt liéu Telemetry duoc thu thap boéi ESET
cho thay ¢6 nhiéu nguoi dung di cb cai dat phién
ban doc hai cua phan mém thuéc mot cong ty béan
dan va mot cong ty phat trién phan mém tai Han
Quéc.

Chudi tan cong cuaa chién dich nay bat dau bat
viéc thuc thi bo cai “IPanyVPNsetup.exe”, sau
do6 sé& thiét 1ap két néi duy tri trén hé thdng gitra
cac lan khoi dong lai va thuc thi loader
“AutoMsg.dll” c¢6 chirc nang thyc thi shellcode
nap vao hé théng DLL “EncMgr.pkg”. DLL nay
s& trich xuat ra hai file cd tac dung nap vao DLL
doc hai “lregdll.dll” ¢6 tén PerfWatson.exe.

Muc tiéu cudi ciia qua trinh nay 1a dé trién khai
ma doc SlowStepper tir file winlogin.gif ton tai
trén file FeatureFlag.pkg. Ma doc nay co st dung
nhiéu céng cu khac nhau duoc viét bai ngén ngir
Python va Go cho phép thu thap dir liéu va che
giau hanh vi giam séat thdng qua viéc ghi am va
video.

Céc thong tin duoc nhém tan céng nay nham
tGi gom co:

e Trinh duyét web: dir liéu Iuu trén trinh
duyét Google Chrome, Microsoft Edge, Céc Céc,
Firefox,...

« Camera hé théng, thiét bi.
*  (CAc file van ban (.txt, .doc, .docx, xls,...)

« Céac ung dyng nhan tin nhu DingTalk,
Telegram, WeChat.

» Céc thdng tin lién quan téi mang wifi.

Tinh phc tap cia nhém tan cong con duoc thé
hién thdng qua su da dang trong chudi tin cong
sir dung boi nhdm nay, vuot ra khoi pham vi gay
anh huéng téi chudi cung ung hay khai thac 16
hong web dé trién khai hinh thuc tin cong
adversary-in-the-middle (AitM) cho truy cap dau
vao. Piéu nay duogc thuc hién théng qua viéc
chiém dung co ché cap nhat phan mém cua céc
ring dung sau khi chiém dung DNS mic router.
M@t s6 ToC dwgc ghi nhan:

202.189.8[.]72 47.96.17[.]237

47.74.159[.]166 8.130.87[.]195

47.113.200[.]18 47.104.138[.]190

202.189.8[.]87 202.189.8[.]69

47.92.6[.]64 reverse.wcsset[.]c
om
7051.gsm.360safe[.]Jcom | st.360safe[.]Jcomp
pany any
202.105.1[.]187 202.189.8[.]193
47.108.162[.]218 agt.wcsset[.Jcom

120.24.193[.]58 202.105.1[.]187

Ngudn: https:/thehackernews.com/2025/01/plushdaemon-apt-targets-south-korean.html?&web_view=true
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Tin tiec An toan thong tin

Canh bao: Cisco va 15 héng leo thang dic quyén tdn tai trén

giai phap Meeting Management"

LS hong thtr ba dugc va boi Cisco c6 ma
CVE-2025-20128 (Piém CVSS: 5.3), la 15i
integer underflow gay anh huong téi quy trinh
giai ma “Object Linking and Embedding 2
(OLE2)” trén ClamAV c6 thé dan tai tan cong
tir chdi dich vu.
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Puoc biét, cac 16 hong trén di dugc hing
Cisco ghi nhan ton tai ma khai thac, nhung
chua ¢ chitng ¢t ndo cho thay céc 16 hong nay

Gan day, Cisco di phat hanh ban va cho 16  bi khai thac trong méi truong thuc té.
hong an toan thong tin mirc nghiém trong ton
tai trén Meeting Management, cho phép dbi
tugng tan cong sau khi khai thac thanh cong
c6 thé dat duoc quyén quan tri trén cac phién
lam viéc bi anh hudng.

L3 hong c6 ma dinh danh CVE-2025-
20156 (Piém CVSS: 9.9) dugc phan loai 1a
16 hong leo thang didc quyén trén REST API
cua giai phap Cisco Meeting Management.
L3 hong nay xay ra do sy thiéu st trong qua
trinh iy quyén cho nguoi dung REST API.

Ngoai ra, Cisco ciing da thuc hién va 16
cho 16 hdng cho phép dbi tugng tan cong thuc
hién tin cong tu chdi dich vu trén
BroadWorks, 16i nay phat sinh do viéc xir y
bd nhé thiéu bao mat cho céc yéu cau SIP
(CVE-2025-20165, Biém CVSS: 7.5).

Ngudn: https://thehackernews.com/2025/01/cisco-fixes-critical-privilege.html
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \ 5hing

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 870 I8 hong, trong do
c6 337 15 hong muac Cao, 400 16 hdng mic
Trung binh, 20 16 hong muc Thap va 113 15
hong chua danh gia. Trong d6 c6 it nhat 94 1§
hong cho phép chén va thuc thi ma lenh.

Ngoai ra, tuan hé théng ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong.

Trong d6, dang chti ¥ ¢6 03 16 hong anh huong cac san pham caa Mitel, Windows va Apple,
cu thé 13 nhu sau:

e CVE-2024-41710 (Piém CVSS: 6.8 — Cao): L hong ton tai trén céc thiét bi SIP cia hing
Mitel cho phép ddi twong tan cong véi quyéen quan tri co thé thyuc hién tan cong argument
injection dé dan ti viéc thyc thi ma tir xa. Hién 16 hong chua c6 ma khai thac va dang bi
khai théac trong thuc té.

e CVE-2025-21298 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén Windows OLE
(Object Linking and Embedding) cho phép dbi twong tin cong thuc thi ma tir xa. Hién 18
hong da c6 ma khai thac va dang bi khai thac trong thuc té.

e CVE-2025-24118 (Piém CVSS: 9.8 — Nghiém trong): L5 hdng ton tai trén cac thiét bi
Apple st dung hé diéu hanh iPadOS, macOS Sequoia/ Sonoma. Pay 1a 13i phét sinh trong
quy trinh xir Iy bo nhé cho phép céac tng dung doc hai gay ra viéc sap hé théng hoac ghi lén
bd nhé kernel. Hién 16 hong chua co ma khai thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-41710

- biém CVSS: 6.8 (Cao)

- Anh huéng: Mitel

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tir xa

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-41710

CVE-2025-21298

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Microsoft Windows

- M6 ta: LS hdng cho phép dbi twong tan cong
thuc thi ma tur xa

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-21298

CVE-2025-24118

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Hé diéu hanh iPadOS, macOS
Sequoia/ Sonoma

- M ta: L6 hong cho phép dbi tuong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong moi truong thyuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-24118

CVE-2024-49138

- biém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft Windows 10, Windows
11, Windows Server 2008, 2012, 2016, 2019,
2022, 2025.

- M6 ta: L3 hong cho phép dbi twong tan cong
thuc hién tin cong leo thang dac quyén

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-49138

CVE-2025-0065

- biém CVSS: 7.8 (Cao)

- Anh huong: TeamViewer

- M0 ta: L hdng cho phép dbi twong tan cong
thuc hién tin cong leo thang dic quyén.

- L6 hong chua ¢6 ma khai thac va dang bi khai
thac trong mdi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-0065
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TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-57727

- biém CVSS: 7.5 (Cao)

- Anh huéng: SimpleHelp

- M@ ta: L6 hdéng cho phép dbi trong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-57727

CVE-2025-24160

- biém CVSS: 4.3 (Trung binh)

- Anh huong: Hé diéu hanh iPadOS, macOS
Sequoia/  Sonoma, visionOS, i0S, watchOS,
tvOS.

- M6 ta: LS hong cho phép ddi twong tan cong
thuc hién tan cong tir chdi dich vu

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong madi truong thuc té bai cac nhom tan
cbng

https://nvd.nist.gov/v
uln/detail/CVE-
2025-24160

CVE-2023-6080

- Piém CVSS: 7.8 (Cao)

- Anh huong: Windows

- M6 ta: LS hong cho phép ddi twong tan cong
thuc hién tan cong leo thang dic quyén

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong méi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2023-6080

CVE-2025-22604

- Piém CVSS: 9.1 (Nghiém trong)

- Anh huong: Framework Cacti

- M6 ta: L6 hong cho phép ddi twong tan cong
thuc thi ma tir xa

- L& hong chwa ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc té boi cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-22604

10

CVE-2025-0411

- Piém CVSS: 7.0 (Cao)

- Anh huong: 7-Zip

- M6 ta: L6 hong cho phép déi twong tan cong
thuc thi ma tir xa.

- Lb hong di c6 ma khai thac va dang bi khai thac
trong mdi truong thyuc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-0411
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

~~ = Biéu dé théng ké thiét bj theo cng dich vu
Tan cong DRDoS ph bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chi, thiét bi c6 thé tra thanh ngudn s

phét tan tin cong DRDoS. Trong tuan c6 -
35.155 (giam so V&i tuan trudc 36.516) o -
thiét bi c6 kha ning bi huy dong va tro

thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, ¢6 32 truong hop tan cong
vao trang/cong thong tin dién tir cua

Thﬁr;g ke tan cong vio Viét Nam: 32 truong hop tan cong lra
trang/cong thong tin dién tir 2 AdF \ A A
ciia Viét Nam d?_o gPhlsthq), 0 truong hop tan cong
cai cam ma doc.
Cii mi déc 0
Lira ddo (Phishing) 32
Darkmailer
Other
Cutwail
Stealrat
Gamut
Botnet lotbotnet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dwoc st dung trong cac mang botnet

nhom ddi twong diéu khién thiét b thuoc disorderstatus.ru devicesta.ru

c4c mang botnet dé thuc hién cac hanh differentia.ru xjpakmdcfuge.in

vi trai phép nhu trién khai tin cong atomictrivia.ru c.deltaheavy.ru

DDoS, phat tin ma doc, giri thu rac, truy morphed.ru cp.wdzbt76z.ru

cap va danh cip dit ligu trén thiét bi. thesecond.in gbhyze.info

Trong tuAn ghi nhan 20 dia chi cp.f2a4|p_)k6'.ru' XJpa_kmdcfuqe.com

A o i . hzmksreiuojy.in soplifan.ru

IP/domain thugc botnet ¢ anh huong toi ygiudewsghct.in ydbnsrt.me

nguoi dung Viet Nam. xjpakmdcfuge.biz b.deltaheavy.ru
0-0-0-0-0-0-0-0-0-0-0-0-

a.deltaheavy.ru 0-18-0-0-0-0-0-0-0-0-0-0-

0-0-0.info
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé thong cua Cuc An toan thong tin dd ghi nhan 5.367 phan 4nh truong hop hra dao

tryc tuyén do ngudi dung Internet Viét Nam giri vé. Trong do:
- 222 trudng hop phan anh duoc tiép nhan thdng qua hé thdng Trang canh béo an toan thong tin Viét
Nam (canhbao.khonggianmang.vn).
- 5.145 truong hop phan anh cudc goi, tin nhan lira dao thong qua tong dai 156/5656

Dudi day 1la mot so truong hop ngudi dung can nang cao canh giac.

STT Website lira ddo Ghi cha
1 https://shop[.]Jamz-dropshipping[.Jcom/login Website gia mao san TMDT Amazon
2 https://congthongtinanninhmang[.]Jcom/login Website gia mao B Cong An
3 Website gia mao Cuc An toan théng tin, Bo
cucantoanthongtin24h[.Jcom Coéng An
https://cucantoanthongtin24h[.Jcom/?gad_source=
1&gclid=CjwKCAiIAtNK8BhBBEiwA8wWVt92Yt
4 BfS8x3hC-
c0d177zwHq9UzT50r5rkHGYZ4x9PXILbbiCHA | Website gia mao Cuc An toan thong tin, Bo
Yr6BoC-cOQAvVD BwE Cong An
S https://app[.]Jebaynnhd[.]vip Website gia mao san TMDT Ebay
6 zkjvk[.]Jcom Website gia mao GOMarket
7 Https://lazada[.]haozuhua[.Jcom Website gia mao san TMDT Lazada
8 https://tcb[.]Jkhuyenmaithang-canhan-hotro247-
thang01[.Jcom[.Jvn/ Ngéan hang TMCP Ky Thuong Viét Nam
9 vib[.]Jhan-muc-the-ngan-hang[.Jcom Ngén hang TMCP Qudc té Viét Nam
10 vpbank].Jhotrodacbiet-khuyenmaithang-hotro247-
thang01[.Jcom[.]vn Ngén hang TMCP Viét Nam Thinh Vuong
11 https://www][.]shopeesallers[.Jcom Website gia mao san TMDT Shopee
12 sp6708p[.Jcom/register Website gia mao sain TMPT Shopee
13 https://taoobao-order[.Jcom Website gia mao san TMPT Taobao
14 http://talegrm[.]king88su[.]xyz/ Website gia mao Telegram
15 tkshopvn[.]vip/2[.]Jhtml Website gia mao TikTok
16 Website gia mao Truong Cao dang Phat thanh
https://edu[.]Jvov[.]vn/ - Truyén hinh II, Pai Tiéng ndi Viét Nam
17 http://vienthongviettel[.Jvn Website gia mao Viettel
18 vinmarket[.Jnet Website gia mao Vingroup
19 https://www][.]xmtap2[.]Jcom:443/chat/text/chat_0
QRMAF[.IhtmI?I=vi Website gia mao VNPost
20 westernunionnvn9[.Jwixsite[.Jcom/online Website gia mao Western Union
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




