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Trung tdm Giam sat an toan khong gian mang quoc gia NCSCx

B4&o c4o vé cac 16 hong an toan thong tin trong
cac san pham ciia Microsoft thang 10/2024

1. Thong tin chung

Thuc hién chirc nang quan 1y nha nudc va t6 chic thuc thi phap luat vé an
toan théng tin mang, Trung tdm Giam sat an toan khéng gian mang quéc gia
(NCSC), Cuc An toan thdng tin trong thang vira qua di ghi nhan thng tin vé cac
16 hong an toan thdng tin cua hang Microsoft. Ngay 08/10/2024, Microsoft di
phat hanh danh sach ban va thang 10 véi tong 121 16 hdng an toan théng tin
gom c6 117 18 héng an toan thdng tin trong cac san pham cua hing Microsoft
va 04 16 héng an toan thong tin trong cac san pham thudc bén thir ba c6 anh
huong téi Microsoft, trong d6 ¢6 03 156 hong mic Nghiém trong va 115 15 hong
muc do Cao.

Cac 15 hong nay c6 muic d6 anh huong Cao va Nghiém trong, cé thé bi doi
tuong tan cong khai thac dé thuc hién cac hanh vi trai phép, gy ra nguy co mat
an toan thdng tin va anh huong dén cac hé théng thong tin ciia co quan, t6 chic
va doanh nghiép.

L hong an toan thong tin ton tai trén mot s6 san pham cua Microsoft nhu:
Windows; Microsoft Office; Azure; .NET va Visual Studio; OpenSSH cho
Windows; Power Bl; Windows Hyper-V; Windows Mobile Broadband;...

Théng tin chi tiét vé 16 héng an toan thdng tin xem tai muc 2 cia béo céo.
D¢ nghi cac co quan, don vi, doanh nghiép nghién ctu thong tin vé cac 15
hong an toan thong tin dudi day, thyc hién ra soat hé thong, xtr ly cac van de vé
an toan thong tin mang trong h¢ thong va gui ket qua bao cao ra soat ve dia chi
thu dién tir ncsc@ais.gov.vn cham nhat trwéc ngay 25 hang thang.

Trong truong hop can thiét ¢d the lién hé dau méi hd trg cua Cuc An toan
thong tin: Trung tdm Gidm sat an toan khong gian mang quoc gia, dién thoai:
02432091616, thu dién tir: ncsc@ais.gov.vn.

2. Théng tin chi tiét cac 16 hong
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Danh s&ch 16 hong an toan thong tin dang chu y trong cac san pham cia

Microsoft thang 10/2024

STT CVE Mo ta Link tham khao
- Piém CVSS: 9.8 (Nghiém
trong)
- M6 ta: L& hong trong | https://msrc.microsoft.
Microsoft Configuration | com/update-

1 | CVE-2024-43468 . _ -
Manager cho phép doi tuong | guide/vulnerability/C
tan cong thuc thi ma tir xa. VE-2024-43468
- Anh huéng: Microsoft
Configuration Manager.

- biém CVSS: 8.1 (Nghiém
trong)
- M5 ta: L3 ho R :
0 1a: Lo hong trong Remote https://msrc.microsoft.
Desktop Protocol Server cho com/undate-

2 | CVE-2024-43582 | phép ddi tuong tan cong thuc | . P .

i mA guide/vulnerability/C
LA VE-2024-43582

- Anh huong: Windows 10,

Windows 11, Windows Server

2019, 2022,

- Piém CVSS: 7.8 (Cao)

- Mo ta: LO hong trong

Microsoft Management

Console cho phép dbi tuwong | https://msrc.microsoft.

tan cong thyc thi ma tir xa. L6 | com/update-

3 | CVE-2024-43572 | ‘ _ .
hong hién dang bi khai thac | guide/vulnerability/C
trong thyc té. VE-2024-43572
- Anh hudéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.
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4 | CVE-2024-43583

- Piém CVSS: 7.8 (Cao)

- M6 ta: L& hong trong
Microsoft Winlogon cho phép
ddi tuong tAn cong thuc hién leo
thang dic quyén. Thong tin chi
tiét vé 15 hong da duogc cong bd
cong khai.

- Anh huong: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-43583

5 | CVE-2024-43504

- Piém CVSS: 7.8 (Cao)

- M6 ta: L& hong trong
Microsoft Excel cho phép d6i
tugng tin cong thyuc thi ma tir
Xa.

- Anh huéng: Microsoft Excel
2016, 2019. Microsoft Office
LTSC 2021, 2024. Microsoft
365 Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-43504

CVE-2024-43576
CVE-2024-43616

- Piém CVSS: 7.8 (Cao)

- Mo ta: LO hong trong
Microsoft Office cho phép dbi
tuong tin cong thyuc thi ma tir
Xa.

- Anh hudng: Microsoft Office
LTSC 2024.

Microsoft 365 Apps
Enterprise.

for

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-43576

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-43616
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7 | CVE-2024-43505

- Piém CVSS: 7.8 (Cao)

- M6 ta: LS hong trong
Microsoft Office Visio cho
phép ddi twong tin cong thuc
thi ma tir xa.

- Anh huéng: Microsoft Office
LTSC 2021, 2024. Microsoft

365 Apps for Enterprise,
Microsoft Office 2019.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-43505

8 | CVE-2024-43573

- Piém CVSS: 6.5 (Trung
binh)

- M6 ta: L& hong trong
Windows MSHTML Platform
cho phép d6i tuong tin cong
thuc hién tan cong gia mao
(spoofing). L3 hong hién dang
bi khai thac trong thuc té.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-43573

3. Khuyén nghi giai phap

Ting cudng giam sat va san sang phuong an xir 1y khi phat hién c6
dau hi€u bi khai thac, tan cong mang

Thuong xuyén theo d61 kénh canh bao cua cac co quan chirc nang va cac t6
chure 16m vé an toan thong tin dé phat hién kip thoi cic nguy co tin cong mang.

Kiém tra, ra soat, xac dinh may tinh st dung h¢ diéu hanh Windows c6 kha
nang bi anh huong. Bién phap tot nhat dé khac phuc 1a cap nhat ban va cho céac 16
hong an toan thong tin noi trén theo hudng dan ctuia hang.

Ouy don vi tham khdo cdc ban cdp nhdt phit hop cho cdc san pham dang sir
dung tai link tham khdo muc 2 cua bado cao.

4. Tai lieu tham khao

https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/10/8/the-october-2024-

security-update-review




