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B4&o c4o vé cac 16 hong an toan thong tin trong
cac san pham ciia Microsoft thang 12/2024

1. Thong tin chung

Thuc hién chire nang quan 1y nha nudc va t6 chic thuc thi phap luat vé an
toan théng tin mang, Trung tdm Giadm sat an toan khéng gian mang quéc gia
(NCSC), Cuc An toan thdng tin trong thang vira qua di ghi nhan thng tin vé cac
16 hdng an toan thong tin cua hdng Microsoft. Ngay 10/12/2024, Microsoft da
phat hanh danh sach ban va thang 12 véi tong 72 16 hong an toan théng tin gom
c6 71 16 hong an toan théng tin trong cac san pham cua hang Microsoft va 01 16
hdong an toan thong tin trong cac san pham thudc bén tht ba c6 anh huong téi
Microsoft, trong d6 c6 16 16 hong mac Nghiém trong va 54 16 hong mie do Cao.

Cac 15 hong nay c6 muic ¢ anh huong Cao va Nghiém trong, c6 thé bi doi
tuong tan cong khai thac dé thuc hién cac hanh vi trai phép, gy ra nguy co mat
an toan thdng tin va anh huong dén cac hé théng thong tin ciia co quan, t6 chic
va doanh nghiép.

L& hong an toan thdng tin ton tai trén mot sé san pham cia Microsft nhu:
Windows va céc thanh phan cia Windows, Office va cac thanh phan caa Office,
SharePoint Server, Hyper-V, Defender cho Endpoint, System Center Operations
Manager

Théng tin chi tiét vé 16 héng an toan thdng tin xem tai muc 2 cia béo céo.
~ Dé& nghi c&c co quan, don vi, doanh nghiép nghién ctu thong tin vé cac 15
hong an toan thong tin dudi day, thyc hién ra soat hé thong, xtr ly cac van de vé
an toan thong tin mang trong h¢ thong va gui ket qua bao cao ra soat ve dia chi
thu dién tir ncsc@ais.gov.vn cham nhat trwéc ngay 30 hang thang.

Trong truong hop can thiét ¢d the lién hé dau méi ho trg cua Cuc An toan
thong tin: Trung tdm Gidm sat an toan khong gian mang quoc gia, dién thoai:
02432091616, thu dién tir: ncsc@ais.gov.vn.

2. Théng tin chi tiét cac 16 hong
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Danh s&ch 16 hong an toan thong tin dang chu y trong cac san pham cia

Microsoft thang 12/2024

- Anh huéng: Windows 10,
Windows 11, Windows
Server 2008, 2012, 2016,
2019, 2022, 2025.

STT CVE M6 ta Link tham khao
- biém CVSS: 7.8 (Cao)
- M6 ta: L& héng trong
Windows Common Log
File System Driver cho
phép dbi twong tan cdng | https://msrc.microsoft.com/
thuc hién leo thang dac update-
1| CVE-2024-49138 ] qvén. L5 hang hién dang | guide/vulnerability/CVE-
bi khai thac trong thuc té. 2024-49138

- Piém CVSS:
(Nghiém trong) 7
- M6 ta: L& hong trong

9.8

https://msrc.microsoft.com/

Access Protocol (LDAP)

Windows Lightweight update-
Directory Access Protocol | guide/vulnerability/CVE-
5 CVE-2024-49112 | (LDAP) cho phép dbi 2024-49112
CVE-2024-49127 | tugng tan cong thyc thi ma | https://msrc.microsoft.com/
tl‘l'oxa. update_
- Anh huong: Windows 10, | guide/vulnerability/CVE-
Windows 11, Windows 2024-49127
Server 2008, 2012, 2016,
2019, 2022, 2025.
- DPiém CVSS: 8.8
(Nghiém trong)
- M6 ta: Lo hong tron _ .
Windows Hyper-’g/ chg https.//mchbrdr;fer_osoft.com/
3 | CVE-2024-49117 fﬁgftﬂoﬁng‘iglga_ta” CONG | uide/vulnerability/CVE-
- Anh huong: Windows 10, 2024-49117
Windows 11, Windows
Server 2022, 2025.
. I?fém Cvss: 81 https://msrc.microsoft.com/
(Nghiém trong) update-
4 | CVE-2024-49124 |- Mo ta: Lo hong trong . .
Lightweight Directory guide/vulnerability/CVE-
2024-49124




Trung tm Gi&m st an toan khdng gian mang quéc gia

NCSC¥X

Client cho phép dbi twong
tan cdng thuc thi ma tir xa.
- Anh huéng: Windows 10,
Windows 11, Windows
Server 2008, 2012, 2016,
2019, 2022, 2025.

5 | CVE-2024-49126

- Piém CVSS:
(Nghiém trong)

- M6 ta: Lo hong trong
Windows Local Security
Authority Subsystem
Service (LSASS) cho phép
d6i twong tan cong thuc thi
ma tur xa.

- Anh huang: Windows 10,
Windows 11, Windows
Server 2008, 2012, 2016,
2019, 2022, 2025.

8.1

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2024-49126

6 | CVE-2024-49070

- biem CVSS: 7.4 (Cao)

- M6 ta: Lo hong trong
Microsoft SharePoint cho
phép d6i tugng tan cong
thuc thi ma tu xa.

- Anh huong: Microsoft

SharePoint Server
Subscription Edition,
Microsoft SharePoint
Server 2019, Microsoft
SharePoint Enterprise
Server 2016.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2024-49070

7 | CVE-2024-49068

- biem CVSS: 8.2 (Cao)

- M0 ta: Lo hong trong
Microsoft SharePoint cho
phép d6i tugng tan cong
thuc hién leo thang dac
quyén.

- Anh hudng: Microsoft

SharePoint Server
Subscription Edition,
Microsoft SharePoint

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2024-49068
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Server 2019, Microsoft
SharePoint Enterprise
Server 2016.

- biém CVSS: 7.8 (Cao)

- M6 ta: L& héng trong
Microsoft Access cho phép
d6i tuong tan cong thyc thi
ma tu Xxa.

https://msrc.microsoft.com/

, s update-

8 | CVE-2024-49142 | - Anh huong: M!crosoft quide/vulnerability/CVE-
Access 2016, Microsoft
Office LTSC 2021, 2024, 2024-49142
Microsoft 365 Apps for
Enterprise, Microsoft
Office 2019.

- biém CVSS: 7.8 (Cao)

- Mo ta: LS héng trong

Microsoﬁ Excel cho phep

doi tung tan cong thuc thi |y //msre. microsoft.com/
ma tu xa. : update-

9 | CVE-2024-49069 | - Anh hudng: Microsoft . 1

: guide/vulnerability/CVE-
Excel 2016, Microsoft
Office LTSC 2021, 2024, 2024-49069
Microsoft 365 Apps for
Enterprise, Microsoft
Office 2019.
- biém CVSS: 5.5 (Cao)
- M6 ta: L6 hong trong
Microsoft Office cho phép
d6i tuong tan cong thyc thi
ma tur xa.
- Anh huéng: Microsoft | https://msrc.microsoft.com/
Word 2016, Microsoft update-

10 | CVE-2024-49065 Office LTSC 2021, 2024, | guide/vulnerability/CVE-
Microsoft 365 Apps for 2024-49065
Enterprise, Microsoft
Office 2019, Microsoft
SharePoint Server 2019,

Microsoft SharePoint
Enterprise Server 2016.

3. Khuyén nghi giai phap

Ting cudng giam sat va sdn sang phuong 4n

dau hiéu bi khai thac, tan cong mang

xtr ly khi phéat hién cé

4
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Thuong xuyén theo doi kénh canh bao cua cac co quan chirc néng va cac t6
chtrc 10n vé an toan thong tin dé phat hién kip thoi cac nguy co tin cong mang.

Kiém tra, ra soat, xac dinh may tinh st dung h¢ diéu hanh Windows c6 kha
nang bi anh huong. Bién phap tot nhat dé khac phuc 1a cap nhat ban va cho cac 16
hong an toan thong tin noi trén theo hudng dan ctia hang.

Quy don vi tham khdo cdc ban cdp nhdt phit hop cho cdc san pham dang sir
dung tai link tham khao muc 4 cua bao cao.

4. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/12/10/the-december-2024-
security-update-review



