BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM
CUC THONG TIN CO SO Doc 1ap - Tw do - Hanh phuc

Sb: 836 /TTCS-TTTH Ha Néi, ngay 30 thang 09nam 2024
V/V dam bao an toan thong tin d6i véi thiét
bi dau cudi, HTTT n guén cép tinh két ndi vai
HTTT nguén Trung wong

Kinh gtri:  S& Thong tin va Truyén thong cac tinh, thanh phd
truc thudc Trung uwong

Ngay 20/02/2024, Bo trudong Bo thong tin va Truyén thong dd ban hanh
Quyét dinh s6 184/QD-BTTTT vé Ké hoach hanh dong nim 2024 trién khai
Chién luoc phat trién linh vuc thong tin co so giai doan 2021 - 2025, trong do
phan d4u dat muc tiéu 100% ty 1¢ tinh, thanh phd c6 Hé thong thong tin ngudn
trong nam 2024. Tinh dén nay da c6 34 tinh, thanh phd két ndi, chia s¢ dit liéu
v6i Hé thong thong tin ngudn thong tin co sd trung wong (chi tiét tai Phu luc 01
giti kem theo).

Thuyc hién theo Chi thi 09/CT-TTg ngay 23/02/2024 ctia Thi tuéng Chinh
phu vé tuan thil quy dinh phép luat va ting cuong bao dam an toan hé thong
thong tin theo cip do, trong d6 yéu cau: (1) Bao dam 100% hé thdng thong tin
phai dugc phé duyét cap do an toan hé thong thong tin cham nhét trong thang
9/2024; (2) Trién khai ddy du phuong an bao dam an toan théng tin theo hd so
dé xuét cap do dugc phé duyét cham nhat trong thang 12/2024; tiép theo do, Bo
Thong tin va Truyén thong ban hanh Cong vin sb 1337/BTTTT-CATTT ngay
12/4/2024 vé hudéng dan ra soat, danh gia tinh hinh bao dam an toan thong tin
mang d6i voi cac hé théng théng tin thudce pham vi quan 1y. Cuc Théng tin co s
tran trong dé nghi S& Thong tin va Truyén thong cac tinh, thanh phd phdi hop
thuc hién cac ndi dung sau:

1. Tuan thi md hinh két ndi giita Hé thong thong tin ngudn cap tinh véi
Hé théng thong tin ngudn trung wong thong qua truc két ndi va chia sé dir liéu
qudc gia va cap tinh (truc NDXP/LGSP); cac yéu cau k¥ thuat ciia Bo Thong tin
va Truyén thong duoc quy dinh tai: (1) Van ban sb 2455/BTTTT-TTCS ngay
27/6/2024 vé hudng dan nghiép vu vé chiic nang, tinh nang ky thuat cia Hé
thng thong tin ngudn trung wong va Hé théng thong tin ngudn cip tinh - phién
ban 2.0; (2) Van ban s6 677/BTTTT-TTH ngay 03/3/2022 vé huéng dan két ndi
va chia sé dit liéu théng qua Nén tang tich hop, chia sé dit liéu qudc gia.



2. Kiém tra, danh gia an toan thong tin mang d6i v6i Hé thong thong tin
ngudn cap tinh két ndi vao voi Hé théng thong tin ngudn trung wong, dam bao
trién khai ddy du phuong an bao dam an toan thong tin mang theo hd so dé xuét
cap do duoc phé duyét va giri két qua thuc hién vé Cuc Thong tin co s& trudc
ngay 15/12/2024; dinh ky hang niam, thyc hién kiém tra, danh gia an toan théng
tin mang d6i voi hé thdng thong tin ngudn cap tinh va gui két qua vé don vi dau
mdi cia Bo Théng tin va Truyén thong (Cuc Thoéng tin co sd) trudc ngay
15/12/2024.

Theo yéu cau bao dam an toan hé thong thong tin, Cuc Thong tin co s& s&
phéi hop v6i Cuc An toan thong tin va Cuc Chuyén doi sé qubc gia dé kiém tra,
ra soat, ngat két noi ddi véi cac Hé thong thong tin ngudn cap tinh khong du
diéu kién vé dam bao an toan thdng tin. (Chi tiét tai Phu luc 02 giri kém theo
Cong van)

3. Yéu ciu vé dam bao an toan thong tin ddi véi thiét bi dau cudi.
3.1. B6i véi Cum thu phat thanh ung dung CNTT-VT

- Cac thiét bi cum thu phét thanh ung dung CNTT-VT can thyc hién kiém
tra, danh gia an toan thong tin theo cac quy dinh vé dam bao an toan thong tin
yéu cau tai Thong tu 39/2020/TT-BTTTT ngay 24/11/2020 ctia Bo Thong tin va
Truyén thong, cu thé:

+ Yéu cau co ban vé k¥ thuat quy dinh tai khoan 1 Diéu 5 va chi tiét tai
Phu luc O1.

+ Yéu cdu co ban vé an toan thong tin d6i v6i phan mém hé thdng phuc
vu hoat dong cua cum thu phat thanh tng dung CNTT-VT quy dinh tai khoan 2
Diéu 5 va chi tiét tai Phy luc 02.

- Céac don vi st dung phan mém diéu khién thiét bi cum thu phat thanh
tmg dung CNTT-VT dit tai ha ting ctia nha cung cdp dich vu (doanh nghiép
cung cap thiét bi), can luu ¥ dam bao an toan thong tin dbi v6i phan mém diéu
khién thiét bi cum thu phat thanh tmg dung CNTT-VT, cu thé:

+ CO xé4c nhan két qua kiém tra, danh gi4 an toan thong tin d6i v6i phan
mém trude khi dua vao s dung va dinh ky hang nam thuc hién tai kiém tra,
danh gia.

+ Cam két trién khai cac bién phap bao dam an toan thong tin cho phan mém.

+ Pon vi cung cap phan mém khong duoc phép tu v can thiép, chinh sira
dir liéu va can thiép vao cac hoat dong ctia phan mém (truy cdp vao phan mém,



diéu khién thiét bi, cip nhat hé diéu hanh/tng dung...) khi chua duoc phép cua
chu dau tu.

3.2. Béi voi Bang tin dién tir cong cong

Theo quy dinh ctia Bo Thong tin va Truyén thong tai Van ban sb
2455/BTTTT-TTCS ngay 27/6/2023, can dap ung chirc ning, tinh ning k¥ thuét
va dam bao an toan thong tin d6i vai: (i) thiét bi; (ii) phdn mém diéu khién; (iii)
duong truyén két ndi tir Hé thdng thong tin ngudn cap tinh téi bang tin dién tir
cong cong:

+ Dbi v6i cac ban tin thong thuong (ban tin hinh anh, video, van ban, chit
viét, video...), viéc truyén ban tin st dung giao thirc ma hoéa trén duong truyén
SSL/TLS.

+ Ddi véi cac ban tin phat truc tiép (streaming video), st dung giao thirc
RTMP, RTMPS hoac HLS.

Tran trong./. .

Noi nhén: KT. CUC TRUONG

- Nhu trén . o PHO CUC TRUONG
- Thur truong Nguyeén Thanh Lam (d€ b/c); :
- Cac Cuc: ATTT, CDBSQG (dé p/h);

- Téng cong ty VTC;

- Cuc trudng (dé b/c);

- Cac Pho Cuyc truong;

- Luu: VT, TXT.




Phu luc 01
Thong ké trién khai H¢ thong thong tin nguon cap tinh trén toan qudc
(Kém theo Cong van sé ~ ITTCS-TTTH ngady  /9/2024 ciia Cuc TTCS)

S6 TT&TT Pi két noi véi | Palap nhom L,
STT| " Linph/TP | HTTT Ngudn TW tribn khai Ghi chu
I. CAC TINH PA PAU TU /XAY DUNG HTTT NGUON CAP TINH
1 Lai Chau X X
2 Bic Kan X X
3 Thai Nguyén X X
4 Quang Nam X X
5 Binh Dinh X X
6 Kon Tum X X
7 Binh Phudc X X
8 Ca Mau X X
9 Lang Son X X
10 Vinh Long X X
11 Ha Noi X X
12 Dk Nong X X
13 Ninh Binh X X
14 Pak Lak X X
15 Phii Tho X
16 Bic Giang X X
17 Tuyén Quang X X
18 | Thira Thién Hué X X
19 Ha Giang X X
20 Long An X X
II. CAC TINH PANG THU NGHIEM HTTT NGUON CAP TINH
21 Tay Ninh X X
22 |BaRia-Ving Tau X X
23 Hai Phong X X
24 Hoa Binh X X
25 Thai Binh X X
26 Can Tho X X
27 Bén Tre X X
28 Binh Duong X X
29 Dong Nai X X
30 DPong Thap X X
31 Quang Ninh X X
32 Ninh Thuan
33 Son La X X
34 Séc Trang X X
35 An Giang X
36 Bic Ninh X
37 Binh Thuan X




38 bién Bién X

39 Gia Lai

40 Ha Nam X
41 Lam Dong X
42 Lao Cai X
43 Quang Tri

44 Tién Giang X X
45 Tra Vinh X

III. CAC TINH PE XUAT KHONG TRIEN KHAI NAM 2024, SE TRIEN

KHAI HTTT NGUON CAP TINH TU NAM 2025

N So TT&TT gui CV
46 Cao Bang vé Cuc TTCS
47 Kién Giang -nt-
48 Pa Nang -nt-
49 Phu Yén -nt-
50 |TP.Ho Chi Minh -nt-
51 Bac Liéu -nt-
52 Ha Tinh -nt-
53 Hai Duong -nt-
54 Hau Giang -nt-
95 Hung Yén -nt-
56 Khanh Hoa -nt-
57 Nam Dinh -nt-
58 Ngh¢ An -nt-
59 Quang Binh -nt-
60 Quang Ngai -nt-
61 Thanh Héa -nt-
62 Vinh Phuc -nt-
63 Yén Bai -nt-

TONG CONG 34

41




Phu luc 02:
Danh muc tii liéu cin cung cap dé két ndi chinh thirc
v6i Hé thong thong tin ngudn trung wong
(Kém theo Céng vain sé ITTCS-TTTH ngay  /9/2024 cua Cuc TTCS)

. Tai li¢u can dap Ung

* Poi véi Hé thong thong tin ngudn cép tinh

1. Ho so phé duyét cip do an toan hé théng thong tin d6i véi Hé thong
thong tin ngudn cip tinh va xac nhan két qua trién khai ddy du phuong an dam
bao an toan thong tin theo hd so phé duyét cap do.

2. Két qua kiém tra, danh gid an toan thong tin dbi v6i Hé théng thong tin
ngudn cap tinh theo quy dinh tai Muc IV.5 vé Yéu cau bao dam an toan thong
tin hé thong, Hudng dan s6 2455/BTTTT-TTCS va quy dinh bao dam an toan
thong tin theo cAp do (Nghi dinh sé 85/2016/ND-CP va Thong tu 12/2022/TT-
BTTTT).

3. Két qua danh gia, kiém thtr chirc ning, tinh nang k¥ thuat ciia Hé thong
thong tin ngudn cap tinh dap (mg theo Hudng dan sd 2455/BTTTT-TTCS cua
Bo Théng tin va Truyén thong.

* Poi véi Cum thu phat thanh ing dung CNTT-VT

1. Két qua kiém tra danh gia chtc ning, tinh ning k¥ thuat, bao dam an
toan thong tin phan mém va thiét bi thu phat thanh tmg dung CNTT- VT theo
Thong tu 39/2020/TT-BTTTT.

II. Tai liéu khuyén nghi

1. Chting nhan hop quy ddi véi thiét bi ddu cudi thong tin di dong mat dat
QCVN 86:2019/BTTTT, QCVN112:2021/BTTTT, QCVN 117:2023/BTTTT,
d6i voi thiét bi c6 két ndi Wifi can co chimg nhan hop quy theo
QCVNS54:2020/BTTTT (bang tan 2.4GHz), QCVN65:2021/BTTTT (bang tan
5GHz).

2. Ching nhan kiém tht, do kiém thiét bi dau cubi.

Tham khdo tai liéu khuyén nghi theo QR-Code giri kém (trong danh muc
tai lieu co Thuw muc tai liéu tham khao cua 1 dia phwong da thyc hién co ban
day dii theo cdc quy dinh bam ddo An toan théng tin).
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