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TIN CANH BAO

- Canh béo: L3 hong bao mat méi trong Linux
Kernel cgroups cho phép d6i tuong tan cong
leo thang dic quyén

- Chién dich tan cong APT: Phan mém doc
hai Daxin dugc sir dung trong cac cudc tan
cdng APT nham muc tiéu vao chinh pha nhiéu
qudc gia

PIEM YEU, LO HONG

- 375 15 hong duoc cdng bd va cap nhat.

- 07 15 hong, nhom 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam.

SO LIEU, THONG KE

- Tan cong DRDoS

- Tan céng Web @
- Tan c6ng hra dao nguoi ding Viét Nam

Tai liéu lwu trir:

Chuyén myc Béao cao dinh ky tai dia chi:

https://service.khonggianmang.vn




TIN CANH BAO

Canh bao: Lo hang bao mat mdi
trong Linux Kernel cgroups cho
phép do6i tuong tan cong leo thang
dac quyén

Gan day, cac chuyén gia bao mat da
phét hien mot 16 hong c6 mirc anh huong Cao
trong Linux kernel (da c6 ban va) cd kha nang
bi khai thac dé thoat khoi container nham
thuc thi cac 1énh tuy y trén container host.

LS hong CVE-2022-0492 (diém
CVSS: 7,0) cho phép ddi twong tan cong leo
thang dic quyén trong cgroups Vvl
release_agent, mét tap Iénh duoc thuc thi sau
khi két thdc bat ky qua trinh nao trong
cgroup. LAi nay 1a hau qua cua viéc thiéu xéac
minh khi kiém tra dic quyén quan tri trong
qua trinh thiét lap tép release_agent, khién
cho nguy co bi khai thac cao.

Thong thuong, mét 16 hong leo thang
dic quyén chi c6 thé duoc khai thac boi tai
khoan nguoi dung root, tuy nhién chay véi
quyén root khong phai Iic nao ciing ¢ toan
quyén kiém soat may: C6 mot ving (grey
area) gitta ngudi ding root va cac diac quyen
day du bao gom cac quyén s dung,
namespaces va containers, trong nhitng
trrong hop nay, tai khoan root khong co toan
quyén kiém soat may.

Mac du containers chay Vi
AppArmor hoac SELinux nén s¢ dugc bao vé
khoi 16 hong nay, nhung co quan té chic
duoc khuyén nghi cai dat cac ban va vi thuc
té nd co thé bi loi dung dé khai thac boi cac
tién trinh doc hai khéac trong may chu dé leo
thang dac quyen.

Nguon: https://thehackernews.com/2022/03/new-linux-kernel-cgroups-vulnerability.html?m=1
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TIN CANH BAO

Phin mém doc hai
Daxin dudgc su dung

trong cac cudc tan

cong APT nham muc
on - ” Ld
tieu vao chinh phu
otn ~ °
nhiéu quoc gia
Gan day, cac chuyén gia bao mat phat
hién mot cong cu gian diép da duoc trién khai
trong chién dich tan cong kéo dai cua mot
nhom ddi tuwong tan cong APT cua Trung

Quéc ké tir nam 2013, nham muc tiéu vao
chinh pha nhiéu quéc gia.

Phan mém doc hai nay c6 tén la Daxin,
cho phép d6i twong tan cong thuc hién nhiéu
hoat dong doc hai, thu thap théng tin. Daxin
la mot backdoor rootkit rat tinh vi vai chtc
ning diéu khién va kiém soét phuc tap. Phan
mém nay cd thé hoat dong ma khéng tao ra
lru lwgng truy cap dang ngd nao dé khong bi
phat hién, bén canh d6 con c6 kha nang
chuyén tiép céac Iénh qua mang cac may tinh

bi nhidm, tir d6 cho phép ddi twong tan
cbng truy cap dinh ky vao may tinh bi
xam nhap trong thoi gian dai.

Theo cac nha nghién ctu, Daxin la
phan mém doc hai tién tién, duoc st dung
boi nhdm tan cong cua Trung Qudc. Qua
kha nang cta nd va ban chat cac cugc tan
cong da trién khai, Daxin dudng nhu dugc
t6i wu hoa dé str dung chdng lai cac muc
tiéu cao, cho phép tan cong sau vao hé
thdng mang cua muc tiéu va Iy di lieu ma
khong gay nghi ngo.

Nguén: https://thehackernews.com/2022/03/china-linked-daxin-malware-targeted.html
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Nguy cg tan cong mang tir

diém yéu, lo hong

Trong tuan, c&c to chirc qudc té da cong
b va cap nhat it nhat 375 16 hong, trong d6 co
03 16 hong mac cao, 23 16 hong mac trung
binh, 06 16 hdng muc thap va 343 15 hong chua
danh gia. Trong dé c6 it nhat 30 15 hong cho
phép chén va thuc thi ma Iénh.

Hé thdng ky thuat caa Cuc ATTT cha
dong ra quét trén khoéng gian mang Viét Nam,
danh gia, théng k& cho thidy c6 07 16
hong/nhdm 15 hdng trén céc san pham, dich vu
CNTT pho bién, cé thé gay anh huong 16n d&én
nguoi ding ¢ Viét Nam: Nhom 10 16 hong
trong Linux kernel, Nhém 07 15 hng trong san
pham cua HP, Nhém 06 16 hong trong san
pham cua IBM, Nhom 06 15 hong trong Liferay
Portal, Nhém 05 15 hong trong thiét bi D-Link,
Nhém 04 15 héng trong cac san pham cua
Aruba, Nhém 04 15 hong trong phan mém
Vmware. Théng tin chi tiét vé mot sé 16 hong
trén cac san pham/dich vu phd bién tai Viét
Nam cu thé nhu sau:

phé bién tai Viet Nam:

- Linux: CVE-2022-0492, CVE-2021-3609, ...

- HP: CVE-2022-23953, CVE-2022-23958, ...

- IBM: CVE-2021-38993, CVE-2021-38955,...

- Liferay: CVE-2021-38265, CVE-2021-38267, ...
- D-Link: CVE-2021-46381, CVE-2022-25106, ...
- Aruba: CVE-2021-41000, CVE-2021-41001,...

- Vmware: CVE-2022-22947, CVE-2022-22946, ...
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Mb ta ngan

Ghi cha

Linux

CVE-2022-0492
CVE-2021-3609
CVE-2021-3428

Nhom 10 15 hong trong Linux kernel cho
phép d6i tuong tan cong leo thang dic
quyén, gay bat thuong cho hé thng, tin
cong tir chdi dich vu, thu thap thong tin.

Da c6 thong tin
xac nhan va ban
va

HP

CVE-2022-23953
CVE-2022-23958
CVE-2022-23957

Nhém 07 15 hong trong san pham cua
HP (PC) cho phép doi tuong tan cong
thuc thi ma tir xa, tan cong tir choi dich
vu.

Chua c6 thong
tin xac nhan va
ban va

IBM

CVE-2021-38993
CVE-2021-38955
CVE-2022-22350

Nhém 06 16 hong trong san pham cua
IBM (VIOS, AIX,...) cho phép doi
tugng tan cong thuc hién tan cong tur
chéi dich vu

Da c6 thong tin
xac nhan va ban
va

Liferay

CVE-2021-38265
CVE-2021-38267
CVE-2022-25146

Nhom 06 16 hong trong Liferay Portal
cho phép dbi twong tan cong thu thap
théng tin, tin cong XSS, CSRF, thuc
hién cac hanh dong trai phép, tin cong
tir chéi dich vu.

ba co6 thong tin
xac nhan va ban
va

D-Link

CVE-2021-46381
CVE-2022-25106
CVE-2021-46353

Nhom 05 16 hong trong thiét bi D-Link
(DAP-1620, DIR-859,...) cho phép dbi
tugng tan cong thu thap thong tin, tan
cong path traversal, tir chéi dich vu.

ba c6 thong tin
xac nhan va ban
va.
Mot s§ sén
pham loi thoi.
khong duoc ho
tro ban va

Aruba

CVE-2021-41000
CVE-2021-41001
CVE-2021-41003

Nhom 04 15 hong trong céc san pham
cua Aruba (CX 6200F Switch Series,...)
cho phép d6i tugng tin cong thuc thi ma
tir xa, tan cdng command injection, path
traversal.

ba c6 thong tin
xac nhan va ban
va

Vmware

CVE-2022-22947
CVE-2022-22946
CVE-2022-22943

Nhém 04 16 hdng trong phan mém
Vmware (spring cloud gateway,...) cho
phép ddi tuong tan cong chén va thyc thi
ma& tiy y, tn cdng stored-XSS

Da c6 thong tin
xac nhan va ban
va
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Thong ké nguy co, cac cudc

tan cong tai Viét Nam

Tdn cong DRDoS

Tuan vtra qua tai Viét Nam, c6 rat
nhiéu may chu, thiét bi c6 thé trd thanh = :
. , : Bifu dd théng ké thiét b| theo céng d|ch vy
ngudn phat tan tan cong DRDoS. Trong phé bién
tuan co6 74,883 (tang so vdi tuan trudc

73,335) thiét bi c6 kha nang bi huy dong

va trd thanh nguon tin cong DRDoS. Cac
thiét bi nay dang mé st dung céac dich vu e
NTP (123), DNS (53), Chargen (19). Dué1 R

day 1a biéu do thong ké thiét bi theo cong

dich vu phé bién trong tuan. ]
Tan cong Web

Théqg ké tin cong vao Trong tuan, c6 200 trudng hop tin
trang/cong thong tin dién tur

: cong vao trang/cong thong tin dién tir ctia Viét
cua Viét Nam

Nam: O trudong hop tin cong thay doi giao

Cii mi doc e Sm— dién, 87 truong hop tin coéng lira dao
Lira ddo (Phishing) 87 ) (Phishing), 113 truong hop tin cong cai cdm
Thay d6i giao dién 0 m3 doc.

T‘,l{n C@ng PhlShlng TOP td chi¥c, dich vu bi gia mao

Trén thé gié1 cd nhiéu céc trang
web gid mao céac td chirc, doanh nghiép,
nha cung cap, dich vu 16n nhu: Cac mang

xa hoi, ngan hang, thu dién tr .v.v... Viét

Nam c6 nhiéu nguoi dung cac dich vy, ing . o
. NN f N . Danh sach IP/tén mién déc hgi c6 nhieu ket noi tir
dung nudc ngoai (ca mien phi va tinh phi) o

nhu cic mang xa hoi, Paypment, Apple, Vigt Nam
Paypal ..v.v... vi vy nguoi dung can phai differentia.ru xjpakmdcfuge.ru
hét strc canh giac véi nhirng trang web gia disorderstatus.u xjpakmdcfuge.in
. : atomictrivia.ru amnsreiuojy.ru
mao d¢ danh cap tai khoan. xjpakmdcfuqe.biz bsxqyi.info
xjpakmdcfuge.com restlesz.su
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Tan cong lira dao ngudi dung Viét Nam

Trong tudn da c6 122 phan anh trudng hop lra ddo do nguoi dung Internet Viét
Nam thong bao vé Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC) qua hé
thong tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich cé nhiéu
truong hop lira ddo gia mao website ciia ngan hang, lira dao lién quan dén COVID...

Du6i day 1a mot s6 truong hop ngudi ding can nang cao canh giac.

STT Website lira ddao Ghi cha
1 https://tikivip.com Gia mao website san TMDPT Tiki
5 https://lazadavn.net Gia mao website san TMDT
Lazada
3 https://vipmomo77.com Web ltra dao co bac qua vi dién
https://kkoi.me tr Momo
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Khuyén nghi d6i véi

cac co quan, don vi

1. Béi véi cac nguy co, canh bao da duoc dé cap trong phan Tin canh bao Quy don
vi can thuong xuyén cap nhat théng tin (nhu cac chién dich tin cong cua cac nhém
APT, thong tin 10C kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé
khai thac,...), ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xu
Iy kip thoi.

**k*

2. Pbi véi cac diém yéu, 16 hong trong phan Nguy co tan cdng mang tir diém yéu
16 hong, Quy don vi can luu y theo doi va cap nhat ban va cho cac 16 hong lién quan
dén san pham dang sir dung. Ngoai ra, nhitng don vi da c6 tai khoan trén “Hé thong
Canh bao diém yéu va ra soat 16 hong bao mat ty dong” tai dia chi
https://service.khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang st
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*

3. Bdi véi cac nguy co vé tan cong tir chéi dich vy, tin cdng web trong phan Théng
ké nguy co, cac cudc tan cong tai Viét Nam, Quy don vi can ra soét, han ché toi da
viéc md cac cong dich vu 6 thé bi loi dung dé thuc hién tan cong tir chdi dich vu;
thuong xuyén kiém tra, ra soat may chu web dé kip thoi phat hién va xu 1y nguy co
tan cong.

***

4. Dbi véi cac IP/tén mién dugc dé cap trong muc Danh sach IP/tén mién déc hai
c6 nhiéu két néi tir Viét Nam, Quy don vi can kiém tra va xu |y céac thiét bi trong
toan bd hé théng mang néu cd dau hiéu két ndi dén cac tén mién doc hai ma Cuc
ATTT da chia sé.

*kx
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